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The Conflict Between Criminalizing Trade Secret Violation and Employee’s
Mobility - with the Extending Comments on the US Economic Espionage

Act

Student: Ching-Yuan Yeh Advisor: Chih-Chieh Lin

Shang-Chih Liu

Institute of Technology Law
National Chiao Tung University
ABSTRACT
Adding or cumulating criminal liability to trade secret infringement seems to be an
unstoppable trend in the world, and Taiwan is no exception. However, the conflict between
criminalization of Trade Secret Act and employee mobility is the most important thing that
this thesis wants to probe into. Since employees are usually the disadvantaged minority, their
bargaining power are relatively weak. When the working experience increases, it becomes
harder to discriminate trade secrets from employees’ general skills. Thus, with the
criminalization of trade secret theft, it is vital to balance the protection of employers’ trade
secrets and employees’ right to work.

It is undoubtedly sensible that employers demand employees to sign Covenants Not to
Compete for the sake of protecting trade secrets, limiting reasonable time, area etc. However,
most Covenants Not to Compete are unilaterally written by employers, the terms and
conditions are more often than not unreasonable, unfair and unchangeable. Though there
sometimes might be reasonable restrictions on terms, there usually lack reasonable
compensation to make up for the loss of employees’ right to work. For one thing,
criminalization of Trade Secret Act can help protect trade secrets that employers spent

millions of time and money on; for another, it can also become a fatal weapon for employers



to threaten employees who intend to leave the company.

The newly added penal articles mainly refer to Economic Espionage Act in the US. Since
1996, there have been many cases to study and look into. This thesis aims to analyse materials
that are related to Economic Espionage Act, supplemented by papers that are related to Trade
Secret Act and Covenants not to Compete in Taiwan to compare and self-criticize the
criminalization of Trade Secret Act. Moreover, in order to integrate practice with theory, this
thesis devotes to study the criminalization of Trade Secret Act by conducting interviews with
the professionals and empirical research of trade secret theft related cases. From those

research, this thesis hopes to make clear suggestions for further law amending

Keywords : Trade Secrets, Criminalization of Trade Secret Act, Economic Espionage Act,

Non-Compete, Employees’ right to work
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22 Kelley Clements Keller & Brian M.Z. Reece, Economic Espionage and Theft of Trade Secrets: The Case for a
Federal Cause of Action, 16 TUL J. TECH. & INTELL. PROP. 1, 4(2013).
23 Nathan Rosenberg & L.E. Birdzell, Jr., Science, Technology and the Western Miracle, Sci. AM. 54, 54 (1990).
2 Keller & Reece, supra note 22, at 4.
25 United States v. Rosenberg, 195 F. 2d 583 ( 2" Cir., 1952)
% Jonathan Eric Lewis, The Economic Espionage Act and The Threat of Chinese Espionage in The United
States, 8 CHI.-KENT J. INTELL. PROP. 189, 190 (2009).
27 Darren S. Tucker, The Federal Government s War on Economic Espionage, 18 U.PA. J. INT’L ECON. L. 1109,
1115 (1997)
28 Jeff Augustini, From Goldfinger to Butterfinger: The Legal and Policy Issues Surrounding Proposals to use
the CIA for Economic Espionage, 26 LAwW & PoL’Y INT’L Bus. 459, 459 (1995).
29 Lewis, supra note 26, at 190
30 Chris Carr, Jack Morton, & Jerry Furniss, The Economic Espionage Act: Bear Trap or Mousetrap?, 8 TEX.
INTELL. PROP. L.J. 159, 162 (2000).
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31 peter Schweizer, The Growth of Economic Espionage: America is Target Number One, Foreigh Aff., Jan./Feb.
at 11 (1996).
32 Adam Cohen, Securing Trade Secrets in the Information Age: Upgrading the Economic Espionage Act after
United States v. Aleynikov, 30 YALE J. ON REG. 189, 194(2013).
% |d. at 195.
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% &< % :TWhoever transports, transmits, or transfers in interstate or foreign commerce any goods, wares,
merchandise, securities or money, of the value of $5,000 or more, knowing the same to have been stolen,
converted or taken by fraud; or
Whoever, having devised or intending to devise any scheme or artifice to defraud, or for obtaining money or
property by means of false or fraudulent pretenses, representations, or promises, transports or causes to be
transported, or induces any person or persons to travel in, or to be transported in interstate or foreign commerce
in the execution or concealment of a scheme or artifice to defraud that person or those persons of money or
property having a value of $5,000 or more; or
Whoever, with unlawful or fraudulent intent, transports in interstate or foreign commerce any falsely made,
forged, altered, or counterfeited securities or tax stamps, knowing the same to have been falsely made, forged,
altered, or counterfeited; or
Whoever, with unlawful or fraudulent intent, transports in interstate or foreign commerce any traveler’s check
bearing a forged countersignature; or
Whoever, with unlawful or fraudulent intent, transports in interstate or foreign commerce, any tool, implement,
or thing used or fitted to be used in falsely making, forging, altering, or counterfeiting any security or tax stamps,
or any part thereof; or
Whoever transports, transmits, or transfers in interstate or foreign commerce any veterans’ memorial object,
knowing the same to have been stolen, converted or taken by fraud—
Shall be fined under this title or imprisoned not more than ten years, or both. If the offense involves a pre-retail
medical product (as defined in section 670) the punishment for the offense shall be the same as the punishment
for an offense under section 670 unless the punishment under this section is greater. If the offense involves the
transportation, transmission, or transfer in interstate or foreign commerce of veterans’ memorial objects with a
value, in the aggregate, of less than $1,000, the defendant shall be fined under this title or imprisoned not more
than one year, or both.
This section shall not apply to any falsely made, forged, altered, counterfeited or spurious representation of an
obligation or other security of the United States, or of an obligation, bond, certificate, security, treasury note, bill,
promise to pay or bank note issued by any foreign government. This section also shall not apply to any falsely
made, forged, altered, counterfeited, or spurious representation of any bank note or bill issued by a bank or
corporation of any foreign country which is intended by the laws or usage of such country to circulate as money.
For purposes of this section the term “veterans’ memorial object” means a grave marker, headstone, monument,
or other object, intended to permanently honor a veteran or mark a veteran’s grave, or any monument that
signifies an event of national military historical significance. | °
% Geraldine Szott Moohr, The Problematic Role of Criminal Law in Regulating Use of Information: The Case of
The Economic Espionage Act, 80 N.C. L. Rev. 853, 869-72 (2002).
3% Brittani N. Baldwin, Keeping Secrets: An Alternative to the Economic Espionage Penalty Enhancement Act,
32 TEMP. J. SCI. TECH. & ENVTL. L. 45, 46-47 (2013)
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A g RSB S SR 0 A o Tproperty | £ 7 U MM AR 0 7]
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A LRI PN A AR R F LA e BEES XA

BT T L R AT L R B0 B R R AEE T 0 R R 2
3 Fae

Vo BAGATEE L E DB R YRR TE 1030 Ed £ R
B F3T iR 5% = % (Restatement of the Law — Torts 1939) » # ¢ e7% 757

B 2 B LR ERBLBIER R o RIFEYRE > ASEE BN

37 m =< % :TWhoever, having devised or intending to devise any scheme or artifice to defraud, or for obtaining
money or property by means of false or fraudulent pretenses, representations, or promises, or to sell, dispose of,
loan, exchange, alter, give away, distribute, supply, or furnish or procure for unlawful use any counterfeit or
spurious coin, obligation, security, or other article, or anything represented to be or intimated or held out to be
such counterfeit or spurious article, for the purpose of executing such scheme or artifice or attempting so to do,
places in any post office or authorized depository for mail matter, any matter or thing whatever to be sent or
delivered by the Postal Service, or deposits or causes to be deposited any matter or thing whatever to be sent or
delivered by any private or commercial interstate carrier, or takes or receives therefrom, any such matter or
thing, or knowingly causes to be delivered by mail or such carrier according to the direction thereon, or at the
place at which it is directed to be delivered by the person to whom it is addressed, any such matter or thing, shall
be fined under this title or imprisoned not more than 20 years, or both. If the violation occurs in relation to, or
involving any benefit authorized, transported, transmitted, transferred, disbursed, or paid in connection with, a
presidentially declared major disaster or emergency (as those terms are defined in section 102 of the Robert T.
Stafford Disaster Relief and Emergency Assistance Act (42 U.S.C. 5122)), or affects a financial institution, such
person shall be fined not more than $1,000,000 or imprisoned not more than 30 years, or both. ;-
¥ &< % :TWhoever, having devised or intending to devise any scheme or artifice to defraud, or for obtaining
money or property by means of false or fraudulent pretenses, representations, or promises, transmits or causes to
be transmitted by means of wire, radio, or television communication in interstate or foreign commerce, any
writings, signs, signals, pictures, or sounds for the purpose of executing such scheme or artifice, shall be fined
under this title or imprisoned not more than 20 years, or both. If the violation occurs in relation to, or involving
any benefit authorized, transported, transmitted, transferred, disbursed, or paid in connection with, a
presidentially declared major disaster or emergency (as those terms are defined in section 102 of the Robert T.
Stafford Disaster Relief and Emergency Assistance Act (42 U.S.C. 5122)), or affects a financial institution, such
person shall be fined not more than $1,000,000 or imprisoned not more than 30 years, or both | -
39 Baldwin, supra note 36, at 47.
40 .
4 Rk~ % :T§757. Liability For Disclosure Or Use Of Another's Trade Secret—General Principle
One who discloses or uses another's trade secret, without a privilege to do so, is liable to the other if
(a) he discovered the secret by improper means, or
(b) his disclosure or use constitutes a breach of confidence reposed in him by the other in disclosing the secret to
18
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maRg £ fad 2 (Trade Secrets Act) TG A gz = 25 - vi— A2 4 £ 4
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Cehfor feE AR A N EE ) G- BT PHIRE & AT

him, or
(c) he learned the secret from a third person with notice of the facts that it was a secret and that the third person
discovered it by improper means or that the third person's disclosure of it was otherwise a breach of his duty to
the other, or
(d) he learned the secret with notice of the facts that it was a secret and that its disclosure was made to him by
mistake | °
2 EAREATEEEE A FLFHEEET AT httpd//www.is-
law.com/old/OurDocuments/ATO006YEOL.pdf (& f5F P 2014 #8 7 3 p )
B AR ERE 2 F 0 B A2 2 975 5 hitp:/premiumlaw.tw/wp-
content/uploads/2013/05/%E7%BE%8E%E5%9C%8BY%E7%87%9FY%E6%AS%ADY%ET%AT7%I8%ES5%AF%8
69%E6%B3%95%E4%B9%8BY%E6%8E%A2%EB8%A8%8E-20130523%E5%A4%96%E9%83%A8.pdf ( & {4
# P :10/31/2014) -
4 Gabriel Berg et al., Criminal Prosecutions of Trade Secret Theft: The Emergence of The Economic Espionage
Act, 38 AUG Hous. LAw. 16, 17 (2000).
% Bk < % :TWhoever, being an officer or employee of the United States or of any department or agency
thereof, any person acting on behalf of the Federal Housing Finance Agency, or agent of the Department of
Justice as defined in the Antitrust Civil Process Act (15 U.S.C. 1311-1314), or being an employee of a private
sector organization who is or was assigned to an agency under chapter 37 of title 5, publishes, divulges,
discloses, or makes known in any manner or to any extent not authorized by law any information coming to him
in the course of his employment or official duties or by reason of any examination or investigation made by, or
return, report or record made to or filed with, such department or agency or officer or employee thereof, which
information concerns or relates to the trade secrets, processes, operations, style of work, or apparatus, or to the
identity, confidential statistical data, amount or source of any income, profits, losses, or expenditures of any
person, firm, partnership, corporation, or association; or permits any income return or copy thereof or any book
containing any abstract or particulars thereof to be seen or examined by any person except as provided by law;
shall be fined under this title, or imprisoned not more than one year, or both; and shall be removed from office or
employment | °
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void.”
Whoglm 2 A 3 102
145 Moss, Adams & Co. v. Shilling, 179 Cal. App. 3d 124, (1986); ReadyLink Healthcare v. Cotton, 126 Cal.
App. 4th 1006, 1021-22 (2005) ("if a former employee uses a former employer's trade secrets or otherwise
commits unfair competition, California courts recognize a judicially created exception to section 16600 and will
enforce a restrictive covenant in such a case"); Kovesky v. Kovesky, 2010 WL 3619826 (N.D. Cal. Sep. 13,
2010).
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