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A Study on Current Situation and Future Trend of
Cybercrime and Digital Forensics in Taiwan
-Take the "Innovative Judicial Police IEK
Intelligence Model"" as an Example

I-Long Lin"

Abstract

With the upgrading of Internet technology, mobile phones are no longer
traditional call features, through the smart phone, you can use communication
software to contact each other (such as LINE, Messenger, Wechat, Juiker),
Internet browsing and electronic trading, storage Personal information (such as
SMS, photos, notes, etc.). The convenience of smartphones has become an
Internet of people (digital) criminal tools, smart phones like mobile computers
there are a lot of electromagnetic records (ie, digital evidence), these records are
valuable evidence of the forensics science. In view of this, the traditional forensic
equipment and methods, will not be enough to collect digital evidence in the
mobile phones. For the recognition and understanding of digital evidence, the
selection and use of forensic tools will be the main professional knowledge and
basic knowledge that digital forensics must have.

The domestic judicial police for the digital forensic work has just started, for
the digital evidence collection methods, preservation technology, software tools
and the required technology is also lacking, it is necessary to conduct in-depth
discussion of this issue; Therefore, this article will be the cyber security and
digital evidence forensics capability development status and future trends to be

* 1-Long Lin, Professor, Department of Information Management/Master's Program in Digital
Technology Innovation and Management of Yuanpei University of Medical Technology, E-mail:
cyberpaul 747@gmail.com
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studied to achieve our grasp of security and digital evidence forensics technology
research and development and focus on the integration of effective resources to
provide government and private enterprise technology research and development
units in charge of budget reference.

For the study of capability, the cyber security and digital evidence forensics
capability planning should be digital forensics laboratory (including software
tools), digital evidence forensics standard operating procedures (DEFSOP) and
security professionals in three areas as the focus, this paper will first introduce our
digital evidence forensics capability (DEFSOP), and for cyber security and safety
of resources and the development of a number of indicators, digital evidence to
forensics the results of capability and recommendations, and will establish the
innovative judicial police IEK intelligence model structure and the reference basis.
Finally, through these three directions, we will make suggestions on improving
the safety of our country's security and intelligence, and enhance the new strategy
of integrating the "science and technology police” and "investigation and
prevention”, and will ensure the evidence ability of digital evidence and prove the
effectiveness and enhance the effectiveness and credibility.

Key Words:Cybercrime, Digital Forensics, IEK Model, Science and
Technology to Build Police
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