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* See Amazon Web Services Customer Agreement, Jan. 20, 2010. http://aws.amazon.com/agreement/
(visited Oct. 22, 2010).

> See, e.g., United States v. Most, 876 F.2d 191 (D.C. Cir. 1989). See also United States v. Matlock,
415 U.S. 164 (1974).

® See, e.g., United States v. Spilotro, 800 F.2d 959 (9th Cir. 1985). See also United States v. Karo, 468
U.S. 705, 721 n.6 (1984).

7 United States v. Karo, 468 U.S. 705, 721 n.6 (1984).

¥ See, e.g., United States v. Heckenkamp, 482 F.3d 1142 (9th Cir. 2007); United States v. Simmons,
206 F.3d 392 (4th Cir. 2000).
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%A F R < 5 An order authorizing the interception of a wire, oral, or electronic communication
under this chapter shall, upon request of the applicant, direct that a provider of wire or electronic
communication service, landlord, custodian or other person shall furnish the applicant forthwith all
information, facilities, and technical assistance necessary to accomplish the interception
unobtrusively and with a minimum of interference with the services that such service provider,
landlord, custodian, or person is according the person whose communications are to be intercepted.
10 See 349 F.3d 1132.

1 45 C.FR. 88 160-64.

12 Kurt Opsahl, Court Ruling Will Expose Viewing Habits of YouTube Consumers, July 2, 2008,
http://www.eff.org/deeplinks/2008/07/court-ruling-will-expose-viewing-habits-youtube-us.(visited
July 25, 2010).
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3 47 USC 551(b)(2)(A).

4 See United States v. Miller, 425 U.S. 435 (1976).

> Smith v. Maryland, 442 U.S. 735, 744 (1979).

1% See, e.g., US DOJ Computer Crime and Intellectual Property Section, Searching & Seizing
Computers And Obtaining Electronic Evidence In Criminal Investigations, 1.B, Sept. 2009,
available at http://www.cybercrime.gov/ssmanual/01ssma.html.

17 Warshak v. United States, 490 F.3d 455 (6th Cir. 2007), rev’d en banc on other grounds, 532 F.3d
521 (6th Cir. 2008) (Web email); Quon v. Arch Wireless, 529 F.3d 892 (9th Cir. 2008), cert. granted
sub nom. City of Ontario v. Quon, 78 U.S.L.W. 3359 (U.S. Dec. 14, 2009) (No. 08-1332) (text
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