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Establishing an Integrated Digital Evidence Forensics
Standard Operating Procedure for Mobile Forensics
(IDEFSOP-MF) and Actual Cases Verification
Research—taking the actual cases and verification of
the Criminal Investigation Bureau as an example

I-Long Lin"

Abstract

In addition to the personal information protection law in 2011, the government
has called for the protection of the national digital homeland and the protection of the
digital economy in 2016. The “Cyber Security is National Security” strategy meeting
was held, and the Department of Cyber Security of the Executive Yuan was set up
in August 2016. And proceeded to promote the " Cyber Security Management Act"
which was implemented at 2019/01/01, with a view to making clear cybersecurity
recommendations for government agencies and some private enterprises. The codes
of Cybersecurity and related sub-laws (It is recommended that must comply with
relevant international standards such as ISO27003+1S0O27701+ISO27035+IS0O270
17+1S027037+1S027041~43, etc.). In 2016, the National Security Council of the
Presidential Office held the first "Cyber Security, is National Security" strategy
meeting with the Executive Yuan, mainly through the integration of cybersecurity
manpower, cybersecurity industry and scientific research resources to improve
the cybersecurity infrastructure, the cybersecurity industrial energy and the digital
defense capabilities, the ultimate hope can be achieved: to build a national-level
cybersecurity mechanism; to establish a national-level cybersecurity team to ensure
digital homeland security; and to promote independent research and development
of defense cybersecurity, and strengthen industrial development and the three goals.
(It is recommended that its cybersecurity as a related should enhance its cyber
forensics mechanism and cybersecurity technology capabilities, and should further

" I-Long Lin, Professor, Department of Information Management/Master's Program in Digital
Technology Innovation and Management of Yuanpei University of Medical Technology, E-mail:
cyberpaul747@gmail.com
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comply with international cyber forensics standards such as ISO27005+ISO27009
+1S027037+1S0O27041+1S0O27042+1S0O27043+1S0O27050... etc.).

In view of national current laws and regulations, the digital (cyber) forensic
has not yet clear the special chapter legislation (although the Cyber Security
Management Act was passed on the Legislative Yuan on May 11, 2018,was
implemented on January 01,2019). The police investigative agency has no way
to follow the norms, standards, procedures and methodology of digital (cyber)
forensic knowledge, by collecting domestic and foreign digital (cyber) evidence,
digital (cyber) forensic mechanisms (such as DEFSOP, Forensics Computing, 4P's
Model), international standard operating procedures and other documents, and refer
to ISO/IEC27037:2012, ISO/IEC27041:2015, ISO/IEC 27042:2015 and ISO/IEC
27043:2015 and other international standard procedures management requirements
and guidelines, integrated digital forensic operation procedure conducts research
and explores the correspondence, and establishes an integrated the Digital Evidence
Forensics Standard Operating Procedure (DEFSOP) for Mobile Forensics (iDEFSOP
for Mobile Forensics, iIDEFSOP-MF) based on the four stages of proposed by the
domestic scholar Professor Lin I-long (the principle concept stage, the preparation
stage, the operation stage, and the reporting stage). In view of the standard
operating procedures (iDEFSOP for Mobile Forensics, iDEFSOP-MF), verified by
the actual cases cracked by the Criminal investigation Bureau(CIB), and using the
international company Cellebrite UFED In view of the software, supplemented by
standard operating procedures to verify and restore the entire cybersecurity(crime)
incident, hope that the investigation and cybersecurity professionals from the entire
case of the investigation process (What to do), detection as (How to do), to learn
about the focus and direction of cyberforensics (Why to do), the principles and
guidelines for the provision of cybersecurity (crime) incidents prove that not only
strengthen the digital (cyber) evidence collection and proof, but also ensure the
implementation of the cybersecurity, improve the digital (cyber) evidence in court
In addition to the effectiveness of the evidence (including the admissibility of the
evidences and the weight of the evidences) and the credibility of the goal, it can also
be an effective preventive mechanism and response for future events (such as ISIM:
[SO27035:2016).

Key Words: iDEFSOP-MF, Digital Evidence, Digital (Cyber Security)
Forensics, Mobile Forensics, International Standard Operating
Procedures
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