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Executive Summary

FinTech (Financial Technology) has speeded up the development of
payment servicesand promoted the consumption and investment using
electronic payment instruments to transfer funds online/offline. In
addition, backed by the blockchain and cyptography technologies,
cryptocurrency provides the public a new option to store and exchange
value, prompting many countries' government to rethink not only their
currency policies and supervision but also the plan to issue digital
currency (Central Bank Digital Currency, "CBDC") instead. These
developments have deeply impact modern ways of payment, and the
impact is wider and faster. (See chapter 1)

Electronic payment instruments, including electronic payments and third-
party payments, have five general characteristics, namely, anonymity,
speed, difficult tracking, non-face-to-face, and cross-border, which
provide a new criminal instrument for crimes. Many criminal cases in
Taiwan have employed electronic payment instruments. Through a
comprehensive empirical analysis and typology, we found that criminals
often use electronic payment instruments to commit fraud, gambling,
theft of electronic payment account for consumption, theft of personal
information to create fraudulent payment account, and others. The case
number and monetary amount of the above criminal cases are also
considerable, showing that the current electronic payment instrument
businesses contain a considerable degree of loopholes in terms of
regulations and anti-money laundering supervision. As a result, electronic
payment instruments have gradually become an instrument for crimes.
(See chapter 2)

Cryptocurrency itself with high price fluctuates, and investment risk is
relatively high. In addition, in recent years, it is common for some cases
of fraud collect public money under the name of blockchain and/or
cryptocurrency. Except for Security Token as a security regulated by
Securities and Exchange Act, and Money Laundering Control Act the
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current laws and regulations do not directly regulate cryptocurrency; as a
result, Financial Supervision Commission release a press release to
remind the public of risk factors of cryptocurrency investment. In the
specific cases of court practice, we analyzed all the relative court
judgement and classify six major types of crimes related to
cryptocurrency. We found that due to the lack of cryptocurrency
supervision and regulations, and also lack of criminal investigation
information or data related to cryptocurrency crime, which cause
difficulty to police, enforcement agencies to investigate into specific
crime. The above-mentioned problems require the judicial and law
enforcement agencies to have a more comprehensive understanding of
cryptocurrencies before promoting amendment bill and regulations to
diversified emerging transactions. (See chapter 3)

The study observes that our current supervisory policy towards virtual
currencies tends to be conservative. First of all, except AML/CFT ( Anti-
Money laundering/countering the financing of terrorism ) field and
security token, there is no specific competent authority for
Cryptocurrencies. However, since the application and development of
Cryptocurrencies are not long enough, it is doubtful that under the current
laws, whether may violate Securities and Exchange Act or not. and it also

increases the difficulty for criminal investigations and enforcement.(See
Chapter 4)

This study conducts comparative method observing different countries’/
regions’ regulations including United States, United Kingdom, Singapore,
and the European Union where emerging four major characteristic and
trend: (1) The importance of private agencies assisting in law
enforcement; (2) The importance of uniform law enforcement standards;
(3) Promote authority or organize reorganization; (4)

Improve the criminal investigation system. In addition, It turns out that
self-regulatory organizations are working together with governments with
legal compliance and risk control.(See chapter 4)

5



After analyzing the global statistical data and Taiwan’s court judgments,
we found that criminals often use the inadequate know-your-customer
procedure of electronic payment instruments to create payment accounts
under the name of aiders or theft accounts so as to commit crimes or
money laundering, which causes challenges to the investigation of the
money-flow. Besides, there are endless cases of abuse of cryptocurrency
in crime both internationally and domestically. Moreover because of the
gradual growth of related cryptocurrency activities, the abuse of
cryptocurrency in crime are still growing year by year. Only if the
electronic payment businesses, third-party payment businesses and
cryptocurrency buisnesses implement the measures of money laundering
could the the government reduce the challenges to criminal investigation
and prevent crime or minimize the impact of crime. (See chapter 5.)

Recent regulatory amendments have affirmed the AML obligations of
third-party payment business and cryptocurrency businesses. That said,
related competent authorities remain facing the challenges when
supervising the businesses to implement their said obligations. Finally, to
reduce the crimes using FinTech as a criminal instrument, this research
proposes to introduce a provision under the Criminal Law penalizing the
counterfeits of digital payment instruments to fill the loophole under the
current Article 201-1 of the Criminal Law that applies only to card
payment instruments. In this way, the authenticity and trustworthiness of
digital payment instruments may be enhanced. (See chapter 5.)

Keywords:Electronic Payment, Third-party Payment, Cryptocurrency,
Virtual Asset, Money Laundering, Fintech, Legal Compliance,

Criminal Investigation
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% Dominic Low, At Least 21 People in Singapore Fall Prey to Transnational Online Credit Card Fraud
Syndicate, The Straits Times (July 28, 2020), https://www.straitstimes.com/singapore/courts-crime/at-
least-21-people-in-singapore-fall-prey-to-transnational-online-credit-card.

% International Pet and Animal Transportation Association, Beware: Holiday Pet Scams, IPATA (Nov. 9,
2018), https://www.ipata.org/beware-holiday-pet-scams ; Jetpets, https://www.jetpets.com.au/pet-
scams/ (last visited Mar. 21, 2021).

% See Jetpets, https://www.jetpets.com.au/pet-scams/ (last visited Mar. 21, 2021).
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9 Security Boulevard, QORL Jacking, https:/securityboulevard.com/2018/07/qrl-jacking/ (last visited
Aprl. 14, 2021).

% Vincent Fong, With Mobile Payments on the Rise, Creator of OR Codes Thinks It Needs a Security
Revamp, FinTech Singapore (Sept. 12, 2019), https:/fintechnews.sg/33563/security/qr-payment-
security-inventor-masahiro-hara/.

% OR Codes Too Easily Misused by Criminals, China Daily (March 2, 2017),
http://www.chinadaily.com.cn/opinion/2017-03/02/content_28400890.htm.

10 Fumiko Kuribayashi, 18.11 Million Yen Stolen from Japan Post Bank in E-pay Scam, The Asahi
Shimbun (Sept. 17, 2020), http://www.asahi.com/ajw/articles/13736152.
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Decentralized Finance (DeFi) Stack: Product & Application View
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Nearly 3x as Much Crypto Stolen from

Exchanges in 1st Half of 2018 as in All of 2017
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159 Chainalysis, Q3 2018 Cryptocurrency Anti-Money Laundering Report, https:/ciphertrace.com/q3-
2018-cryptocurrency-anti-money-laundering-report/ (last visited: Mar. 05, 2021).

160 Jd.at 4. (last visited Mar. 05, 2021).
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161 Supra note 152, at 3, (last visited: Mar. 05, 2021).
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183 The 2021 Crypto Crime Report, Chainanalysis (Feb. 16,2021) at 6, https://go.chainalysis.com/rs/503-
FAP-074/images/Chainalysis-Crypto-Crime-2021.pdf.
184 Supra note 140 (last visited Mar. 09, 2021).
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165 North Korean Hackers Accused Of ‘Biggest Cryptocurrency Theft Of 2020’—Their Heists Are Now
Worth  $1.75 Billion”, https://www.forbes.com/sites/thomasbrewster/2021/02/09/north-korean-
hackers-accused-of-biggest-cryptocurrency-theft-of-2020-their-heists-are-now-worth-175-
billion/?sh=65bb54035b0b (last visited: Mar. 05, 2021).

166 Ransomware is a form of malware designed to encrypt files on a device, rendering any files and the
systems that rely on them unusable. MS-ISAC, RANSOMWARE GUIDE, CISA (Sept. 2020) at.2,
https://www.cisa.gov/sites/default/files/publications/CISA_MSSAC_Ransomware%20Guide_S508C

-pdf.
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187 Supra note 139.

836 & -3 A4 gfE s # A WannaCry # % :1];5:% CRERERTLLAS N0 PR
(2017 # 05 * 16 p ) https://buzzorange.com/techorange/2017/05/16/wanna-cry-why-bitcoin/
(B teIfp ©2021# 037 059 )

169 FEDERAL BUREAU OF INVESTIGATION, Incidents of Ransomware on the Rise, FBI (Aprl. 29,
2016), https://www.tbi.gov/news/stories/incidents-of-ransomware-on-the-rise/incidents-of-
ransomware-on-the-rise.

170 Risha Pragg-Jaggernauth, AML CFT 101 How can Virtual Assets be used for the commission of
Financial Crime, CAFT (Mar. 24, 2021) 8, https://www.cfatf-gafic.org/documents/research-
corner/15221-aml-cft-101-how-can-virtual-assets-be-used-for-the-commission-of-financial-
crime?format=html (last visited Jun. 17, 2021).
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171 Supra note 163.
12 How to Protect Your Networks from Ransomware, https://www.justice.gov/criminal-
ccips/file/872771/download (last visited: Mar. 05, 2021).
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178 Lindsey O'Donnell, UCSF Pays $1.14M Afier NetWalker Ransomware Attack, threatpost (Jun. 30,
2020), https://threatpost.com/ucsf-pays-1-14m-after-netwalker-ransomware-attack/157015/  (last
visited Oct. 13, 2021).
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174 Lawrence Abrams, Foxconn electronics giant hit by ransomware, $34 million ransom, BLEEPING
COMPUTER (Dec. 07, 2020), https://www.bleepingcomputer.com/news/security/foxconn-electronics-
giant-hit-by-ransomware-34-million-ransom/ (last visited: Mar. 05, 2021).

175 See Department of Justice, Department of Justice Seizes $2.3 Million in Cryptocurrency Paid to the
Ransomware Extortionists Darkside, THE UNITED STATES DEPARTMENT of JUSTICE (Jun. 7,
2021), https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-
ransomware-extortionists-darkside (last visited: Jun. 18,2021).; Evan Perez, Zachary Cohen & Alex
Marquardt, Jun. 8, 2021, First on CNN: US recovers millions in cryptocurrency paid to Colonial
Pipeline ransomware hackers, https://edition.cnn.com/2021/06/07/politics/colonial-pipeline-
ransomware-recovered/index.html (last visited: Jun. 18, 2021).

176 Rodrigo Coelho, Jonathan Fishman and Denise Garcia Ocampo, Supervising cryptoassets for anti-
money laundering, BIS (Aprl. 07, 2021), https://www.bis.org/fsi/publ/insights31.htm (last visited: Jun.
18,2021).
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17 FinCEN, Advisory on Illicit Activity Involving Convertible Virtual Currency, FinCEN (May 9 2019),
https://www.fincen.gov/sites/default/files/advisory/2019-05-
10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf (last visited: Jun. 17, 2021).

178 See generally 18 U.S.C. §§ 1581, 1584, 1589, 1590, 1591, 2421, 2422, 2423, and 2425; 22 U.S.C. §§
7102(4) and (11); The Victims of Trafficking and Violence Protection Act of 2000 (Pub. L. No. 106-
386); applicable state laws; and U.S. Department of State, “Report on U.S. Government Efforts to
Combat Trafficking in Persons,” (December 1, 2017); See also the Palermo Protocol defines human
trafficking as:“ the recruitment, transportation, transfer, harbouring or receipt of persons, by means of
the threat or use of force or other forms of coercion, of abduction, of fraud, of deception, of the abuse
of power or of a position of vulnerability or of the giving or receiving of payments or benefits to
achieve the consent of a person having control over another person, for the purpose of exploitation.
Exploitation shall include, at a minimum, the exploitation of the prostitution of others or other forms

of sexual exploitation, forced labour or services, slavery or practices similar to slavery, servitude or the
removal of organs”.

179 International Labour Organization (ILO) ,ILO says forced labour generates annual profits of US$ 150
billion, ILO (May 20 2014), https://www.ilo.org/global/about-the-
ilo/newsroom/news/WCMS 243201/lang--en/index.htm (last visited: Jun. 17, 2021).

180 FATF-APG, Financial Flows from Human Trafficking, FATF (Jul. 2018),https://www.fatf-
gafi.org/media/fatf/content/images/Human-Trafficking-2018.pdf.

Bl Id., at 11.
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182 Chainalysis Team, Making Cryptocurrency Part of the Solution to Human Trafficking, Insights (Aprl.
21, 2020), https://blog.chainalysis.com/reports/cryptocurrency-human-trafficking-2020 (last visited:
Jun. 17,2021).

183 Id

184 US Department of Justice, Justice Department Leads Effort to Seize Backpage.Com, the Internet’s
Leading Forum for Prostitution Ads, and Obtains 93-Count Federal Indictment, THE UNITED
STATES of JUSTICE (Aprl. 09, 2018) https://www.justice.gov/opa/pr/justice-department-leads-
effort-seize-backpagecom-internet-s-leading-forum-prostitution-ads (last visited: Jun. 17, 2021).

185 US Department of Justice, South Korean National and Hundreds of Others Charged Worldwide in the
Takedown of the Largest Darknet Child Pornography Website, Which was Funded by Bitcoin, THE
UNITED STATES of JUSTICE (Oct. 16, 2019), https://www.justice.gov/opa/pr/south-korean-
national-and-hundreds-others-charged-worldwide-takedown-largest-darknet-child (last visited: Jun.
17,2021).
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revised Standards if this work identifies issues which updated Guidance cannot resolve. The
FATF must also closely monitor the risks posed by so-called stablecoins, anonymous peer-to-peer
transactions via unhosted wallets and the broader virtual asset market. If there does appear to be a
significant change to the market structure or ML/TF risk profile, the FATF should consider whether
amendments to the revised Standards are warranted.])
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surrounding the time needed to comply with these requirements and will not be legislating for this
obligation to form part of the UK’s AML/CTF cryptoasset regulatory regime at this time. This
delay is intended to provide time for firms to develop compliance solutions ahead of the
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197 2 50% £ chfsg BB o8 = Rlis 327 A 264,

L

F

ik

203 o 7 Pzt o
264 https://linecorp.com/zh-hant/security/transparency/2020h2 > & {3 | p 2021 £ 67 5p -
155


https://linecorp.com/zh-hant/security/transparency/2020h2

FIE GRPHFPEACRPIEBME G AHIR G RAH

éw*%ﬁ*ﬂwﬁl*%zw%fﬁéﬁ*ij-d—a ST
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¥-7% 3 W
-~ ERERERPR S

AFEMERFAR S AERM L AMATEBES § U
FRE R 32 % (Office of the Comptroller of the Currency, OCC) ~ % &
m=RE @ E ¢ (Board of Governors of the Federal Reserve System,
Fed) ~ # WF% 205 20 i%*& o @ (Federal Deposit Insurance Corporation,
FDIC) -~ %% % % £ B € (The Securities and Exchange Commission,
SEC) ~ B &# b 2 % 4 F ¢ (The Commodity Futures Trading
Commission, FTC) % > & & MikRERERZ AR > Ty B LR 2
BT ~FX R IR AL aREEBM Y
fePRi+ B (New York State Department of Financial Service )

S AR BREBN
ENCES S S S ISR S RS Sy ¥ S RSt R
2 kA S G RRE TR FE e kAR T
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1

o G4eg T (wire fraud) ~ 2R 2 37 #;
¥ ¥ (securities fraud ) ~ 73 B~378c (access device
EEPE . B 128

% 7 5 B4rie 4 (money laundering ) ~ W 2 2L BBy F R 4
sk R

%‘] ¥ 7% (operation of an unlicensed money transmitting business ) ~ i&

7N\
=
=3
5y
c
o,
—
&
*

fraud ) ~ ¥ & % @ % 2780 (identity theft and fraud ) % ;
(transactions involving proceeds of illegal activity )

41{7#4% ;% (failure to comply with Bank Secrecy Act requirements )

2| E 2z (criminal forfeiture ) % & % 2t (civil forfeiture ) %2 -

25 U.S. Department of Justice, Report of the Attorney General's Cyber Digital Task Force:
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% R &% 3% (Department of Justice, DOJ) 2018 & P = R
#ici % % = (Cyber-Digital Task Force) 14 3t #73] fi el Hoa¢ B 3%
PN e L R R A 20204 10 0 & R
#7248 2 (Cryptocurrency Enforcement Framework ) % #-% & & * &
B PP B s TOZ A (DE AR AR S QR
AL B RS B F 3 SN e B bldo gl o 204 F5
D b R A P ¥ %*%ﬂ?%iﬁ%%ﬁﬁ%%%%h
£ DOJ T3 f A 2Asr i TE L BEIRPBM2
HEPHMFE 2w~ s Tl %> ¢ 72 SEC, FTC 2 % Fp4rcdn
(US department of the Treasury)# * ¢ 7 & fJ= % f# 4] %5 (Financial

—\

Crimes Enforcement Network, FInCEN) ~ *t B 7 & ¢ 4] /& (Office of
Foreign Assets Control, OFAC ) % % ##3% % (Internal Revenue Service )

U R P B LA N R WP H TS
B & 2 s

1. SEC AR FEIIM: At rF FWMEFELRIL ZAIARES
(ICOs) %it¢ »d SEC & @232 * & %2018 &£ | *

25 p > SEC At VERE ek A X F 7R 0 FE &
AriseBank #4780 ICO » SEC £ FBI 53 A& ICO % {7 £
Tl oz BRI A FRAFHN Y aul B

T FAERE o Bis > & DOJ ddp kA E R
P ATenB R f2 R BT 2018 & 11 ¥ 20 p 4237 AriseBank
B W37 F Jared Rice ;7 #tik 7 % A % & 400 HF Ahp#id
b 7 A > DOJ &34 4 &g or Jared Rice’ﬁ B ICO en#m 4 7 3
FiE o ¥ > Jared Rice é_l"l?i =N RS A N R
Wk o A SEC ehaA T X227 p L REH #1T 270 § 3 ~pd
o "%267 .

AN 3

Cryptocurrency Enforcement Framework, THE UNITED STATES DEPARTMENT JUSTICE (Oct.

2020), https://www.crowdfundinsider.com/wp-content/uploads/2020/10/DOJ-
cryptocurrency white_paper-10.8.20.pdf, at 29 (last visited Mar. 05, 2021).
266 1d.

27 See U.S. SEC, Executives Settle ICO Scam Charges, https://www.sec.gov/news/press-release/2018-
280 (last visited: Oct. 22, 2020)
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2. $FMKRIMBEIFRIZN: AABP A2+ FLHIL X
B E REAREIEE S &5 PRF A E & OFAC ~ 17 4]
x4 EpiTd] w FATF 2 £ @) % 415 FinCEN > 31 &
WOFER L 4T F0% 0% (Bank Secrecy Act, BSA) o % ¥ ] E
B ¥ % % (USAPatriot Act) 2®:324 = > FinCEN 1245 BSA
SRR E LRI BB AR FE I A7 A %
B LB RSN L SR P o R AR L
NP 2hE R > AR ER N EER RS D
FinCEN 1% 5 £ Rh? & & iR - P pFs &2 8 0 B R
kB e RS S 2 2ok g F9 .

3. FinCEN 2 DOJ #1& 173 § 43ta A ML [ F:5L 08 R
KiFbiag 2 B L RFEd > 2 5@ RE0 0L g2
KinerA d o Bk o FInCEN 2 £ RN B F 4o 4
% 752> % (United States Attorney’s Office for the Northern

District of California) & i » g'? Ripple Labs Inc. 2 H 3 =
2 % & 700,000 chx F M) £ - Ripple £ - R ERHT A
2 % o @ o FinCEN 2 DOJ & p e34 & @ 4048 3R Ripple 3
F 3 A3 BSA & o X3 » FInCEN i {731 p 3§ 7
AML 942 B o §# Ripple 2 DOJ i & frfd a2k » 2 fc 8 %
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268 USA Patriots Act, https://www.fincen.gov/resources/statutes-regulations/usa-patriot-act (last visited
Oct. 22, 2020).

269 FinCEN, What We Do, https://www.fincen.gov/what-we-do (last visited Oct. 22, 2020).

20 FinCEN, Recognizes Law Enforcement Cases Significantly Impacted by Bank Secrecy Act Filings ,
https://www.fincen.gov/news/news-releases/fincen-recognizes-law-enforcement-cases-significantly-
impacted-bank-secrecy-act (last visited Oct. 22, 2020).
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3. SWAMMEMPEFAE P v E K $%kM (United States
Senate) % & ¥ 2 3 B £ AT B4 R E 2 ¥ 2 (HR.2613 -
Advancing Innovation to Assist Law Enforcement Act)?’? » &
FFinCEN e $130 AL ~ fiei & 2 Hojie ~ T B4R % 378 AR
B2t GFFAT 0 TAT AT R o kg A
FinCEN enficdp A 471 1% > i { 23 b 4% B30 2 B4 2R

R H B R AR S
T~ MM R
g FATF #7322 $#38F F &
4

% ﬁ (Prlvate Sector
Information Sharing) 2% it & ~ FHEM L1 K2 H & £5° % > 7
R A

PHERR S D3R R T CSELER A

gy

22 HR.2613 -  Advancing Innovation to  Assist Law  Enforcement  Act,
https://www.congress.gov/bill/116th-congress/house-bill/2613/text?r=6&s=1, (last visited Oct. 22,
2020).

s FATF Guidance-Private Sector Information Sharing, https://www.fatf-
gafi.org/fr/publications/recommandationsgafi/documents/guidance-information-
sharing.html?hf=10&b=0&s=desc(fatf releasedate), (last visited Oct. 25, 2020).
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BEFH O PFREPIH R HIZ LIRS P D
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L &Rfidiia: 50 9 ¥ &P HrE > 21917
28 p # R %3k~ (United States House of Representatives ) if
i £ etk 352 (H.R.56 - Financial Technology Protection
Aaﬂm’pﬁiﬁéﬁ&iﬁﬁ~aéﬁﬁﬁiﬁiﬁg
( Committee on Banking, Housing, and Urban Affairs ) % # 3%
FE g e EHNATE R H (P p )R 4 /ﬁ%q* TR
BLiszdu2t2mTEdoda p3eg
2. R2-BHrFEFILBZEAZRFTLEARPHE R &
(Independent Financial Technology Task Force to Combat

\—y\

Terrorism and Illicit Financing ) :
(1) 258 % md-d pAredn L4585 > 22 2 2 3E ~ BRI A

214 Supra note 269 °
215 U.S.Secret Service Office Of Investigations, Office Of Investigations Strategy Fy2021-2027,
https://www.secretservice.gov/sites/default/files/reports/2021-01/inv-strategy-fy21-27.pdf (last
visited Jun 18, 2021).
276 H.R.56 - Financial Technology Protection Act, https://www.congress.gov/bill/116th-congress/house-
bill/56/text?r=4&s=1, (last visited Oct. 22, 2020).
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277 United States Secret Service, Field Offices, https://www.secretservice.gov/investigation/cftf/ , (last
visited Oct. 22, 2020).

218 See HM Treasury, 4 new approach to financial regulation: building a stronger system, 4-5, HM
Treasury (Feb. 2021),
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/§1
411/consult_newfinancial regulation170211.pdf.
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219 See FCA, About the FCA, https://www.fca.org.uk/about/the-fca (last visited Aug. 24, 2021).
20 See Bank of England, What is the Prudential Regulation Authority (PRA)?,
https://www.bankofengland.co.uk/knowledgebank/what-is-the-prudential-regulation-authority-pra
(last visited Aug. 24, 2021)
See NCA, What we do, https://www.nationalcrimeagency.gov.uk/what-we-do (last visited Aug. 24,
2021)
282 See Warwick Ashford, WannaCry a signal moment, says NCA, ComputerWeekly.com (Jul. 04, 2017),

https://www.computerweekly.com/news/450421936/WannaCry-a-signal-moment-says-NCA.
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23 See NCA, National Economic Crime Centre, https://www.nationalcrimeagency.gov.uk/what-we-

do/national-economic-crime-centre (last visited: Aug 24, 2021)
284 See Id.
285 AMLi Correspondents, INSIGHT: Top Cyber police chief warns about risks of exploitation by crime
gangs when allowing bitcoin to purchase luxury property and private jets (Jun. 12, 2021),
https://www.amlintelligence.com/2021/06/insight-top-cyber-police-chief-warns-about-risks-of-
exploitation-by-crime-gangs-when-allowing-bitcoin-to-purchase-luxury-property-and-private-jets/
286 Scott Chipolina, Farmer demanded £1.4 million of Bitcoin in Tesco blackmail plot (Aug. 21, 2020),
https://decrypt.co/39359/farmer-demanded-1-4-million-of-bitcoin-in-tesco-blackmail-plot
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%7 See Alex Scroxton, Arrests and indictments made in cyber money laundering ring,
ComputerWeekly.com (Oct. 15, 2020), https://www.computerweekly.com/news/252490604/Arrests-
and-indictments-made-in-cyber-money-laundering-ring.

28 See Europol, 20 ARRESTS IN QQAAZZ MULTI-MILLION MONEY LAUNDERING CASE,
Europol (Oct. 15, 2020), https://www.europol.europa.cu/newsroom/news/20-arrests-in-qqaazz-multi-
million-money-laundering-case.

29 See UK Parliament, Al in policing and security, https:/post.parliament.uk/ai-in-policing-and-
security/ (last visited Aug. 24, 2021)

20 2HEMAFEFL > FALE FFH 0 hitps//www.inside.com.tw/article/7029-what-is-regtech (&
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291 See FCA, Turning technology against financial crime, Turning technology against financial crime (last
visited Aug. 24, 2021)
292 Syspicious Activity Reports, https://www.nationalcrimeagency.gov.uk/what-we-do/crime-
threats/money-laundering-and-illicit-finance/suspicious-activity-reports (last visited:
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293 UK Finance, FRAUD - THE FACTS 2021, 13
https://www.ukfinance.org.uk/system/files/Fraud%20The%20Facts%202021-%20FINAL.pdf  (last
visited: Aug 24, 2021)

294 See FCA, Dear CEO CRYPTOASSETS AND FINANCIAL CRIME, 1-2, FCA (Jun. 11, 2018),
https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-cryptoassets-financial-crime.pdf.
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25 See FCA, Payment Service Providers that repeatedly fail to provide information,
https://www.fca.org.uk/firms/financial-crime/payment-service-providers-repeatedly-fail-provide-
information (last visited Aug. 24, 2021)

2% See FCA, Cryptoassets: AML / CTF regime, https://www.fca.org.uk/firms/financial-
crime/cryptoassets-aml-ctf-regime (last visited Aug. 24, 2021)

297 See Id.
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298 See Id.

2% See Insight, How the UK Can Deliver its Digital Policing Vision, https://www.uk.insight.com/en-
gb/content-and-resources/2020/articles/how-the-uk-can-deliver-its-digital-policing-vision (last
visited Aug. 24, 2021)

300 See NPCC, APCC, NATIONAL POLICING DIGITAL STRATEGY: DIGITAL, DATA AND

168



https://www.uk.insight.com/en-gb/content-and-resources/2020/articles/how-the-uk-can-deliver-its-digital-policing-vision
https://www.uk.insight.com/en-gb/content-and-resources/2020/articles/how-the-uk-can-deliver-its-digital-policing-vision

= Arhes
- Al § R E EAIR R
AT4c i & &g 32 & (Monetary Authority of Singapore, MAS) & 77+
B2 v A RE L LT F AR HELIRE SR PRI GE
PEE# G2 4RERE T AThd dppEy Hixd » i
Bl 2 R MAS { EREREREWFELE o 4o -
T ERT IS L MR AT A o % F1E MAS £
ool > B EARERBPBH AL P R P iERRREL T
gt emigy {7 RFT2F > &3 § AL AT iR P o 5
Frieg A 2L 2 g chTT o BF 4 > MAS 3 £ R
BEFTHRP L AR R o BT AR EENT
(=) " & pe3n P B £1 373 3] | (Financial Sector Technology and
Innovation Scheme, FSTI) > ii/ﬁv £ ﬁﬁ;#ﬁ#q\ ZAIFTY o B

LF&%{%&%@&&&&;&@% o

A AR A2 T FAHEEE - Hd 8 2
- EEIFEALES S fF AL FHEZ ¥
2019 & & iF et i PRF%;# (Payment Services Act, PSA) »
EHLFY FRRP ~EF o B@L LR PSAE §
Wit o4 F40 BB RL A HiEeT A
EEJJ%: e "i‘_ﬁ; 2020 & F4eH PR GFT DR b
FE 02021 E AT H B € X B R IRIFZ BT

ASE?%"@(U!}«&V&ZE—&%&?% 'ﬁ %Fﬁ]:}%ﬂ ERREN

R R MR U MAR TS &R 6%

B
i}

(2

A

o

>\.

o

ke

BRS
—_—
o~

[}

b

=5
)

1
5 ‘%*; A

p

;&E ‘,M% ;ﬁ
N

R

TECHNOLOGY STRATEGY 2020-2030, 7-8, https://www.apccs.police.uk/media/4886/national-
policing-digital-strategy-2020-2030.pdf (last visited Aug. 24, 2021)

301 %iﬁz\i:sﬁg@ﬁ_$ﬁéiiﬂ’rﬁ%ﬁ'&‘ﬁ"ﬁ 1-2
http://www.tabf.org.tw/BECommon/Doc/FormEdit/1147.pdf (& {¢ # P : 2021 & 8 » 24 p)

302 See MAS, MAS Establishes Payments Council, https://www.mas.gov.sg/news/media-
releases/2017/mas-establishes-payments-council (last visited Aug. 24, 2021)
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36 See TFinancier Worldwide Magazine, Financial crimes in Singapore — an overview,
https://www.financierworldwide.com/financial-crimes-in-singapore-an-overview#.Y Q0Z5tQzY 2w
(last visited Aug. 24, 2021).

307 See Singapore Police Force, MAN TO BE CHARGED FOR PROVIDING PAYMENT SERVICES
WITHOUT LICENCE UNDER  THE PAYMENT SERVICES  ACT 2019,
https://www.police.gov.sg/Media-
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https://www.blocktempo.com/onecoin-cofounder-agreed-on-a-settlement/ ( & 15 i ﬁ p 2021 & 8
124 p)

309 See Singapore Police Force, TWO MEN CHARGED FOR PROMOTING A MULTI-LEVEL
MARKETING SCHEME INVOLVING CRYPTOCURRENCY (ONECOIN),
https://www.police.gov.sg/media-
room/news/20190410_arrest_two_men_charged for promoting a_mlm_cad (last visited Oct. 13,
2021).

310 See MAS, Warning on Fraudulent Websites Soliciting “Cryptocurrency” Investments,.
https://www.mas.gov.sg/news/media-releases/2019/warning-on-fraudulent-websites-soliciting-
cryptocurrency-investments (last visited Aug. 24, 2021).

311 See CNA, 51 people under investigation for suspected involvement in scams, including 74-year-old:
SPF, https://www.channelnewsasia.com/singapore/scams-spf-25 1 -people-under-investigation-
money-mules-412266 (last visited Aug. 24, 2021).
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312 See ACIP, Industry Perspectives — Adopting Data Analytics Methods for AML/CFT, 3,
https://abs.org.sg/docs/library/acip-working-group-paper---data-analytics-for-aml.pdf (last visited
Aug 24,2021).

WL LBEFTE Mg REEBRH B A AL EpP RS
https://info.taiwantrade.com/biznews/%E6%96%B0%ES5%8 A%A0%ES5%9D%A1%E9%8A%80%E
8%A1%8C%E6%AS5%AD%ES%B0%87%ES5%A2%9E%ES5%8A%A0%E6%95%B8%E6%93%9A
%E5%88%86%E6%9E%90%E4%BA%BA%E6%89%8D%E4%BB%A5%E6%9B%B4%E6%BA
%96%E7%A2%BA%ES5%81%B5%E6%9F%A5%E9%87%91%E8%9IE%8D%E7%8 A% AFY%ET%
BD%AA%E6%A1%88%E4%BB%B6-1672046.html (& {3 F T p 2021 &£ 8 * 24 p )

814 See Singapore Police Force, SUSPICIOUS TRANSACTION REPORTING OFFICE (STRO),
https://www.police.gov.sg/Advisories/Crime/Commercial-Crimes/Suspicious-Transaction-Reporting-
Office (last visited Aug. 24, 2021)

315 See Toronto Centre, FinTech, RegTech and SupTech: What They Mean for Financial Supervision, 10-
11, https://res.torontocentre.org/guidedocs/FinTech%20RegTech%20and%20SupTech%20-
%20What%20They%20Mean%?20for%20Financial%20Supervision%20FINAL.pdf (last visited Oct.

172



https://abs.org.sg/docs/library/acip-working-group-paper---data-analytics-for-aml.pdf
https://info.taiwantrade.com/biznews/%E6%96%B0%E5%8A%A0%E5%9D%A1%E9%8A%80%E8%A1%8C%E6%A5%AD%E5%B0%87%E5%A2%9E%E5%8A%A0%E6%95%B8%E6%93%9A%E5%88%86%E6%9E%90%E4%BA%BA%E6%89%8D%E4%BB%A5%E6%9B%B4%E6%BA%96%E7%A2%BA%E5%81%B5%E6%9F%A5%E9%87%91%E8%9E%8D%E7%8A%AF%E7%BD%AA%E6%A1%88%E4%BB%B6-1672046.html
https://info.taiwantrade.com/biznews/%E6%96%B0%E5%8A%A0%E5%9D%A1%E9%8A%80%E8%A1%8C%E6%A5%AD%E5%B0%87%E5%A2%9E%E5%8A%A0%E6%95%B8%E6%93%9A%E5%88%86%E6%9E%90%E4%BA%BA%E6%89%8D%E4%BB%A5%E6%9B%B4%E6%BA%96%E7%A2%BA%E5%81%B5%E6%9F%A5%E9%87%91%E8%9E%8D%E7%8A%AF%E7%BD%AA%E6%A1%88%E4%BB%B6-1672046.html
https://info.taiwantrade.com/biznews/%E6%96%B0%E5%8A%A0%E5%9D%A1%E9%8A%80%E8%A1%8C%E6%A5%AD%E5%B0%87%E5%A2%9E%E5%8A%A0%E6%95%B8%E6%93%9A%E5%88%86%E6%9E%90%E4%BA%BA%E6%89%8D%E4%BB%A5%E6%9B%B4%E6%BA%96%E7%A2%BA%E5%81%B5%E6%9F%A5%E9%87%91%E8%9E%8D%E7%8A%AF%E7%BD%AA%E6%A1%88%E4%BB%B6-1672046.html
https://info.taiwantrade.com/biznews/%E6%96%B0%E5%8A%A0%E5%9D%A1%E9%8A%80%E8%A1%8C%E6%A5%AD%E5%B0%87%E5%A2%9E%E5%8A%A0%E6%95%B8%E6%93%9A%E5%88%86%E6%9E%90%E4%BA%BA%E6%89%8D%E4%BB%A5%E6%9B%B4%E6%BA%96%E7%A2%BA%E5%81%B5%E6%9F%A5%E9%87%91%E8%9E%8D%E7%8A%AF%E7%BD%AA%E6%A1%88%E4%BB%B6-1672046.html
https://info.taiwantrade.com/biznews/%E6%96%B0%E5%8A%A0%E5%9D%A1%E9%8A%80%E8%A1%8C%E6%A5%AD%E5%B0%87%E5%A2%9E%E5%8A%A0%E6%95%B8%E6%93%9A%E5%88%86%E6%9E%90%E4%BA%BA%E6%89%8D%E4%BB%A5%E6%9B%B4%E6%BA%96%E7%A2%BA%E5%81%B5%E6%9F%A5%E9%87%91%E8%9E%8D%E7%8A%AF%E7%BD%AA%E6%A1%88%E4%BB%B6-1672046.html
https://www.police.gov.sg/Advisories/Crime/Commercial-Crimes/Suspicious-Transaction-Reporting-Office
https://www.police.gov.sg/Advisories/Crime/Commercial-Crimes/Suspicious-Transaction-Reporting-Office
https://res.torontocentre.org/guidedocs/FinTech%20RegTech%20and%20SupTech%20-%20What%20They%20Mean%20for%20Financial%20Supervision%20FINAL.pdf
https://res.torontocentre.org/guidedocs/FinTech%20RegTech%20and%20SupTech%20-%20What%20They%20Mean%20for%20Financial%20Supervision%20FINAL.pdf

k(MAS)® %3 T 7| SupTech Hjisid (v 5 ¢ 36 1 1. %

T (Machme-readable regulation) % p R 3 3 i

Language Processing, NLP) : NLP f§ 3 2 (%28 F "2 f% A 7

WEoom A * pRF T BT B RE Y FEE AP ET
2 Z A

r‘r"
MM E R R 278 4

W
4%

mo IR RRE N
2M7ﬁ:48,%wuiﬁw T2 5 (MAS) 1 2 374e it 5B 2 3

LEHEMCAD)E F B LT M AR L E HEE =2 S

Q*r%ﬁWﬂ£#§?ﬁﬂ%f . A % & i | (Anti-Money

Laundering and Countering the Financing of Terrorism Industry

Partnership, ACIP) - ACIP ¢ MAS 2 CAD 21 #F ~ T fr™ 74T 2 &

Hedfpd e Jd AlgrBr8p 8T 8RR
(AML/CFT)b "% F B £F7 5 » £ 2d AT 2 118/ @fF g » @ 1 iF

1 m

JEdd il led i - 2 Apis A B P A E SR e
14 4 5 AML/CFT ijz»i 5o g (LT

FeBPB T P oL AL TR T B FRE S LM
fgm;}ﬁ/\»m s IR Z ﬁgﬁﬁﬁﬁ@ T8 ? Z2 3 e v o & gt
H 22 A o CAD { fr&# 427 & i¥ [ Project POET (Production Orders:
Electronic Transmission) ; 3+ 3% > §* & 417 p & 2 {e BILF 3
ZoF TR B B LSRR L B A 3T
L X I=2B? HEERFEIE-IBIIFXIGFT LR o Lot
"Project POET | B 7 1 A 1 & {elicdp A 175§ £ 2 4

f

T

13, 2021).

316 See Bank for International Settlements, FSI Insights on policy implementation No 9: Innovative
technology in financial supervision (suptech) — the experience of early users, 5,
https://www.bis.org/fsi/publ/insights9.pdf (last visited Aug. 24, 2021).

817 See MAS, CAD and MAS Partner Industry Stakeholders to Fight Financial Crimes,
https://www.mas.gov.sg/news/media-releases/2017/cad-and-mas-partner-industry-stakeholders-to-
fight-financial-crimes (last visited Aug. 24, 2021).
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318 See Finextra, Singapore police force taps OCBC transaction data to fight financial crime,
https://www.finextra.com/pressarticle/79162/singapore-police-force-taps-ocbe-transaction-data-to-
fight-financial-crime (last visited Aug. 24, 2021).

319 See The Strait Times, 17 organisations, 114 people get awards from Commercial Affairs Department
for thwarting scams, https://www.straitstimes.com/singapore/courts-crime/17-organisations-114-
people-get-awards-from-commercial-affairs-department-for (last visited Aug. 24, 2021).

320 See CNA, New Inter-Ministry Committee to be set up to combat scams,
https://www.channelnewsasia.com/singapore/new-inter-ministry-committee-be-set-combat-scams-
768621 (last visited Aug. 24, 2021).

321 See Ministry of Home Affairs, Association of Banks in Singapore Financial Crime Seminar 2021,
"Deepening Partnerships to Combat Financial Crime" — Keynote Address by Mr Desmond Tan,
Minister of State, Ministry of Home Affairs and Ministry of Sustainability and the Environment,
https://www.mha.gov.sg/mediaroom/speeches/association-of-banks-in-singapore-financial-crime-
seminar-202 1-deepening-partnerships-to-combat-financial-crime/ (last visited Aug. 24, 2021).
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322 See The Strait Times, S'pore police played 'critical role' in Interpol's online financial crime probe;
$110m intercepted, https://www.straitstimes.com/singapore/spore-police-played-critical-role-in-
interpol-probe-into-online-financial-crimes-us83m (last visited Aug. 24, 2021).

323 Kenneth Pereire, Lin YingXin, Blockchain & Cryptocurrency Laws and Regulations | Singapore,

https://www.globallegalinsights.com/practice-areas/blockchain-laws-and-regulations/singapore

324 MAS, MAS and Financial Industry to Use New Digital Platform to Fight Money Laundering (Oct.

1, 2021), https://www.mas.gov.sg/news/media-releases/202 1 /mas-and-financial-industry-to-use-new-

digital-platform-to-fight-money-laundering
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326 See Europol 1 Convention, Article 3.
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328 See Europol, European Financial and Economic Crime Centre, https://www.europol.europa.eu/about-

europol/european-financial-and-economic-crime-centre-efecc (last visited Aug. 24, 2021).

See Europol, Payment Fraud, https://www.europol.europa.eu/crime-areas-and-trends/crime-

areas/forgery-of-money-and-means-of-payment/payment-fraud (last visited Oct. 13, 2021).

30 See Europol, ONLINE SCAMMERS CAPTURED AFTER CAUSING EUR 18 MILLION OF
DAMAGE IN MORE THAN 35 000 CASES, https://www.europol.europa.cu/newsroom/news/online-
scammers-captured-after-causing-eur-18-million-of-damage-in-more-35-000-cases (last visited Aug.
24,2021).

331 See Eurojust, Who we are, https://www.eurojust.europa.eu/about-us/who-we-are (last visited Aug. 24,

177

329



https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc
https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/forgery-of-money-and-means-of-payment/payment-fraud
https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/forgery-of-money-and-means-of-payment/payment-fraud
https://www.europol.europa.eu/newsroom/news/online-scammers-captured-after-causing-eur-18-million-of-damage-in-more-35-000-cases
https://www.europol.europa.eu/newsroom/news/online-scammers-captured-after-causing-eur-18-million-of-damage-in-more-35-000-cases
https://www.eurojust.europa.eu/about-us/who-we-are

5 & 3% 4 -] %2 (Joint investigation teams) ' 3* & BB 7| ¥
ARzZ 322 @28 2(¢ 2:2F) > 49 Eurojust
i B2 p4i52. L #5332 . Burojust % £ pF > G v €

%
.« Em
= =
\ni“d}-
| 4
w.§

Te
I
(ﬁé

~

FERARF R pe BRI abridizgn FEARNEIRE
PRebpE s ZHP ARG 2 B L @38

ATE LR EFY ERRE CEBPREE AR Y E
LR~ RRAL I BT AAEK FRE )% 5 Eurojust £ 8§
FE 22 - o P ¥ 2 6 o Eurojust W ﬁ " Operation

Z_
e ﬁﬁ%%or

TR L e o s@%%

s IR . PR Ve ,{gyﬁﬁ ’ fg;;_,_?ﬁ;%

JER (Europol)ﬁ B /45 0 I d Eurojust B B £53% € &%
s 83

TR E > RSB ERS B 6 Liks 432020 & 7
"’EmWMWMW%% Sfl2 RS R GRE- B A
FRITHE BB R R4 2 e N R 0 RS R X JIINT L FE
b’g'é'ﬁﬁ%i DlAed B A 2 f A D B R %)

BRFMI 0 F 2000 F Az A% E4] o Eurojust #2584 % < fI2 B 5
RLGHFWHEFTEFILIFE S U2 EZAD iﬁ;éﬁié 7 #3% o

N

D ARPHFEREILZ A
(-)ER2ZFEELE

2021).

32 See  FEurojust, Joint investigation teams,  https:/www.eurojust.europa.eu/judicial-
cooperation/eurojust-role-facilitating-judicial-cooperation-instruments/joint-investigation-teams (last
visited Aug. 24, 2021).
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334 See Eurojust, €24 million cryptocurrency theft unraveled with Eurojust's support, €24 million
cryptocurrency theft unraveled with Eurojust's support | Eurojust | European Union Agency for
Criminal Justice Cooperation (europa.eu) (last visited Aug. 24, 2021).

335 See Burojust, Italian and Romanian judicial authorities; with Eurojust's support; dismantle major
criminal  network  in  financial  fraud; cybercrime and  money  laundering,
https://www.eurojust.europa.eu/italian-and-romanian-judicial-authorities-eurojusts-support-
dismantle-major-criminal-network (last visited Aug. 24, 2021).
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337 See Eurojust, Eurojust action days: Financial impact of EUR 2 billion and more than 1 700 arrests,

https://www.eurojust.europa.eu/eurojust-action-days-financial-impact-eur-2-billion-and-more-1-700-
arrests (lats visited Aug. 24, 2021).
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338 See Eurojust, Digital Criminal Justice, https://www.eurojust.europa.eu/judicial-cooperation/judicial-
cooperation-instruments/digital-criminal-justice (last visited Aug. 24, 2021)
33 See Europol, EU POLICY CYCLE — EMPACT, https://www.europol.europa.eu/empact (last visited
Aug. 24, 2021).
340 See Europol, 60 E-COMMERCE FRAUDSTERS BUSTED DURING INTERNATIONAL
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OPERATION,  https://www.europol.europa.cu/newsroom/news/60-e-commerce-fraudsters-busted-
during-international-operation (last visited Aug. 24, 2021).

341 See ESMA, Advice: Initial Coin Offerings and Crypto-Assets,
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf (last
visited Oct. 13, 2021).

342 See Simmons & Simmons LLP, https://www.simmons-
simmons.com/en/publications/ckObbibrgepe40b59a0g15p8n/100118-esma-and-eba-publications-on-
crypto-assets (last visited Aug. 24, 2021).

343 See Id.

344 See EBA, Crypto-assets: ESAs remind consumers about risks, https://www.eba.europa.eu/financial-
innovation-and-fintech/publications-on-financial-innovation/crypto-assets-esas-remind-consumers-
about-risks (last visited Oct. 13, 2021).
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346 See EPPO, Mission and tasks. https://www.eppo.europa.eu/en/mission-and-tasks (last visited Oct. 13,
2021).

347 See FEurojust, Eurojust and EPPO sign Working Arrangement to facilitate cooperation,
https://www.eurojust.europa.cu/eurojust-and-eppo-sign-working-arrangement-facilitate-cooperation
(last visited Oct. 13, 2021).

348 See European Commission, Beating financial crime: Commission overhauls anti-money laundering
and countering the financing of terrorism rules,
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_3690 (last visited Oct. 13, 2021).

349 See Id.

350 See Id.
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1 See Id.

52 l4e 3 B F 2 2%ER 283 2021 # $2 84 Colonial Pipeline if w 7 230 & % ~ b 3% M & #ad
PRI o2 4 wmSHIELEE © % L Amanda Macias, Christina Wilkie, U.S. recovers
$2.3 million in bitcoin paid in the Colonial Pipeline ransom, CNBC, [...The FBI declined to say
precisely how it accessed the bitcoin wallet, citing the need to protect tradecraft.],

https://www.cnbc.com/2021/06/07/us-recovers-some-of-the-money-paid-in-the-colonial-pipeline-
ransom-officials-say.html (last visited Jun. 18, 2021).

353 Rachel Wolfson, Coinbase, Gemini and others join forces to combat human trafficking, Nov. 03, 2020,
https://cointelegraph.com/news/coinbase-gemini-and-others-join-forces-to-combat-human-
trafficking (last visited Jun. 18, 2021).
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34 Fin CEN Extends Comment Period for Rule Aimed at Closing Anti-Money Laundering Regulatory
Gaps for Certain Convertible Virtual Currency and Digital Asset Transactions °
https://www.fincen.gov/news/news-releases/fincen-extends-comment-period-rule-aimed-closing-
anti-money-laundering (last visited Jun. 18, 2021).
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35 FATF, FATF Guidance-Private Sector Information Sharing, FATF (2017), https:/www.fatf-
gafi.org/publications/fatfeeneral/documents/guidance-information-sharing.html.

3% Supra note 269 (last visited Oct. 25, 2020.).

37 U.S.Secret Service Office Of Investigations, Office Of Investigations Strategy Fy2021-2027,
https://www.secretservice.gov/sites/default/files/reports/2021-01/inv-strategy-fy21-27.pdf (last
visited Jun. 18, 2021).
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358 I0SCO, Model for Effective Regulation, May 2000,
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD110.pdf (last visited: Aug. 17, 2021).
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