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Consent to Search Electronic
Devices: Focusing on
Common Authority and
Apparent Authority Doctrine

Yu-Chieh Shih’

Abstract

This article provides an overview of the U.S. cases on the
topic of “consent searches”, and how information technology
affects “common authority” & ‘“apparent authority” doctrine. In
conclusion, this article presents practical proposals in light of the

aforementioned research.

Keywords: Consent Search, Third-Party Consent, Common
Authority, Apparent Authority, Electronic Devices

Judge, Taoyuan District Court; Ph.D., National ChengChi University.

2256—




—226

I R mE@ Ui e £275 L 20214F4H

Criminal Policies and Crime Prevention

EF

SLEMUE TR SR IR I R & el de SRR
EHEBER IS EREA T - SRS Hﬂ%%éﬁﬁ
Mg TABEZR, EEF LEELHEFH - B2
REEPHRAR "EHEME, R THBEERE, WEHF &
sz?é*iﬂ** o lkEAR S EEERMEE > S FER
HIHES - BRHEYET G o AU EE R AR - R
KEFFoRIE - B8 T E TS - 2RMEEREERYRHES -

VoayE R (T TR ) $1286 (4RRRAD - $ 1306
(‘¥ 3z ) ~ 5131ES 138 (4 %,U/L,_M@;{) N 32‘2 5 (%t
PRE®E) 2 FBIELL (FLIEE) -

2 HT R R 21 ;‘;; (+) »10% > 2020£97 > F 432-
4415 2 vmg - EP F S % %ﬂ’wi @iz (1) > 4% 5 20189
b F 1814189 (2 %R AL F253-315 (& 4 kdB% ) - F x50

%5 fhrﬁ/zl‘mlOSﬁ}ipj 4%‘71453% R L <
& van Ty okder, (FR&2) 8 Talifivpz, (A%
;}fl';é) ...... 3 eeeses @4;&4@/1‘5\‘@;4@%,@—;1,?4}3::3313()

P AR~ R 13LIEF 1 ~ H 2324 Fifﬁ%iﬁ'j‘,ﬁﬁi $131652 1
2 RIEEERAE e o
8 T hldr: BB 2 IR109E B S b F ¥ 35548 - §3557EL 04 5 109E B
S F 3893 A (N ER FHLHR LERL L) 51092
Bood 354163504 (- 3L RF LR -
4 ’L'vl]%irﬁxr?;é BRO4E B 5V 3 13612 (B AE2 B « i
2782~ padEa HAE) J06E R & F RSI8ATLAA (pRg
T"L’ %ﬁﬁﬂ**’k’i ETEE) ;5 99& B 5 F RA11T7E A (kR 402
] gy ﬁ;—%ﬁ—iﬁ%;}gnf §7) 5 aF k] 1 109 B 5 b F 52598 24
(#p VO e R ) o
S bldet 3w g L2 40k 0 2 B KT 44548 5 199£107
F75-89: % ¥ F ARG F/‘;P_}E,F,\/z_i— T R S
FRRALNERIFFH AT S RIAEE SR 28R



EmFARERERRET

— AR o (E AT DA H e oy HAAARES - [t —

of o [F B RAVME > hEALAEHE - A8 HE

AEd > WK EZH B m - EFZHBAEFH’

TR

i
=

A

(B ~ SZECHERAVIETE (BIAEMERYRE) - hrlfEfF

£ "RE L HEKES (HEE) EH - i H
Az FEERE PR AR (BTN Rk o7 & ~ (B R AR (& e S ek

HHI

N[
B

350278 > 2001£ 107 » F67-80; H % 7 0k R AEE chp BT 2%

BT h B 21002 B 5 F 537657 F 24 2 40 T 563
X84 > 2012#8% > F28-43; F E# > Yes,Ido!| —FRIFEE N
ZARRIE P L E Bk 1578 > 2008F 6% > P 102-125 ; #t

2o FPRAAR > ) LEF R 1658 > 2009£2 7 > F 231-244 ;

THER LR Sy 2

FERE2R-O0FRE S HF ¥ -

Sz - BEHL s FHpEIR > 268 0 2014E 67 > F 139-146 5 A E o
FAfEE SR SHK P 28 %7 1638 5 2016857 5 | 27-
200 37 RFEH B C o P RIEZ A AMRE(-) 0 2 AR 0 3002
0202057 1p > #R3-6; FEATIZ - PR IEE 2 A ARRE(Z) 0 Ear
30 30038 0 202057 8P 0 AR3-6; FEATIZ 0 R AR A AR

(=) 0 E a3 0 30044 ’202035’3 I5p » %6 -

6 bz TABER 2 TR R AL XA A AN
PRIEFE R (Bldod 2 d ) o 07 Soifdzse > pogi2 0 T332

Mg, S FT7 E AR P RiS o F68-69; B ¥

\,
o

x|

2 ) s HRE FwESo § 231232(?“#3'?!?41'52%3) ;

2N

I5530F 5 ZREHE, FaESo F106-109 (F2 T em
¥ i
H oS, Fl44 (i B A AELE)  HABE - B

*®

“;___

55729 (£F FRTE T4, Al ) s Fas(-) 3-4

oo B RT 6| S5 B 21098 B 5 b F 525984 0 T2

:Igi

oo oeeeee (2 )eeeeer &;}fvﬂir/f]v},,4Vt«~’4fr~z/\p9frﬁ1‘§;h?
B rvARBHES  FBEEMESEREZBIE - BIEE

BEREEARE BT <% 4 iﬁ’"i MR R LB AL
Lok R EF pPANEEFIERARLE TR %?ﬂ

EYRE R ABAN IR A2 R o s °

227 ¢—




—228

B ms@ LIt mnams 227 20214643

Criminal Poli and Crime Pre ion

RAREWYFRFE) - L 65 PUETEIEORE BV 52
WIETAN o EEMm () ANBYRE - BB &
TE = AEE , (“third party consent”) HYJffjRHS® o ¥
> B2 AR EES T HEER , ( “common
authority”) B " FIHMEIR | (“apparent authority”) AYZH
RISTem® s REEG R > QMRS T T REER ) /Y
FIE 0 T RIER ) AMEE S E -

8wt TH 2 4 s dpand Thpgt ) £ D130 R~ fFaid

1%
9 Gldr: 3wy, iS5, F80-84 5 2 M E » w2150 F106-107
113-124 5 # &2 4 > %325 > F 235236 5 FEAF = 0 3 @5( )0 R

5o

10 2 5 3i211004# B 5 F 3 5443055204 0 T(Z )~ oo IR R
FEOPITFARRPIALEAGRITEA > S FEF1280F 5258 e
FHREBR AN PFEREREA 2 RINES2EP T HEZ L L
7? ) eeeeen Pa%fé‘ ...... ;%?3‘,}{%5\;305@&%%/\11%% A T—gﬂk;ﬂ:]
—RATHBEEEEERZER  NERRE AN BEUBIREZHE
B Ell?ﬁi_ﬁﬂaﬁﬁﬁkfﬂig’éﬁt FES FEIEZ K RER A TTREE R
ERZER - N2 FAfEY TEBAEER, c FUEAEELLR
HEERZE=ZARBEMAZESIREE  BEETUEE - 1ok
DB BERI04E R S T RS038 A 105& B 5 b3 518928
Hld- o 3Tk A fE %109&&514%5631%;—“1;1—: RTPRER % =
A sennes —»)gg,,ujg—,‘}l;. %E‘“’Bjr};t**ZGWE%%i‘E'”’ﬁF’E%
BHEE= ARZZTR » BERNLCSBIEFME » BERIEZILRER
ZEZATREEREEEZEAG T EE 2 VFRREER, o4
R it BAEREZL 2P > o3 2 THEER, MEEEEHRE
EA S BT FEEREEERAHEIRE 15 AERZRAEE
ASRIR B SIS AL R SRR IR
F#E‘?IKF}E\‘ a2z 4 F&é(‘ﬂﬁ“@%i*y:—‘afggéﬁiﬁa%’@ﬂ]

P RHER R T o
M S B3 E958R 5 T RTIOEAA (AHREE TR) 99



EMFAEEREARETRME

0 [ B R AR E T - R AR

TERe L c ERNFE AR ERRE izizﬁffﬁéfﬁ'%ﬁé

200V AR SBFFa A ER R "Bk, Y- &

EE

B StEER TEBCH ) HETTR > REEEHE
il R E R R A A > IR A EREERNE
W EARES o s R R A F A -

ER S FHOTMAELE (e FRAfE) ¢ e R 230 R
ﬁf%fi &ﬁ OOz kit m & [ OO F 3% % T2 ﬁ%{ » %27 OO0
i nﬁ Higdhira i PR B P =p OO R 22 43% 5 i £
» T OO0z i 4T ;séﬁ;{ ZREPD
TER S A BENZE RSTEHEE T A e B AR
, ,};rmry ,\lﬁp N "F"fﬁ" ) BT ,\ﬁo N ,mkgA E
Lo BRBBEE N ZFT > &2 F)) ”r'%aéfrfi— T2 »ﬁa BARAE
JEm Wi ﬁu}?#lj,kiﬁmﬁﬁu’ﬁﬁ()oﬁtt% WHBRIZIEZRZ R > T
ZEREINE L EEAR WEI_J’IH:%#E g LLE E B — ubETTH8

%1]’5%@/2‘,1\1 11*}%] I T;\?’IIP'“Qiig—\pﬁapg ......
A 3 HE—'r—:b'EBn107EFAJ:""'M285051‘?¢|J/§E JRIERIE PR
%o R EX IR A Tg)};?f'}ilfpﬁb, ...... {‘;T,E/A}gji;&‘r?‘a

PoEpa g kAL i ERME - ARSI
MAEREE  XRZABNBET (4ri) +§& CEF R A
B A A R ARERREANERRR
SR HESE (FFT - PREEFEFLLRY LY H 2R
103 B3 F 5 166082 4

M 2EH 12265 % 198 ri’%*“w}t" EPLETS: SLIESERNIE | BN CNE ) %
$%% Dz A H B it REPFEFWEL o ) %23 0 THNE = 42
LR~ it BRACIEE L N H W AT G ApE R TR A
ﬁfﬁ%ﬁ&éﬁk#iﬁﬁ“@ﬁﬁ&pﬁnm’lﬁ?’°J$
128ﬁ‘£§’:2:§§23' D Tzt »;xwﬂixazg\;@iﬁi@%i,g@

N

i I L#lﬁm r£49 LR 2 blded B 2 1088
BoltFroddsi (L8 F LR #’%]7 3 3 fedpline$tiE & &
EHAB W) o

229 ¢—




—230

ﬁ']iftﬂﬁ@ﬁll# Bﬁlﬁﬁﬁ% %Zﬁ;ﬁ 20214F4 3

nal Poli e Preve

a)EEER 0 BHEBAYMmE T AL, o B SR
B T 2— o BEELEE E AT AR R B AR Y
o ST A EREERY 2 AN [E] 0 T AR R R Y R L
M - 2NEHE > AICHGHHEREFRENEE
HAEEFaICi L i - Hsmpg R ER -

PR SR E R ? ME THAEEER NEFE
FoORBEZ " HEM ) BB %s& g5 F
o xZite T FEEAEE ) WEAENE S e
ﬁ&%? o &ﬁ&%%rﬂﬁ&?%¥ S B

SHREAENHEZEEME - &> MEREHERE
%o AR TSI A T RESEERR ) fJ7 0 BRAHEUS 258
B Mt — > SwmEREEEEFRHENE R BXE
PPHEAR - i sE—EEHE (?2) B9+ 4
FHEREREIp e nT S 245 erEd T s
e T R EEE > SEHREESEEZEEAKLR?
%zz’a%fﬁﬁiéﬁtm%? S HEEFE
EE - BUIRESHIERE - 2 AER— R

Y oblded P RRESHEE A e R LA TR EGE 418
38 5 2012#£9% > F1059-1112 5 B 42 4, » ﬁﬁipw$@~ B
F MERBMAE R ZRALBEZ RB 50 8 L %s‘»e:;t’
239#p » 2015%#4% » F 199-220 -

15 225515815 2.4 Ff;%s’ gtk Fow AT R ARS 2 DGR
FliE A AR B2 apa@%M I BEHAEF
Mz SEIE250rai e  FREbir RF2RMUER ST
MW%H%°£M%2&%ﬂﬂwﬁﬁéjiiﬁ%%ﬂ%~m%
Boo 3 9507285




EMFAEEREARETRME

EHE YR BEABD A ERNEN TE=AFEH
R BT RRE T EER > RN SRS - R
EERE - AR T RRZNE - Bt ALEHDSE
BUEEFEMEE R TEHEER B TE=AFH
B SR > FELLEI o H AL EREIR ) BT RIEAER
EARAE (AR 5 WE—2 2R ER R E T
EVZER (AX2) 0 B P RFRE - REAEK
BUA TS ARy S aRELH R (CRSCEE) o m{&(F &S
(AR -

8l - AR RROERERR

- - R
(—)BFEE K & E
I CEEBEE) MEHCEIGE (T
MEIEZE ) FHE > ARAAS -~ [FEfT - XHHEFY 2
A A2 AEE 28R -~ UMY - Bt > % - J1#H

1 ke 2 HUER TR 0 T RGN LE T s s R iR S
FolpEe o L50 ag Umfipd o £H T (52 0) AR
B ot TS WA S AmRAT> 7 & @ D Ap o e 2 R Tk

I S ﬂwﬁ%*ﬁﬁ?”#W”WF(&%irbmﬁJ*
RA&) gt GRABEE &Y R Ly TR ERLE T

FT2 52
U.S. CONST. amend. IV states:
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affirmation, and particularly describing the place to be searched, and the

persons or things to be seized”.
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S. KERR, COMPUTER CRIME LAW 389 (4th ed. 2018).

PR LTRSS 2 NLE G Ty, (38) o
3 RIS EC R F gk B F T 2 Schneckloth v. Bustamonte, 412 U.S.
218, 227 (1973) (“[I]n situations where the police have some evidence of
illicit activity, but lack probable cause to arrest or search, a search
authorized by a valid consent may be the only means of obtaining
important and reliable evidence.”) (emphasis added). i ¥ % 3 -¥#g
RPN E o~ FEP FM* 3320 303 - F%?J\iif“@?}?ﬁﬂ.ﬁiﬁx
S }‘m1004aE B o F 54580554

20 See e.g., United States v. Mendenhall, 446 U.S. 544, 557 (1980). ¥ ¢ >
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2 Gy Bumper v. North Carolina, 391 U.S. 543 (1968)— % ¢ » &=
Fhe izt (F%pE) " FEERA TRL, R EF
2 &e 7 ,419 @3 (id. at 546-50) » A @ B L F%n4l  FARHA
3% (“[WThere there is coercion there cannot be consent.”, id. at 550) -

2 See Schneckloth, 412 U.S. at 232-34, 248-49; United States v. Drayton,
536 U.S. 194, 206-07 (2002). 14 % : United States v. Collins, 683 F.3d
697,702 (6th Cir. 2012) (2 XA £ 40% » 3 g & g d £ 2 1)
gL dESES) -

I’&@**%‘Faz}%"\@]@iiﬁii@: g GEW F s ZEE S BRi

7304 (B 22 2t :})‘?:}*”f*z% m“"fﬁ) o ¥ T3
WA B DS F233- 234 242 (1P o AN
FE2E L04) 5 RBEMRIOBER S 3 H839HA 1 T I
LR 2 R AFEHEF DL E LR P A ART
R TE R R g 0 MR BEMNARZIERAREZEER » £17
HMEGEEREEE > ° ]

24 United States v. Snow, 44 F.3d 133, 135 (2d Cir. 1995) (“[...] defendant
did not and probably could not know what the officer was looking for does
not change our view of his consent.”).

25 Florida v. Jimeno, 500 U.S. 248 (1991).
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26 1d. at 249-50.

2T Id. at 251 (“[T]he standard for measuring the scope of a suspect's consent
under the Fourth Amendment is that of ‘objective’ reasonableness — what
would the #ypical reasonable person have understood by the exchange
between the officer and the suspect?”) (emphasis added). % %5 5§

X P T &% ATIET s see, e.g., United States v. Santana-Aguirre, 537 F.3d
929, 932 (8th Cir. 2008); United States v. Luken, 560 F.3d. 741, 744 (8th
Cir. 2009).

Sl PR R 7Y A R S F PR ML S &
Wk o RIES i - ek LA0E P IR A R B R
FRISRENFP o BB BHEIZ (Jimeno, 500 US. at 251-
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29 See, e.g., Amos v. United States, 255 U.S. 313,317 (1921) (£ 3 ¥ % I

30" Chapman v. United States, 365 U.S. 610 (1961).

31 Id. at611-12.

32 4. at 616-17. “[...Jto uphold such an entry, search and seizure ‘without a
warrant would reduce the (Fourth) Amendment to a nullity and leave
(tenants’) homes secure only in the discretion of (landlords).”...”)
(quoting: Johnson v. United States, 333 U.S. 10, 14 (1948)).

33 Stoner v. California, 376 U.S. 483 (1964).

34 Id. at 488 (“[...]the rights protected by the Fourth Amendment are not to

be eroded ... by unrealistic doctrines of ‘apparent authority.’”).

Id. at 489 (“[I]t is important to bear in mind that it was the petitioner’s

constitutional right which was at stake here, and not the night clerk’s nor
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the hotel’s. It was a right, therefore, which only the petitioner could waive
by word or deed, either directly or through an agent”) (emphasis added).

3 1d. at 490.

Sy Ke gt Al aB ) T2 LI i E o o FP o 2 HE
"RAEE A TEZARAEE, A2 TR, S T
14 | (reasonableness ) 7 & # it L &k (see, eg, WAYNE R,
LAFAVE, SEARCH AND SEIZURE § 8.1(a) (6th ed. 2020)) ° 8@ > 4rk %
W LR AT (AR PIE16) o A e L E Fod bk 4w
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38 United States v. Matlock, 415 U.S. 164 (1974).
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(DEEEEZRME © "HARRE, BOESG
1. Georgia v. Randolph : I3 "THA R ¥ |
 FEWE K RSEF EP o F HIIR 0 B
ﬂ%#@%@ﬁ@fzﬁ/\E[’F%BE%E’JEB AT IR E AL [E E

39 See id. at 166.

40 See id. at 166-67.

M See id. at 169-71. 4% 1 A FPE X FFIRLE HEETLAT
B AHEF2 TRL, @rdod s £ SR (“[Thhe District Court
ruled ... the Government had to prove ... that ‘just prior to the search,
facts do exist which render the consenter’s consent binding on the putative
defendant.’...”) > A > B D PEHET T TP P BE 15K F o
W FEERE Y iF (see zd. at 167-69) -

Id. at 171, n. 7 (“[Clommon authority ... rests rather on mutual use of the
property by persons generally having joint access or control for most
purposes, so that it is reasonable to recognize that any of the co-inhabitants
has the right to permit the inspection in his own right and that the others
have assumed the risk ... to be searched.”) (emphasis added).
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HYH A5 L aE 54 -

i S i = A AR E RO ¢ L EFERAY[E B R E
ZAE " EIZRE Z R, (“widely shared social
expectations” ) = " BT | BYARM T ( “customary
social usage”) FEE® o —fEKER - FRE ALY LT HE
PRP&GREF (FIAIACRE ~ F22) - [FEEE AV RERR . i (8 55
Zoy o HElGREEZEMABHE ALER > M —I3k
[FHER B S HSG R R E I - I ENEE LA
B I AE A0 o A Matlock #) R B 28 s [5] & 55 15 ARSI
HEEMMAERSHEZR HERIVERIL A S HEAE
P EENRZE » BEEENEEETAT LR miER

43 Georgia v. Randolph, 547 U.S. 103 (2006). 3! 4 2 2457 % @ Z &,
a5 F120-124 5 BrA M 0 S F 236 ¢

44 See Randolph, 547 U.S. at 106-07.

45 Seeid. at 111, 121.

46 See id. at 113-14.



EMFAEEREARETRME

EFEN N EEUEIERE e EHEY - Nt > FAE
MERET » HMILEHERE SRS T EF #5007
23 TEFEEEE | (“assumption of risk”) HYFHHE48 o
@ET%L}{ "EHEM, AR T HE, o EARW
K4 340 - RandolphZE i » Roberts KJEE £ H| ~ Scalia
REEMANARERE R R - Z8E R UIFIAIAY
REPIKRENEE L - Bt R EEZOT 258 - %
DA—E i am > 40 e 2 A P SL S B R - A RS 25 hi
WOHE Z AS R S B o i T AR - mH
0 A0 [F] 1 25 AF 55t A B FH 1k HA AR a8 IR A 4a B 7 —
B HEREIRE AT RIS B b - Py DAAS 25 fE o DU B K

47 Id. at 120-21 (“[...] the ‘right’ to admit the police to which Matlock refers
is not an enduring and enforceable ownership right as understood by the
private law of property, but is instead the authority recognized by
customary social usage as having a substantial bearing on Fourth
Amendment reasonableness in specific circumstances.”) (emphasis
added). 4% @ 22 35 > X RO PR X PE#E”’—“ gk gt
o KER Randolph Jidderen T &Y | 2 F &P‘”ﬁ‘na% ‘r
Fwigr ko wd gy 72ty #_* A #H @ Mg A T
TLh R mi"*#@(Tﬁ”ﬁ&——wﬂLﬂﬂ—"hgﬂa‘) )T}L'z")im
< o Randolph -3 3 e g Matlock 2 - 012 5 LA o

48 1k koeng ara ik ;f]e_,a rRandolph/z 7, (“Randolph Rule”) - % :
United States v. Thomas, 818 F.3d 1230, 1240 (11th Cir. 2016).

O AT sl i T gl £87 A 2 o 1 Thomas+ i
FRardd2 PRl BIERG AFI A8 A Rm AR R
M {f‘ A ﬁ}épﬁ”‘s [CAPSI) Zﬁf_q\:}ﬂ?’z > 'ﬂﬁ“ﬂ\? R ¥ 73t o See
Randolph, 547 U.S. at 145-49 (Thomas, J., dissenting).

50 Randolph, 547 U.S. at 127, 129-31 (Roberts, J., dissenting, joined by
Scalia, J.).
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PE T S B RN A0 o B BEAE A8 A A K AT DL E H Bk
b i AT R R A B 22 > B S L =0 SEE
ARYEAM A [E] 1 2 A B2 o Scalia KJAE I BB R H AR
[F =R 28R L [E R PR P55 H i gely - dLERETR )
HREFE R » A= J7IEsE (CHARED K2 RER L
HEETEAREEE) B

2. Fernandez v. California : " 5cg] , IRBEAR N E

BIHERERR

FME A P& B8y > {£20144F /Y Fernandez 28 H1 54

%ﬁ%fﬁﬁ#}ﬁ - B EIRKE - WG HerdH v (B8
# T Abel Lopez » W% B EHEHREAITR  EHH

BriEmuEEEFREACEME  RESEYER T HE I
Fﬁ FHANE R » B 7 LR FEEETT > EPIRA 2

=% Y Rojas » EfRojashy B~ 5 EHAHEHIE - BK
Mjfﬂﬂjd_ o G HIE T HOPR B BT o I h B4 g 5
T BME ZIEIGHI A« R E - BJ7 % KRojass ] DUHE
HEITIREME R (protective sweep)  {HE & FERIZ
VO A o BN R SRR o B TR RN R S P
HRELFTRojas » [fj #-2 3 & 4 = &R @—‘Eﬁ’\\ld\ﬁ*?ﬁ‘
[ 5%~ 8 0 & A Rojas T & CL &0 3 2] A i ~ H &

51 Id. at 128 (Roberts, J., dissenting, joined by Scalia, J.).

52 1d. at 135-36 (Roberts, J., dissenting, joined by Scalia, J.).
53 Id. at 144-45 (Scalia, J., dissenting).

54 Fernandez v. California, 571 U.S. 292 (2014).

%5 Id. at 295.



AR RERARNETRE

Rojas[F] B R & » EEHEAYEIRME Y0 - 5%
KRR AT YA ~ 58 EE > H Rojasfy/MZIE S %D%—‘E
e R BRIV HE T ¢ SR ARG SRR ~ FRAFF
Bt R EETR - WAHEBAGE N 14425 -
AENFHRT  EREGCEHRGEEHR "R, H
EEZE > NSRS HEHERek A A RRFR
P R IRE o IEET > 2 A (5 RE $E FH Randolph #]
RO MR AR Ry > R ERER N BE A TR AL A
AR - WA HERERTE T R 2% - Bl R e AR
A5 ¢ AEMatlock FI R Y SR E o > Matlock £ &% # 2§
MmEAEER > (HE ORI E &R GraffFE E R - It
I E BT AR > MELLE PR ES#E> - HRodriguez
o BF R AR R E T A E R EIR A
[FE > WAENEUEIEZE® - % - RandolphH[JR 4L
po ERFE G TR FE R EE AR EAER > A AL
HEER R - BERNEEESHRRKEZEL T > £

56 Jd. at 296-97.
5 < s % - i o Randolph#|id-# » 2 k424 (Rojas) F & P& -

FFE L ﬂ,iﬂf (Fernandez) ¥ IR F X B IEE > FIp B v 2 h

;;zu;rtgz,f%ﬁsgi (id. at297) -

8 Fernandez, 571 U.S. at 298 (“[T]he owner of a home has a right to allow
others to enter and examine the premises, and there is no reason why the
owner should not be permitted to extend this same privilege to police
officers if that is the owner’s choice.”) (emphasis added).

%9 1d. at 299-300.

60 1d. at 300 (citing: Illinois v. Rodriguez, 497 U.S. 177 (1990). 4% : %% &
TR hel Rk A2 (53 o
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W28 e fb— T EEELS | & (“present at the scene”,
“physically present” ) Y R ¥ » /& € HY A 88 N
RO NARET > WEMA TR HAESERHEE
KEAE - HHARARKEROMFEFRES ) BHR
EERBEHGHNERBENRSE (=#d) Mk
BEHABREEBIG I MEBERBEEREN - 5
4h > Randolph# 7R EL &85t "+t & BEIZ 80 [E 2 BAT | B¢
"HEET HEEE  RMRAR "TEAEEERE g
ZR THRSEREREE,,  HEFBY > ERHEARE
HIGHE » EHREEAREAN S MEU#E T Rl EER
¥ TR AR RS G B DU B AR » RIS
WAOFF B - BRZEBAERS - T RESRE
ZNERRFPECEAE - HAM A RIE 2 BUEK R 2 &2 FIR
H% o S RIS TT - R H S B E R AR
FE66

= ~ XSGR L fatETRodriguezZI iR

Vi

P Al st W5 = AFERR T & RAE

61 Jd. at 300-01.

62 14 at301

63 1d. at 302.

64 1d. at 302-03.

5 st Glhefe BARMAS K (S~ 2 F M H S AR SRR TE BT
4 (id. at305) o

66 See Fernandez, 571 U.S. at 298 at 303-06.



AR RERARNETRE

(R " IL[EREIR , 04N > fE19904E [ linois v.
Rodriguezfy Z& {4 #E— L {E L E® -

ZEF  BRERBEEHRZE > ZKFDorothy Jacksonfir
A hnEF e B B ( South Wolcott) AY{¥:Fft » Jackson
#9252 Gail Fischer[m] & J7 7= HoAfY g B B FT AR - 12
& DTSR > B HBEEZ AT 0 W mE N e — A E
Rodriguez@i T » H & K1 JjRodriguez IEAE HEAE » [F]E A
B —EREZE - ERF SR B ETRFT ~ EARR
fili Rodriguez 5 &£ ZEC‘:P » Fischer $ 2 [A] % 7 & K #% V& /&
"I (Cfowr”) NE MR EAEREEA XY - K
H (Fischerff ¥ JE{EE %R » HE R Z & {EZ I
AR B EHIFEE Bl Fischergi X% A8 (RKHEINE
s I EGE R SR ) 0 %G > Fischer DLH 48 ZE B '
EEJTEA  BHEAR  BEIHBEZRZLHE &
AR A Es 0 F T IEfEREE Py RodriguezBl 1% 0
H 12 B H A I Al 7Y 2 2 il Rodriguez il #1#] F4ilY)
mm® e Rt ZEFEEERESHR B EZEF R -

87 Yllinois v. Rodriguez, 497 U.S. 177 (1990).

68 Jd. at 179-80.

69 prygzax TR %1% £ 8 > Rodriguezi & Fischer & #m A iF o
Ma® o oa mER LR o WEAR R %4 ik 0 35 Fischert 2457
SR EERA CASERE TR VPR AR A g i
'L 5 ¢ F FFischers #-3%4 p4 A # 11 > F]pFischer? £k T § @
E % | (“usual resident”) - @& W & T iy 83 % | ( “infrequent
visitor” ) BAKEEREAR TS v (L RES LR
Fischer ~ >t &£ @42 ) (i 2k (id at180) -
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(DR T AIEM

Bt W E AR E i - Matlock# R ey T It
FEIRER , - BRI BB RME  MIRRAKEES
B &% (Fisher) B LW MLFMERT - HR
Rodriguez £ iR HoR W F B ER - 1M ¥ rﬁﬁ“ﬂﬁtﬁJ B
TEHEME, R Bl REERED  FUEBERE
3k & 1 ¢4 (“reasonableness”) ~ {H AR ZERK —EIFHE -
INEEARERTENHERBMFEHERSR - HE
PR R IEHERT » BEEFAYSEER 2 T 2 738 % 242 ¢ oh
i, (“the cost of living in a safe society”) - [3FiE K
FUUEEET  $tHPUEAN B RBERNET HE
IR AR [F]72

Rodriguez | A58 F » S Al HY Stoner [ - i 7R 18
FIREFIARZ T 2 229 % | (“unrealistic”) 1 [ % i
L orria s HEZ AR TR UIERE ) AV EE o Rt
HAMEESRM - mIHERBEEL ' REER , X511
HIE > ol gEfs A T AU ERE, BT RBEE

o B o StonerH| AL IRTE & BE HHHE A B EE

0 See Rodriguez, 497 U.S. at 181-82.

" See id. at 184.

2 See id. at 184-85 ( quoting: Maryland v. Garrison, 480 U.S. at 88 (1987).
Feoo BRI HAAral % Garrisondk 0 B AHE R (LR aR RN
oA ]) 2 2 Thgrsgg s e /BLE | R 0§27 LB %7
B Bl s PHEIFER T I S FAEEIE G2 S s
A HEELE e > 2020&5% > F 1925 311207) o

3 Seeid. at 187 (quoting: Stoner, 376 U.S. at 488).




AR RERARNETRE

ANEREF] > BRI EHERERE " &S HrFH o

FEIIRE - RERS LA ERCHAR o AL 15
DU CER[EUM) MR E AR EREBEG NG ~ Ik
HEZEWS  RMEEAGHEEEMERERER - &
b EELEH AR EERARLE N F/afF I &Y
WHEE -5 TOTETENE R FEEEAPE 2 A IR
Fog-HEER TERELFE G E RV RIEZ A
Rig o MEYEREZE Af@wﬁﬁﬁ?ﬂ‘%ﬂkﬁ’]ﬂ
B (=" REHER, ) » I IEEEENEIE R
IEHY TR EEEER ) - R %;2/\5%%,\5@@5@3%&
BEERAGREER AR A —BRBENR TS
LR -

BRI BEF A% = A BE it Rodriguez #7R - BRI 2K
FEMR " EME (F)E) | AW EaERY
TEHME ) RWE - A MFEFEENE C REERLA
EHEANBEE TEEREURE ~ MEEMEREE
i RAAGHE "HEE, B "AREES, (8t
FERER) > HoRA R EE "B,  HILRFEERD

™4 See id. at 188 (quoting: Stoner, 376 U.S. at 488, “[...]there is nothing in
the record to indicate that the police had any basis whatsoever to believe
that the night clerk had been authorized by the petitioner to permit the
police to search the petitioner’s room.”) (emphasis added).

7S ye= 2 5 5% A f# (ambiguous) HH T o oo ag- HFag
ef E o Seeid. at 188-89; also United States v. Klmoana 383 F.3d 1215,
1222 (10th Cir. 2004).
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INEEAEZR > MIREE R R » B INERBEAT AT RE
REHMN (F) % HEE &%‘:E’J ”\i‘%féh 1 B L
FEEI PRI

2« ARERETRFBOEL © UHA
ERRRRER AP
-~ — RIZATVES
BLAAFE B R EE N A ME » HiERHEEEIR
BN AN ERERH o —fKER - WRBEF AR E
FAmM T EHREE - A RESESEFE - NItgE £
A EERFEEERE > A AB S RHMERS HEER
FEAYAR S - KL IR R TR R > gEE
FRAEER L - MEREERETFRHENRREANE
> B Ew MRS ERE?

76 Gl s 2n s 4 AR U0L LR 2 %7 ¢ United States v. Gillis, 358 F.3d
386, 390 (6th Cir.2004); United States v. Hunyady, 409 F.3d 297, 303 (6th
Cir. 2005).

T Gl4e® ¥4 b VBB 7% 2 2 State v. Blair, 361 Or. 527, 535-38 (2017):%
PoVEFIZROEE Y e B R E Y2 2 240 F (id at 535.
“This court’s focus on actual consent as a touchstone of the consent
exception under Article I, section 9, is distinct from the way the consent

exception operates under the Fourth Amendment.”) - &35 & > & £
AR A D RPIREEA £ FI R LR bl ede R

F &2 h& LR Rodriguez| A& 5 » X FHEHHFTE TR L | D
AR R R fRAER 2 B P L B (seeid. at 535-38) -

B oW HARERE AT AR AEA S Peﬁ;:&ﬂ;ﬁ Fe b o
ARG F - RRAT e T 2 ARIIFRAR TTRL S @S
BREM (% 122i8) &k TR RS R Y R L (712



AR RERARNETRE

2002 F 4 &Y R A Y Al-Marri 257° > DL — i 2 B A
B~ MLAREMZEEANE 5 FEAYE SAEE I8 sm
At FEFEIETITEEL - ZEF - KE REATAL-
Marri 2L i 8 5 55 B AU 5 8 RS R B2 22 520 - 3l 5 20014
BRI AR SGE BB E L > 9115F 412 - FBUEH
Al-Marrig /] 5815 » WMk AR ERIEE - 5B
—RFER > WEHBEREHE - LEEERITEE
WifE H 1% - BRESE _KEERT - HERBEREEAR
T~ WEEREZEFHEEY - FRER KT TEFE
BEEE > TRAUG "F 23 Tg- 54, (“take
it to their office ‘to take a look at it’”) > HEHER EEH
IFfE ~ RO ARG R S (RIGER B 585 - Al-Marri[5] &
A REPAZE R B - W H B R B — O 5 8 B AT 58 5R
CD -~ i Fr (diskettes ) 77 [a]% o 1% A ER B R 1k & 77 (2] 5
[ > A = E R Al-Marri % 2 [F 2 F A » Al-Marrifb
B SRR - IR BRI R Al-Marri HSR i 5
REMERAE - I HEKAl-MarriZX HHISE > Al-Marri[6] &

FL0ER6T - THETEES Y > PUTF B AN G
23N A s A TGRSR kb ) oA TRBRE ) T AT
o ehiE - BAhE ARt s Ha R W P2 T 0 I KR
"FRE ERFLEE TTREE o RSP R 2 T3
PoPRBUTLT T FHRAN (R P D)D) TR PR
fhen o

79 United States v. Al-Marri, 230 F. Supp. 2d 535 (S.D.N.Y. 2002).

80 14. at 536-37.

81 Id. at 537.

8 4.
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% > TSR HREEERED - FRESR T3
732 287 {7, (“No, not tonight” ) > K H
(12/12 ) Al-Marrigq B3R & M &% ~ HLLE AN 5 5
( material witness) ZF[J84 » FBIAE [ HA ] 58 5% L 2B B
(12/12-12/23) > HHARIEHFFHERAEE (F5% -
Bl IR T ) o 2w E RTE I E BT -
EBEEREFBIER BVEEE » sl S Y K EEEERE
[ R B R B {H (] = 1 2R M Y ey ? /Z_Elg)'ﬁmu '
FVMEEEREEEN " &8 ME, » Rt ERSE
BEREE  Exene s Y SEnEny o T s
Wiz Hema B LBy @Ry | % REf
B S R B 2 A Al-Marri [l 3% 7] DUMH & IR fg FBLR: BB A 77
[@ ~ FEAE SR AVEE ST 1 B 0T USFBIFS H [F SR
#E (B HREREXEHE)  HEREIEREZ CRIR
EFIE) ¥ BB - BRERERE HGLIHEEE
ZIEE > EB G Y o BN Al-Marrifg SR B 2R A 5 R K
BREGZENEN  HEXRERTATE » FE LAIL

8 1d. at 537-38.

84 4. at 539 (“[...], this Court concludes that Al-Marri gave consent to the
search of his home, laptop computer... .”).

85 Jd. (citing: Jimeno, 500 U.S. at 251).

86 1d. at 539-40.

87 Id. at 540 (“[V]iewed objectively from the perspective of the agents, it was

reasonable ... this unrestricted grant of access, combined with Al-Marri’s
expertise in computer technology and his helpful attitude in handing the
laptop over, indicated that Al-Marri had no qualms about an extensive
search of his computer.”).



EMFAEEREARETRME

Marrif 4 FBIEF 4 48 111 5 5% BB M 2 5 W 2 12 1Y A Tife 72 3
i > Al-MarriZ B ZEE B &S 5 DUEE M50 2 Al-Marri
B B OR IE B BT R > {H Al-Marrif{ly R 40t 7E B - R
AT E BRI (CRIRERFR ) ® - Btk - 7 " P
"é#f’f FARVIELE ANTEFEFF, o GRS LN

“‘W%\ °

HeayB OG- s8E &am th REEE - 55
J:%ﬁiiﬁ%fmwﬁfE@Longﬂﬁlmi% e w2 2 E R
I+ 5] 72  E  RI B A T Sl G € Jﬁtﬁ?:%um%ﬁ
EEEEREEEHRTHER - EEEE A2
HEE E% - Bt B BB BN E B A %BEEI_JM@B
B EERS - NER - R G KR E#E AN =5
i~ &R

ﬁ?ﬁ%lﬁ&%@ﬁ s FE R R - ERRER
JE # B BV (I - 5% Ik P9 Y BB S & o A E A R R L E

88 Id. (“[...] a reasonable person would have expected Al-Marri to ask for the
computer to be restored to him within a specified time frame for whatever
reason justified a prompt return. [...] his consent could reasonably have
been understood to be open-ended and given without a limitation on time
or scope.”).

89 United States v. Long, 425 F.3d. 482 (7th Cir. 2005). % 3,, LR )
ER R ¥ S R 5’#:—’—? CD 2 Jpytm ke m

(id. at 486) - feixferiszd e iy P ra 5w (id at 487.
“[W]e reject Long’s argument for the simple reason [...]. The consent
form stated [...] that the officers were authorized to remove and search
any documents and property ‘including but not limited to computer
hardware, software, and all other external media storage.””) -
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ZW G AMEQR > FIEERERE > SARRERE -
FEAEZERENETNE -

=~ ZEAERREIeAR 2 ol ¢ TrulockZ{iR
e TR EEFHER ) R - e FE R E A
HH T IRERER,  BEBEMREE AN HEESEH
AYRE 22 2 22001455 DU KA | 35 % B AY Trulock 28 10 »
ek R T iE R - 32 RIR G RS (FBIER) #%
HHEE - EMERENEBER » EMELERET
AN e HIEEENE  RERTHEKEHR "HAES
g AN il TS (FREER T RERER A
Bz - sradn s -
(—EREE™
;R & Notra TrulockA 1994-1998 4 (1 ik KE i 0 17 H Wi
/NZ F{F ( Director of the Office of Intelligence of the

U.S. Department of Energy ) - i f£1995-1998F 36 (T K 15
EC 8N (Offlce of Counter 1ntell1gence) iﬁ: Hh

19984 » g e e A PRI R E RS2 ESE (&

90 Trulock v. Freeh, 275 F.3d 391 (4th Cir. 2001).

91 a4 #74“Bivens action” (see id. at 399-402) o 3%y 3 #f 3| £
Bivens v. Six Unknown Named Agents of Fed. Bureau of Narcotics, 403
U.S. 388 (1971)@ % » FZ2bprnf A @y RdF Se 2t %

Lo BT e ”r“

P gt F EORAS b £ A

AL ik SRARERTEP L AT RAL DR A
HEF 5 L BEIS o P AR RE .

SE V- 1UT oo



AR RERARNETRE

) ReasEE= > I /A= - FBIRCIAF Z M HEE
& > & 2K > Trulock Al [T 52 2 [ B Bz 7 ~ i Bl BURT &B
P99 - 20004F %] » Trulock B AXH#; FEHRH B AE ~ W F H
ARt A R w » HINZERERERTETLZ2EE
(security review )  BEJRE[FELE% > Trulock{H EAZEHE
EfE ~ HETHKRXE® « 211 5 b — iz i &5 Linda
Conrad » RIZEAE FEMAEE TP EEZFE (HE
FEE ¥ %= T £ Lawrence SanchezZ[{:1& WY HART )
Trulockilf; B Conrad|5] /& {F ConradF A 1Y = 2% -
ConradjA20004£7 H 14 H B & FJfHF > Sanchezf® 4
E—55 > A 425 A FBIAR 52 5 [ 4th B A Trulock 7Y =5
1B WESMENEE  FBISFHERSIR - RS
S H A 9 ({E G 8 55 48 0] 2 Sanchez Y 1T fy (5 R AL B 52
FBIfff 4571~ ) ¥ » & K T » FBIER & Fi 13 ¥ = X%
Conrad » 37 jF 75 21 & 3% 2= 1% > 3R i Trulock A9 {E A 4C 8%
AL 28 AR 22 1Y R RE9® o Conrad & K1FBI# Ed Trulock 3 F &8
Mo BA A BB BT GRE o A A s 3 AriE i
e ag  BREFHM TR 0 45 Conrad— IR [FE B R EH
[ # %0 o 2 1% » FBIER & B2 Conrad i1 HA¥ 5 -

9% Trulock, 275 F.3d at 397.

% Id.

9 Id. at 397-98.

97 Id. at 398.

B 1d.

99 1d. Conradi 3 3 » FREPRLG A3 5 L & >~ Conrad~ AR # %
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Trulock & IF1£55 ~ HZE K H REER SR FBIFE A H
Trulock 5 AH1Conrad L &4% [F B 21 » Il ¥ A F B RETE
TEEAER > HEP —UHFEE MERA BTG EREK
NAZI9057 880" » BLIGH REE R 1% - FBILA B K& ST
A 45T Conradl41% -
(DEREER

B A E B R FHR " JE & 5k Conradfy [F] E Il
JEH A B #EAIE FConrad & HFE W F B ER
MAR - EbEfEd - AEERESE —UIER - HEn
FEEHEOHNAERE™ - & I ik Sanchez fy FBIfH#
s H Y E S o R Bk Conrad Y T [E & 18 2 JE & 1 4%
25 MR BumperH A VEEAE (T EE , BEANEHRD
gl ) 198, K ZEHEE 2 B Sanchez 45 41 Conrad [ /A FBIfY
FHUE > Conradthr (A1 38 Ay H A2 FHEZFBIFVERE » &M E

%G c?‘F\ % > Conrad¥ 14 4 4vif 7R e £ 4% ¢hZ 5 o 7 i » Conrad
FRAKRFREH HRE > S PUEF A P AR NI
SR cOnradPerm AEHEpRT o BTy (d) -

100 74, 4 i % i 3 Conrad ¥ P @ BHTr B R 0 A L 5 Trulock ™
Hp Ltz (id) o

01 1d. m# ¥ A 3EFBIA B & P52 48 1 Trulock % % 8 %3 chfh %
(id.) -

102 1d.

103 X% 54 BT~ ¥ - B kiR (seeid. at 399-400, 404-06) -
TREE A AN F o g

104 Tyulock, 275 F.3d at 401.

105 Id.

106 pg »>Bumper2| ik » %k 2 32222



EMFAEEREARETRME

HEIIEH N B - EE R
HZ o &l EERARERR T 88 [E TrulockHy £ 58 » 30E
AR Z ConradHY [F] = 47 2 4h » Wi $5 Hf Conrad 2 [5] = B[J {#
AR TN RERR S 2R Trulock Y FA N 05 PReERE 22108 < 04
ety AMNE = ANEARBREENEGAZ  F=AF
EEE > HEFRBHPR BB - fKIEMatlock H| 2 E# 1T
FUfEAE » L[ERERR M IR B AUR A I E A s > T2 L EAT
R~ P A e (L AE PR » IR H At 4 & BRI 2 R
ﬁﬁﬁgfﬁﬂ’ﬂﬁkﬁﬁm o ARZEH » Conrad B Trulock#f 78 4t
B CBERE) - (HEZWM AT ILRIA & B 2B IRENE

% H Conrad4f ## 3T F Trulock AV & Z£ » 7/¢1f] > Conrad fff
IR REE B IS F = 8 & (a general search of the

computer ) - {HEZRERE # % %?Trulockﬁﬁﬁ%{%”m#
22 o G4 - SEUUHGE E SRR RAE S ATHIBlock ZE H - 38

7 Trulock, 275 F.3d at 401-02. 7 i » * 282 4 F @it i
(qualified immunity) > 32d & @ kg5 ¢ iF Az > A% T F’}ﬁi:}f?%ﬁ?
;% FBIi% i & 4 % Sanchez % w Conrad @ :£ 2 & » FBI» A ¥ 2
Conradj 73} crdEg 44 > @ * % Conradle ¥R LT o ~ d & &
F o "FBI A% é‘ﬁi\\ 2 srTrulockx % ¥ @ 3% £ % ~ @ d Conrad
% (id. at 402) o et > T &I 4 i #% € 3% 5 Conrad 413t A
B (id “[B]ased upon these facts, no reasonable officer would have
believed that Conrad’s consent was involuntary”) o

198 Tyulock, 275 F.3d at 402.

109 4. (citing: Stoner, 376 U.S. 483).

10 14, at 403 (citing: Bumper, 391 U.S. at 548).

"a. (% 51 * Matlock=|i-* » ¥ 31 * Frazier v. Cupp, 394 U.S. 731, 740
(1969) » 3% 2iksn s * ¥ P LR EBFER) -

112[(1’.

253 ¢—




—254

ﬁljg-iﬂaﬁ@m?fﬁﬁ/?aﬁg 2275 e 20214F4F
Ry BB A FE [E = R KBl BlockH: AV FEE » HIE ZREIR
FERZ s e+ o R T RERER  AEEE
R E o A A E AR RN E B AT % B 22 [ ( discrete
enclosed space) ; MigfE £ * R IBFEFE 7
By o kR EE G THRERER o HEE ﬁxﬁ(%ﬁl
AL SR 4R o AR ZE Trulock 2 B WG (REEAVAE ZE » LA U
BN ESEFE T FH Trulock LA HEE ithﬁFB%TConrad
st A 3T FHAYRERR - % H Trulock B 25 K 5% Conrad A1 &
5 > KL AR BERE s Trulock M ZE T RIE | %% E.S—iﬁz
FHEZREY RS " o 4% E > Trulock ¥ %5 15 (R 8 AU AE &
7%/—\@]%*@3@% » H Conrad[5] Z RN KA I > 1 604
HEHEREEL  AEPENBZERERFENEIE

iﬂs o

IR

= RIAFRATE, T %
(—)MorganZE
| EmEE
20064F 5 7S ¥ E FERIARE I MorganZE thi 116 g i 5

\>[l

13 J4. (citing: United States v. Block, 590 F.2d 535, 541 (4th Cir.1978)).

114Id.

15 14 EARHZARPEMRLE T Bd LB AL £ 319 ih
PEAR LA aﬁ-‘&"?%&ﬁ’fﬂ—?’ R REE i S
I 7 - Ik > B)4cUnited States v. Smith, 27 F. Supp. 2d 1111 (C.D.IIL
1998)3% 5 @11 2T The2 % = A F R L% T % 5 2 United
States v. Barth, 26 F. Supp. 2d 929 (WDTeX 1998) A3 i & Pl A
BE&fER 232 (See Trulock,275 F.3d at 403-04) -

116 United States v. Morgan, 435 F.3d. 660 (6th Cir. 2006).



AR RERARNETRE

T-Cassie[R 1 58 H oL R B % Th BB iR 8 Sl B g
P - 2SS T SRR (“Spectro Spy”) - A DLER
PR RN RS HEEREE > WREHRE)
2 EMEEEHERZERK - ZERULM T =
& 38 > Cassiellli [/ % J7 7 7% 2 #0 7] DL(E FH 3% & FS
(HEHELEgRH) - BXZERBEIIHFEFZE
(usernames ) E(&E Kh%ﬁi%%mfﬁﬁ%ﬂ%ﬁ i
HAMLEEHC EHFEANER - BHRHAF Eaﬁ‘“
%> BHPWEYTHAKELECBER > ¥
5 PRe€ ~ (B %5 14k 42:° (“Internet Eraser”) LMH*J
fraz F@ R - AAME R AHERE - ZEXHERER T KE
ﬁ‘”#@ B 2R B D M B L o 4 148 (][] 7 119 -
B R
%7?1«_(&_ FOAREfE 0 B R B SR
EERNE=ANHNBRERZ EFMESEEE
r%fﬁ ($£[E) #ER Z”k—)\ﬁﬁ%ﬂﬁ&%‘? » A
BB IEZE™ « KEH » BEIEAL 1 & F F Cassie ]

"7 1d. at 662.

118 Id.

119 Id.

120 14, at 663 (citing: Schneckloth, 412 U.S. at 219, 222; Matlock, 415 U.S. at
171).

1214, (“[W]e have held that even where third-party consent comes from an
individual without actual authority over the property searched, there is no
Fourth Amendment violation if the police conducted the search in good
faith reliance on the third-party’s apparent authority to authorize the
search through her consent.”) (emphasis added).
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A

B~ H Bl S E e A B I F S EE NS 0 CassieJR
KERME 5 AN HMER - & 2 Cassie i & J7 R~
HA 2 T JR G - B 153 DLSCHF Cassiets LUAT ) 26 H& HY
Gham ' o I BKE FHEBER - GUEHERT HET
HIEREHER - %% e E1E TR B
BT TERERERX, o RS R AMEE  HAE MR
%Tﬁﬂ%f&i‘%i‘?“‘%%ﬂﬁﬁﬁﬁ%%%ﬁ Bk - A R A
"TEEME R AR EEEERITR R R R
HEZRe BB T TR, - BB - R
a0 LA AR R RAIREE " -
(Z)BucknerZ
AEMEE
[E] £ 12 2006 4F » 55 VU K 48 | 5F 0% B¢ B9 Buckner 2
H12e s TR AR SR o F51H LA Michelle Buckner#4 25 H1 Ji
HIHEEE IR PP sk EFHL > BRI HFREREER - 1A
Frank Buckner ff H £t [5] {F & %7 - & 22 5 5K Frank #& 4
Michellelfii 4& & 75 1% BEGH » AN A Frank E BB ETT - 3

R AR S FEEE - B mE G RAE T ZE
AL
Ak

12214, at 663-64.

12314, at 664.

124 Id.

125 14, (“[...]at that time Captain Prindle did not know who installed the eraser
program or why it was installed. Therefore, the discovery of the eraser
program does not vitiate Cassie Morgan’s apparent authority.”).

126 United States v. Buckner, 473 F.3d. 551 (4th Cir. 2006).

12714, at 552.



AR RERARNETRE

1% 07 {7 DL Michelle » % J7 Rl [B] 2 R it — LL BB K <2
5540 8% (computer transactions ) FYE[F > HiEMichelleZ|
ZiE o WA FRETEIFENHER L SEE 0 P HEA
MEWA M SFHHER - (B4 X 2 BRI
ﬁEI'IZS °

KH > ZEJ7EF] Bk > AOE—F BIMichelle 3% &m 48 b
FEIRHYEE - E B Frank RN f£ 55 > MichelleHl| 52 2 FC & >
WEMET T ZAEEHCE , (“to take whatever [they]
needed”) ~ W " HFFETEEMACS |, (“want[ed] to be as
cooperative as she could be”) '2° - MichelleZ R A H 2 F
A B EFEMPEANEES > BHEG
Michelle[=] & 1% ¥ 5% B IS THIFFAZ 7 1%0 « 7 40HH6S -
Z B EE - B ARG RE o HE T RFEL
ETE R » Sl B E & - BT EEES
Michelle[F] F 12 > K B EATE - FFrEl G FEE (data-
storage components ) 7 [O]#5 5% > (35 | FrankAH BAJLIE
o 1211 o Frank 2 1% fiE 3 Z RE 4 RE TR UL IE - s 9k
HRvE-FEF >R % wERAE AR LS R DL
REMMEBE W ETEAET BN ESBEERETS
TEEEBE P RIBABEEL  HErs A g L F

128 14 at 553.
12914
1301d.
131 Id.
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%E% 132
25RER

s Lty AR > S E EiFARSI A
Matlock#[f » f5Ht " SL[EREIR | & - GEGUERES
PR AT A~ JEL i e (] ol FH 5 IR 1T i 2 7 e g 122
ﬁﬁ%’%ﬁ“ﬁg)\ﬂ RS T EBREEE ) AR

 ERES A RETZCHY Trulock #H 1 » 5 HHEFE - HL[E
ﬁﬁaaﬂ“‘% » N RIE 3L B RS i AAE R 2 BB 0 3256
S ANEZEEERGREE#ERS - BHAETrulockZ -
mwﬁ@gf&vﬁéﬁ kﬁﬂmriﬁﬁ*J
(“locked box™) H%BE%? PNE RE R — R A48
E 1Elff%ﬁﬁjﬁ$@%ﬂkﬁﬂiﬁ{lﬁgimﬂé‘%wﬁﬁm N
FETAIE 7 & Frank (s F & 05 (5 S Pk b ELAL A 20 RS
Z > Michelle/| i 3 S FE[R - IJH:%EZiﬂIZK TARYE A
FHEA B OREAE R " b, 1%

N (ERWWHERAYE R » AR ZEMichelleft BV =

 EMBURERBEERANEM Y M B T RTEER ¢
ﬁfh%ﬁ@BA?}ﬁ HEMZAEHEAEER - R En##
FEY > HEBERT » AEW "TE&HEME, - BIUAE

13214, (“[T]he Government’s evidence was that its forensic analysis software
would not necessarily detect user passwords”) (emphasis added).

133 1d. at 554.

134 1d. (citing: Trulock, 275 F.3d at 403).

138 14, (citing: Trulock, 275 F.3d at 403-04; Block, 590 F.2d at 539, 541).

136
Id.

137 1d. at 555.



AR RERARNETRE

77 1 & B i A Frank ~ Michellefy 4[5 4 75 & - H B
BT ~ R - BT — RN ER AR ZE EMichelle 3
HITE = B 1T EEIR > e X MichellefH A - HAGDUAE
Frank N FIFHVRAE N R BEZHHAVER - B7E > BI51(F
Bt (EREES) Ry BRI MEER 2 EER
ENFE  RIEAERFERAEER - A EKEUEIER
22139
(=)AndrusZE

LEREE

2007 4 HY Andrus 22 1 M0 > gL F i {F 34 A Regpay
(Rt PSR EOBEMEENE = 2T AE) 1B
FEHF > #5FIRay Andrus)B#f(E FHZ A EIIRE - &lHUE
M EBHEBA P ER - EHRE - B - gRE
Wik - ET(EH% > E— P ERay Andrus - HZE > H
1 H — {{ & T {Z ¥ bandrus@kc.rr.com - Hi] B Bailey
Andrus ( % Andrus) fHE™ - PUEBEATEEHFH AR > 7
Ry REN e BB EFER SN R W AR a8
— XA B (EHE %) fgix - 50 T EFIITEE
(“knock and talk”) -~ [AEM R ITHHETHE™ - B
(91 5% 1Y% Andrus ZEZ HE K JEFT - FIEMAEREHE A -

138 Id.

139 Id.

140 United States v. Andrus, 483 F.3d. 711 (10th Cir. 2007).
141 1d. at 713.

1421d.
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—[FERIEFEE - BRENACBOATE Y - FIZ&Ray Andrus(E:
EEANFREENE - WAEZERBEELEECE > MRS
SN H B o BREEZBEE F|Ray AndrusHyEL = 5 P
F& > s EH T & A > FAndrusF R\ DL 0 3l H &A1
PRE > ZAndrusH C ] DIFEFIFT ARG B HAEEH » HOE
P2 ff EAYEE - (&0 ar e -

BAREAndrusHZEM > A EHEFEKENNIE
R » M7 H— PR B ARay AndrusfJEA= ~ $5H
EAZENA —GE > WES 2R EHTEHER AN B HE
A& TGS — e EEHLE A2 FER > LLEnCasedit
e B aa i o 1 - Bz SRS R R S ER R A H A4 TE
R > TE L B EIEE > NSRS A B ETEY
(preview ) FFilfAFBEA fit F F AR AT HEIER
WA Ol P A == B (2 > 4 % BLE IS N A Ray Andrusiy A
FAENERE (user profile) ™« hoh » {177 B AK [E] X

A EEak A B Y LI GAE (jpe) = SHEUHE
BFEXEAER () 1% E—PHETFHE X E O
Ytk > AR Ef— G &K Ray AndrusiX[E] > K §#E
B F - HEIPK ARy Andrus[F] EH#ER % - HEE
AL A A By ™47 e

143]d.

144]d.

145[d.

146 14, at 713-14.

WId. at 714, B42¢ $539 K £ Andrus £ B B 6 5 RERIHOR



AR RERARNETRE

25RER

BT E BRIV > Ray Andrus$ #3 Andrus i
FE HFREE 5 4e(E HA IR F E# % Ray AndrusHy
R i E SRS E R EN - 1M H 4 Andrus
A G A RBEERINE - W& EERHE
Andrus i A HFHE B R - HEFEEREEHERE
i > Nl REMAAS A ECENEFEHAEE
AndrusfHRf > Z Andrus5HMVE SRR EME T LR F
THERMEIER  FEANBZARBANLDELEZFE © Ray
Andrusiy 55 8] )04 F3H > ERERESEIPENERS
DIAE(E N H AR 215 DU A FEHE - 0 5 ABLF
i —ZMAZER - TEMEEMAERH > FHitE
AndrusfR T HERE B R 240 » JREARIFER™ -

Ray Andrus EafFadl By » AR ZEHY 2 8K AR &8 i 15091 5
5 BREHZBHHRHE AndrusH B B E K EEEIR
M RE 0 o SNt > S5 RO B 3RIERE Y 2858 B % Andrus
REFERY > HHE @ fES = ARGEE (H£FH) #
R HEXRGEEREEREANEEHE (M) i
MHEEAERE  BaENEEME™ - mhaiEryws

0 XAndrusfir FER % FRTMR S e
Ray AndrusiE w & & (id.) -

148 1. at 715.

14914, at 715-16.

150 7d. at 716.

151Id.

152 14, (citing: Randolph, 547 U.S. at 126).

s 0 N E (IR

wy
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ﬁljg-iﬂaﬁ@m?fﬁﬁ/?aﬁg 2275
EANEBEE - RBEENEE 2EHEEFEF=-AAE
PEPR AV B ZAR IR - i35 ?%%?*@E@m%%%%%}%ﬁq > HI|
WNEBRE % 5 = N R A 2 B R - BRI A s A
(5 7£ Randolph #[ i - 36 5 H 00 A 75+ & B& 02 B8 R HA 57
ZHREET » FELAFHAE R e 2 G EE - Bt
WEEZRENZER T ST 2ENYE BEIAERS
RS RLMATRE 1 - WA IWEA R SRS 28N > $0k
ANEEAHEEE=NEHRERE > 7l T~ &5
7E LEHMVEANE (FEZBELD) IBVMEAEHRE=A
PRI ZAETORE - EBAIE
%+%§2@L§ﬁ;‘ﬂ%%ﬁ CRAREZAT > bR
BB R 22 E EBAS Y 5 = N[ B - {EmEa Y =
B fe (] T M IS B 6 [ 1Y 2R 4510758 o RN > HoAthOA B R B
FEANFBERERFE BT > Al RS PR ERS
ZRIE AN 2R EREHZERSEANERA

153 14. at 717 (citing: Rodriguez, 497 U.S. at 188; Kimoana, 383 F.3d at 1222
(“[W]here an officer is presented with ambiguous facts related to
authority, he or she has a duty to investigate further before relying on the
consent.”).

154 14, (citing: Matlock, 415 U.S. at 171).

155 14. (citing: Randolph, 547 U.S. at 111-12).

156 14, (citing: Block, 590 F.2d at 541; United States v. Salinas-Cano, 959
F.2d 861, 865 (10th Cir. 1992)).

157 Id. (citing: Salinas-Cano, 959 F.2d at 865-66).

158 14. (citing: United States v. Brooks, 427 F.3d 1246, 1249-53 (10th Cir.
2005); United States v. Tucker, 305 F.3d 1193, 1202 (10th Cir. 2002);
United States v. Carey, 172 F.3d 1268, 1276 (10th Cir. 1999)).



EMFAEEREARETRME

TEEHEBEAAIAR o o HMEREHY AR i 8 S
PL#E R 7 % > ML E BB - —fkER > fAkid
E NEREAHNSZENE > BEELEWEEAN (F5F) A

FEEHNAEEFRE - iR E M A s =e  fET B
FHE > 2RI ERENET T g, 0 DUE
%@EFK&Z%%\  REHTESHEBALIARE?  RiE

BEES " L, HEAHENREERS (E&XS
DU) RIZRERS " B8, > BE—fYEE FEE R E
THECHEENEKES " L8, - WA IR
HEHGHE A A FJ:fEJ HYThAE » {H 2 % 5 A B8 B A4
BERIIE™® - JEIL > T4 h% = 4 PF%QJF'DEJE'\ o B4 E_
ﬁ%Aﬁméﬁi’ iz s r&?%a T A
e I —fE > MHEFEERT WAERY DR - RaEs
RAE @ s o ) b S o I IR R AL Y 2 A 3t

159 Jd. (“[O]ther courts have, ... analyzed third party authority to consent to
the search of a home computer, focusing on ... where it is unclear from a
visual inspection of the outside of the computer whether the computer’s
owner has manifested a subjective expectation of privacy in the computer
or its data.”).

160 /4. at 718 (citing: United States v. Aaron, 33 Fed. Appx. 180, 184 (6th Cir.
2006) (unpublished); Trulock, 275 F.3d at 403).

161 Jd. (citing: United States v. Gourde, 440 F.3d 1065, 1077 (9th Cir. 2006)
(en banc) (Kleinfeld, J., dissenting); Salinas-Cano, 959 F.2d at 864).

162 14, (citing: Block, 590 F.2d at 537).

16374, at 718-19.

164 1d. at 719 (citing: Trulock, 275 F.3d at 398, 403; Morgan, 435 F.3d. at
663; Aaron, 33 Fed. Appx. at 184).

165 Id.
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I~ MR ERERZHEEREAR - @E gl el RH
PEFRe - 7 » EE - ANCKAMS G LI - 124
B B B o i 2Ky RIME RS e R L & g
EBEN R R R EARER T -

A ZE > Andrus— X 09 & i fiz 12 Ray Andrus E’\]@\
55 MIEAFILEIE ¢ H % Andrus 7] DL E2 45 [H BE 3 2 A
B #oE A B K 55 R % Andrus B 7Y 28 RS HY %%EF’%
0 2% Andrustl )8 H 12 K LB AVETE » 8 4% Andrus
%ﬁfﬁ & #Z BRI R A B E B - T ERSREYH F

&l - R Ray Andrusfg 52 HE R H Al 22 RE 5 A 5 H 3%

B - EAZNARGRAVE > 6 L2 F 20y ih
BRI 0 AT € s £ Andrusepfe oot 0 @ RiE-
Ao B e b (719 S 7 0 AR E IRV R I O &
FURE Andrus{q DL B2 EBAGIL[E 2T - #ERIAVES » $UE
INCEFE SN EIEEa S ALk

A FERAREEEE ROR C IREBME AR E R E
T #UANBHIZEE Andrus B E T - BLEAM K E

166 Jd. (citing: Buckner, 473 F.3d. 555-56; Morgan, 435 F.3d at 663-64;
United States v. Smith, 27 F. Supp. 2d 1111, 1116 (C.D.IIL. 1998)).

167 14, at 719-20 (citing: Trulock, 275 F.3d at 403).

168 14, at 720.

169 Id.

704, (“[I]f the circumstances reasonably indicated Dr. Andrus had mutual
use of or control over the computer, the officers were under no obligation
to ask clarifying questions”).

. (“[TThis court must accept the factual findings of the district court
unless those findings are clearly erroneous.”).



AR RERARNETRE

> HZE AT B4 - #9585 H H % AndrusS2 {5 - 111
bandrus@kc.rr.com 2 {[& & {5 #8 # FH 2K A7 5 2 0 5 4 1
aEfft » ZAndrus®] DLEH A H Ray AndrusfY 5[ > PR &
NAJ{E FEN—ZEHE A FER - ZEMAMNENRS
By R E R B L Y ARRE Y2 Eﬁﬁ RE R KRB
(55 =% Andrusilf R 22 B H 6 (60 FH B il RERR - B35 8 3%
EIGES > ZAndrusHAH B B A BERARE —&F - i
CHTREPEANEERFNBCFECHE AT AE
B5 178 o %é’l\ » B ZARay Andrus B4 A H] R R[5 B AL HY A
WL R EMSE B RES 2 EE  HE—FEE Y
%’F%ﬁ%@; i BB T LELE - AIREBERIEE
g SRS EAH G Z Andrus 2 E A EH & 2
— BERBER -
3.McKAYEEMTRER
HEFENE  ALEMKAYEERZPEAEER
Hi5H - LU B RN B RPENBZBHNBNES
BRI RE - HEEE > HENSEANBREREA
RENIEEHIEME e ZHREREBEEE > #k
NEBLUEMESE = ANFEE - 5 #R R mE5 Zmox
ot o HZEERCRBERAEIREM R - S 80E R E i
BEERSEE R T ARs ) o [HERARE SRR E A E B 5 A

72 14. at 720-21.

173 14. at 721.

74 14, at 721-22.

75 1d. at 722 (McKAY, J., dissenting).
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RN - HEY I EEREEEER - MEE i Ay
£ Al NER W ESHE O T E S H BN RE
AR e o st P 8 A EnCase i3 J51 Y # 5% 48 Bl A]
S FE L B TU B R IRE  EIEY
HAOMBEARE T8, > AMUERERAE T#H L, o BIAE
o BAEWE > AT LRI B2 i RE S
AL

B $UE AN B AR P4 H EnCase 5 DL A7 25 15 7Y
TheE » A A BB B AEE > 2EH¥
R R i A o AR FR DR A R A (T o FE BT A
Ry o 201 [0 # s N = B A S B AR R FH P & afl e -
% 808 S Rl EUE A B G R [ % Andrus£E H1AH B 25 A& Y
MGk ~ R EEAEEREEHRS - H X BE
Andrusilfi A & 8 HAT A - PZEGIRER - Al [F I 7R 215 A
fir /" Ray Andrusfy/NG5 AN » BERFR] DA & 48 5 A A 1
AR EEHYRE A 5 1% (ambiguous situation) - < ARfgET® -
SLH - BUE AN BTEREKAHRER 2 2EEEHE K
i - TREDEZAM T Andrus HA S F5HH - B 45 4 ARay
Andrus 5 [E] 5 8 » DR E B EZER - BE0EA
B2 M3 Andrus /2 & {E FH3Z E S - A fERay Andrushy

176 14, at 722-23 (McKAY, J., dissenting).
7714, at 723 (McKAY, J., dissenting).
178 1d. at 723-24 (McKAY, J., dissenting).
79 1d. at 724 (McKAY, I., dissenting).



AR RERARNETRE

FHE  ZFEEA S E  EAndrust £ [F B

EHS (HEE&E) > MPoE AN B AR A HKH
fEKFLE > TYARERSNEME AL RE
Andrus ¥ [7) TR B EE RSV EK Lfﬂiﬁir%‘
#h e LG E & 7ABUE N B 5EE Andrusig2 & H E R
ERAVFER - LLobh - BRE ARG ﬁtﬁﬂ%f%ﬂ}_%
Andrus—[5] Z f A &G E A - MEEE MR R - &R
Bt EAEERERMEIEEER - & AAV40 5% 3
AR EME BRI & s e Em R S
FRERFEEEROBEWIEE  HILEERE DA
BI{E FH EnCasefi 5 » WA & LAZ B E L2

AN o (RIBHEHEREFENIES] - WA N BIERED

BHEME - LEM 0 K EnCase B0 DLk AS i 1 % E%E’th
Mo NEMEEMZREEE > I 24 RHFHA 2
FEIRD NGRS A RBEE S HA O HlE- KA E L
HMOS AR @Y P RN Rk AR
HEMEA > EACKHBHEMOEZHRMEH
LIEHEE > BHHFARZGGEBIL N HME > HEAE
TEZ R M EN R E S oI EE ™ -

180 Id.

181 Id.

182 14, at 724-25 (McKAY, J., dissenting).

183 1d. at 725 (McKAY, 1., dissenting) (citing: Rodriguez, 497 U.S. at 188;
Kimoana, 383 F.3d at 1222).

184 Id.

267 6—




—268

20214F4

T - rs@ It ks 2278

B2~ 5TRE | RERBEREAVER

ST AR BIESIERE

B F R RO - B AR E R E AL
T SRS o [RIL - (435 BA e T R R
SRR CPIEE-S: EOE- 2 ~&@mﬂﬁ&%ﬁ$%
W A - BET TESAREER OB
RERIE  E= A T mﬁJMA%ﬂm%%
A B -
(—)ELFHEIR

AR £ R U R - (5 R S R R A
ST~ MO EHERR 1 80t - SEEIRER Y E ST
DU SE b — RERR A AT » DU F AT AR B fT (317 o B3I 7T

CH S ZAMERE - S EELEBHEARE - S
o U 22 A+t R E 2K
TERREOSEDERE ERRE - iR BER 205
RIS - (SRR © M 4k [E 2 ARG REPR  JRBI 130
FRNEZHER - Bt FEF TFHELE R, o
FEAE - HHEERR TME, TRIOER - iR
IR T E SRR .

185 Kd\ﬂ f\ . _ ( )

186 2 + Jng it Matlock 2|4 ( Matlock, 415 U.S. at 171,n.7) o

187 4 % ) 4o ’rFernandeZ« A (Fernandez, 571 U.S. at298) o

188; ffévutmifﬁl‘t‘{rfbﬂ;'*ﬂ?"fgl mé;{ E);;J—;;«Jf p;.,fé’!r—%‘]lj\



AR RERARNETRE

B Rt Eph - REZNAEE » HEMNZES
T WEE P OARSGR By ¢ HEEREIR B RE IR A B AR
(&) o FEH (AR — 1 3L [E R PR B AR 1T (E MR By > AR dEE A 40
[ BE M 1 PRAR AR TN RV B Lol - EE AR B SFE - £
B (EARREE ) HESZR R e Z R A ~ PRk E
PREVIERIRE > S50 &5 B 2 HoAh S W 2R A - 2
P ToRIE Ay TR B o EIR BN R A I
[REFTEREREE > B S0 HZ 2 EHRE > A ZM
NEZENRE A EWEESEN "8, WE -8
- FEEREIRE B ARG LE B E A~ f T AR
(EE SR - A (RRERER) QG USSR
TTEEMHERER - fr i E0HA " RER S, » BEHE
s s 8 5E T HRE ) EHAZER - YRR FIER
fr i AE TR R 2 Bl BRy A S 4 A2 H ORI
F T PEETS

Pl o T T MRRB AR AR R AR
FenpE iR PR AR E L (R TR o
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