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Abstract

With the advance in Internet technology, nowadays people deeply rely on the
Internet in their daily lives. However, due to the immediacy, convenience,
interoperability and concealment of the Internet characteristics, the development of
criminal behaviors and methods become more diverse and updated. Drug traffickers, no
matter in domestic or abroad, all know utilizing the Internet is a much faster and more
convenient channel for drug trafficking. Indeed, after the outbreak of the COVID-19
epidemic, owing to many jurisdictions has implementing many control measures, the
ways of drug trafficking are changed to carried by sea, air or fishing boats. In order to
not be arrested, those drug addicts also transform the way of getting drugs by ordering
online home delivery and using drugs in private places. Apparently, the trend of
domestic Internet drug trafficking will continually increase in the future. The main
purpose of this research is to explore the criminal methods, criminal process and police
investigation experience of Internet drug trafficking; furthermore, to put forward
relevant suggestions and provide the findings as references for governments to formulate
criminal policies and crime prevention.

The methodology of this research adopts the "secondary data analysis method",
"in-depth interview method" and "focus group discuss method". To start with
analyzing the verdicts of the Taiwan Taichung District Court in 2020 on Internet drug
trafficking with secondary data analysis method to understand the criminal modes and
process of Internet drug trafficking. Next, conducted in-depth interviews with five
front-line investigators, and five prisoners in Taichung Prison now who had experience
in Internet drug trafficking and voluntarily participated in the interviews. Moreover, to
invite anti-drug crime experts and policymakers with a total of five people to launch a
focus group discussion. It then concluded the predicaments and recommend strategies
faced by the investigators by scrutinizing and analyzing the data about Internet drug
trafficking.

There are four findings of this research. To begin with, the structure of Internet
drug trafficking is systematic. In other words, there are various platforms for drug deals,
including online forums, games, social software, and communication software. Then, the
most common transaction drugs are Amphetamine, Ketamine and emerging drugs with
the cover of the coffee packets. Furthermore, there is no day and night for drug
traffickers and the location of the drug transaction is usually decided by buyers. Finally,



to circumvent the pursuit from law enforcement, the drug trafficker group members
adopt single-line contact and regularly replace work phones, vehicles, drug warehouses
storage locations, and apply face-to-face delivery process with video records.

In conclusion, the result of this research does shed the light on that it is necessary
to enact a specific law on the technological investigation as soon as possible to enhance
the detection ability of law enforcement. Besides, the Digital Development
Department, which belongs to Executive Yuan, should integrate relevant departments
immediately to achieve effective control of the Internet, software, and game industries as
well as stipulate the action plan for anti- Internet drug trafficking and reward plans to
accelerate police investigation techniques and promote international cooperation., etc.
Overall, the crux of the matter of effectively deterring Internet drug trafficking is to
propose investigation and prevention strategies in line with the current situation, like the
aforesaid practices in order to protect the citizens' lives, assets and safety.

Keywords: Internet drug trafficking, New psychoactive substance, Technological
investigation, Crime pattern, Investigation predicament
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Fon 5 0] fE G ELEEINE MY - eBay ~ su SR DAIERHY T R T EE
Halks (Oteo Pérez etal., 2016 ) -
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PEHIUSEAE iR BRI - B A WIEUFRUE T R T BRI PhEk - 4958 B
B B g L I E R (L T 2&([E (B34 (The Pompidou Group, 2013) :

(—) IERAE BREE N HE B (A B Ly — T B A AR Y T = - s 2
Pt 7SR BIRSE » 6 A SZIRp AN 2= IR - e 75 s ss e 4
ERE A RER (i - g8 s Bt A A 5 st A BAh

(=) rAyERE A SR o Ry A R B (38 =TT i Ei = (s - S M EaRE
{E AFIERG 2 RSO - B S EEME LA E -

(=) %2 — (EREr S ERHSRONT - WEREEAAERECR T B EAZ YR ket
WOEEREG AT > I HER G R U R -

AR R RS R TR R B LRI S 1 4R S
B - (CRESE BB IREEY S E S AL S - BA R E FAEER
il - 4ps 2 FRE BTSSR T HE RV - A AlRe R B B Z YR SR
FHELZRENERYESIFERYIE (4297 - 475 ~ BrlE i n I EEEY) )
HRTE R - 49 FEEEERAE - X T S ENIHE B EIE - 1EEE )T UEmE
R 78 (SFmfchRFR) #AERE - fEE AT E Y B ry 4R L5
PR A > BB IELR FREIE Y B T ST BB R T e AEE R TR E
bR 7B o (H RS M AR - EEM M S YRR - RTE R
B s ™ (Oteo Pérez et al., 2016)

(—) HZ4g (Dark net markets )

At ] LU 7> Ry R AEs (Surface web) ~ 24 (Deep web) feiiE4d (Dark net
markets ) » FIRAEESAERUERATZ S [HVER 7 > BB E AR =215 55 - §140 Google »
Firefox Jz Bing % - {HZ2 HEFHEER S [BaE5R 5 | U2 Al RS E Y —/ NEB 7

(Beshiri & Susuri, 2019) - [MZAEANZ A S B EAS th IS [R5 - R
B R BT B RS - RS ERTT ~ R EERIESES - B REE Y —/ N > 18
HHRERASOE - HEHEEs REE AR - B RO RREER AR RS (The
Onion Router, Tor) -~ [EI24451+2 (Invisible Internet Project, 12P) ~ E 348 ( Freenet)
%o HAE(Fr B H IR 2R - (HE B AEAM (anonymity) (FH#TT » 2109) -
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42— (B4R L5 G AR AR R BT —E - WA R ER 7 FEAR

HEIR AR AR - INE A S " R4S, (Surface web) = " iAHBH4EES
(Clear web) FH[EJHVSMEAEEE - 40 eBay fISE ik (Amazon) Frits » BT

s IRy I ZN ELi o A BLERS - BEAEA — R e A AR 2 e (e ARk -
N5 IR — 25 e 2 B B HY 3RS - (A2 S E ARk es I & - 12
Lo FERE A2 EARS (Judith Aldridge & Décary-Hétu, 2016 ) -

IEAE TSR TR EEin X o —HBE A TETOR BB E IR ARy
R AL B A4 Y BB - B A E 2 Ry U R 1 2 B 4 & i A i i A A
Web BB 535 » IEAE S AafE I EEEGEIR - Flal © Tor BB 25— &5 SRES 4L
AR5 2 Y B A IS et A s e V(i B (Mounteney etal., 2016) - jEtb AR
FfHs - H I RRAY RN e el 1 ke EEHY IP (L& 5 5o S
BERININE EREE R s BIANEER AR - IR ENR S AR TGS
Z RN (S - S 2 B2 —EET I G4 £ AN EIRA%EY) - BfE
Kk ~ ZAERLJEEFET] ~ - RINFEEY)HIE J745% (Christin, 2014) - fEI%4E F
BB S IR ERY eBay - & ITE R EIR - HpgamN AR A EARSER
BERBIEFRIEN T B ER HomiB BB e - B2 FIEstE 290
4 EE R E =T EE RS S et BN S =TT B S E R
o BREEX B DUBR IR B LR (RILEREET S G ER A0 - H
HEE R G A e Ay S REDRE. (Aldridge & DécaryHétu,
2014 ; UNODC, 2020b) - i=fHE 7 /52 > 48 RV 5 P25 R n] il & A [EH
RNERIRE R - BR AESE I LI E M AR AR — 25 WE

(Christin, 2014) - BEAET e | HFIeFE LR LSRR TR - flaeE

THELE ~ HasMaEan (Aldridge & Décary-Hétu, 2014 ) - W7 RURIEE NI T 1
FEFFEME R (Buxton & Bingham, 2015) - i &3 o] LIfEREAERIEERCE, > Al HL AT LA
SV E BRI » DUAERS4EAC 7y LS T oA s %
A IR S E e A i S S ERYAY AT e R R D » G B AT DUERS
HRKHEIFEE R Mt (Barrattetal., 2014) -

et AY L ATIRE YR A 68% Ry Fgam » Eor 30% K A ~ 18% K r Al feAL
BB ~ 15% R BN ~ 8% /55 73 (UNODC, 2020b) - & COVID-19 ¥ 151G

1THF - &U7E 2019 FEER ] 2020 4] - FHEUNELE LT EATTELRIBIR - B &

/4
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EHES ~ RSV S HUERSIR E % | i [F]— ] - I s an Ty L Y -
{54 2019 47 12 A - 545 EAEY 4,154 THEEYRUEINE © ME T 2020 4F 4
AIE - EEEFTTE] 24,719 - REATRI T 6 % o Hp o A GEE 224% 0 K
% 555% » g 5 B 100096 ( Binder, 2020) -

BN BB B0 (HRB, 2018) Fon g Husfe iR 4H 451 TR AR B
M EAGHETMS - AAEFAN 1 - ERELUEHE BRESEARETS 2
fEffEAME 3 ~ TRt 7 —(EEAvERss (e o] LU & — RSP S E I
VR B T S E i E K I I H AR A SR S R AR R R

(=) FH4EE& ™S (Surface web markets )

HAHERR BV R - WP EBMIVE 5 - (A MLERNEETR K NiwmEdaE
BEE(LHVIRAEEY) - 1B R R 54 FEHUB EE R EE %
b (INTERPOL, 2018) -

PRSI E0R & AT (TERBEDSA2) e EE AU S E -
B RRRHRE S E T R aE (EZERRIS AR L) - T Hafth e A2E 1k
HEEEE  BRUNRINE  Fin R G FRH I R EIRYEME - 2MR IRk
T - RS TSR AEES T EOARHR S (HerbalExpress) | RoR " AIRRE G
EATRIR ~ EENZ IR e EE A AN AL R A 4R IS E DA R B TR
HEE N BE AR R A ARG G AR BRI E S S B RIR L 2, - WEEED
FEELFEAVEE RS A (Tom Wainwright » SREREEE » 2019) -

WHFC SR AL AR i E M T DUE M I FI 7 IRE ¢ 1 - AR 3T
i s 2~ EAAER BIEH 3~ HIJT RE TR AL S5 (The Pompidou Group,
2013) - H 2000 AR ISR - ZIEMTFTEHRER T R HE Y E R4 EALRE
Rz 4EEs FavpG/EikE (Brunoetal, 2013) -

TEFLELFNUT » 48 L s #H & RIBIZR AR E S LR R L K S T G4
Figo sSREARERVRIESEE - B 2000 FRFILK - 48 FEELSEERFTEA - fit
BIOMEN 22 A i 4% — TS 5 B b T B SR AR s IR E Y59k
ERRE I S BRI - (BB X R s BT

“HIEE -
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(=) B (Social media)

RS B SR A2 O B A E ARy - EFEHAC s uhRE TR
AIFTAR S SR ~ R A6 ~ S am A Em B 4t ~ o am AR PR AU AT+ 280 (Thanki
& Frederick, 2016) - fHAFELAGHY S REREURICE T 5 2Nt S5 =2 B 2 MRy A
Bl o tH LS EAEBSE BN - AR RS Bt - Dl R E R e
TRy ~ GUIRAIE F $ S0 DU B inambE (Thaikla & Angkurawaranon, 2020) - t18%
#ae i e st iE T vEdE - P A DLE R D BRVSEY)E & - (RS
i ] DL T B AR LA BRIP40 o] DR AT AT i i B SRS, » BT SRR » FFER
NGt PR AR A 2 ARt A 4dp& fE I an (Duffy etal., 2008) -

MNAFTR] LU 8 5 TR AR BB R ¢ Google Play A1 Apple Hy App < FH s 5
TNEGHACIES App > — S XC IS & (T R BRI L R AT = BLEA Y = 2 R
HIEERE - 40 © Grindr App (fE3K 192 {EEHZ - #F 500 HA P ) - E{EEES T
LML BRI ERAS » B LS R TR Y - ROP R RN IR AEEY)

(Frederick, 2015) 3 £ Grindr b HAY(E N BRI A TIREA RS " GMTV | &
FHR - BEWEZANIEAEER ~ oZeiii &5 B G ORREEEAEEY)) ~M
izl ) ~ T (K3g) 2oV (EF) - i RS > Rt b
{5 T2 > o] DAss AR ATIE SR AV EEY) - s Al e i] g R 2 LB T U8 AR AR
BHYELIERS (Daly, 2015) - 559MFEL App JEFIREZ » 140 Wickr MIF2HANZH &
AR5HT WhatsApp TSN m ARV L - AIREERE T T 48 EAYHT 7=
225y, (New way of Online dealing) fn& 8 E AR » fEH T S ARG > 43 5
a5 o 2 LR (DRI 2 M) (Moyle etal., 2019) -

Thaikla & Angkurawaranon (2020 ) 4738 IR4EES A 2,282 (EIE A5 Al
Ji 7 EE AL R e » B 2,229 {[E 4K 55 {5 A Twitter ~ Facebook A1 Instagram - Demant
%A (2019) &b 7E LB 52 107 44 16 %2 45 ik (SIS 23.1 BR) Ay Bl
323535 Facebook ~ Instagram ~ Snapchat £{1 Facebook Messenger | Y5 HAC 5 G EFE
RS - ERMEZEERINE VG - FlIaEdEmE s S5 LAyERRRER - &
FHVE AR R & R R A FTR[E - Grimani A (2020) 1HFTEHL - 488855
TR U AR VRS T8 - Bgee - TENRS - B 5 E hiEkE
ERLER ~ BUrE HEFE - - Oksanen T A (2021) WHFT3EEIAIPEDIS 15 &

O

d

K
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25 BRHE /DA > B HL 1,212 #4 - WEZEEEER 2%y 2B T dE g E S - H
TT%AM BRI si E 2n

AR R 2B B B E G - A EHEERES%5 (Thaikla &
Angkurawaranon, 2020) - EEEAILE > ARG AT LIRS L EEE S, - (HIg A mmHYACHA
S LAY BRERE T - WIS IR S B I HIZC 5 © 28T > A RA (R
A AE BEIESE i T (E A (5 RE AT TR AT ZE A0 B M DU ¢ LB REAG P 2B (58 I 175
R D EEYEE SR S (Tanki & Frederick, 2016 ) -

(PU) ZAE4arsrEREAY T (A multiplicity of interconnected marketplaces )

N R SRS RSy S8 - 455 7 RS PHSCRio AT SR LRSS - HER 7 —{EE#E - B
HER - B~ £EEFIEEARMRE TS EBRENEEURE PR
SRS Z a2 (The Pompidou Group, 2013) -

A b LRI T 53 R R AT BT ~ 2BERITSAIRTARR - Buxton
1 Bingham (2015) ForN Rl KRS THIGHYIRTE ~ MBS AR I S A
PR T R K - IS TSR AT AR SR AT - ABSHRME T —(EAE I
T = BRER it i35 » AR E AR AR PR 48 S5 e A0 S 5 (50 P ARV flg DRE 453882
P& AR ARy BB MR AIO TR BT R B R BRI 7 — 25 e DU B 5
MHEEHVVELEESS - FMRE PRIV A E 5 - BRI P BV
PARBEAAAE G5 HEE )] (Aldridge & Décary-Hétu, 2014) -

MR R SR - NIASUSRARE HaEiier - 1 T BRMS  FIRINEE T
a2 ) B E B DIAIE Amazon ~ eBay EJE R
AT EEE - WEREUII R EEEELR R B2 s - 51 T Alphabay | F2HE S 237
I G SRR - IR L A& B e IR - SAR(LAY S S Bk s i
TESEIZC 5y (Ft » 2019) -

MRS (e AHE T 7 on ~ BRI MBI AV - MpSE nEtE o ARG S
MEYE ~ T BREEY AR A S RO - HERFELAS TR At BN B mTE - ARIBIEM
FEFraliE s R S - DM A B S =35 %EY) (Mounteney et al., 2016) -
ARSI T TS EHEE 55 5 - R AEm TS e RS
5 0 RHEAE AT RSO R G S BB IR E B LS & - IEYh - A
TR T RHVITE T REay 7= - (HEthE I E T LR Z MARG - A E

63



x o WA e BT - FEERE AR SAE IR T Rl B A [RI R B 24
BT B A EEE R ARG TR EABENEEE A S E > DU D4R
ZEfEH USRI -

WFEEsRaR L isaHyaT Bl s USR] - WS A BN R IE AR ST - F
N RE G R B an BRI H 22 S BHER th DUy BRI PR RAY R AL EE AT A A SR
HEEHEEPIERACAHIEZEATSE (The Pompidou Group, 2013) - &% i o] LIfE
IS Z e (EREDT) WE I gEtEirm - NRBEERE AR
ARBMMS0 (A EEE - EEEsEE (S - @ B I B
(AR PR A -

A~ U EER

AP IUIRRERIPRAE L H AR I SRR - R TR e — R

& - HEIUIRE 1y BB E - B - (HENENE MSEMIUIRRE S T b E R -
eEE Z AEEE - PR BUDIREE 2 NEEEZ A A0 2Bk - SEEIUIEZ IR
B PREETT R AZEE S S LGRS - GRS MR 51 2 R PR (A e PRI
FERMESE N THAAE N RIBEEFE—EIEE - & EREst > BEhe
HEACIR b A B Mt » TR 2 $EnE 2 AR B M B H » (HE N BTG B —
B ZEEGER > Alp AR R (R e B e H 2= M 2 AN nE A 5 E— S B - T
SN AR SRS S RE A AER T A EREHEE AN SrVEE - HiEE
AR L AER IR RGN - A P SERC AY BRI £ (T S B 8 P fR AR 4 Rs  BRAE (A T T
48 T HAERR B AR LB R LIE XTI E R S WS - (E A SRS
A —E B AT R - MRS T A O UIRE ARSI E - 1
HAEAE E > RERIUIRAEE AT THEE IR EE (BRE - 2018) -

ZEHRHERUREEFZESFREE - SHTeEE (TS
F) CEBERER - NEERF/AERTEREEERA - TEBURTFERNES

EE S S REFERILERIUT AT BEPE TR

U s s ka2 > 494k https://www.tph.moj.gov.tw/4421/4447/756121/756174/post -
A HE - 2021 9 H 21 H -
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(—) WHRERGESE (WL BOR -

(=) 7Bt ~ 35 FOHBER T (WH5E) PR BRI RL - B E s - s
fape 2 TORE - BB SRR Z AT ~ V107 > 6 TR ZS0R - DUREEERS -
(=) hnss#tvE N SRS - BaT ~ A S R R EE R > DU IEEE S

(9) WHFEEN SNSRI R Z =B > I BB (IR R IR ZE AR I LAY & G - 2
VLWTFEERLE ©

(L) NRBEEE - DU RS R s & 2 Pk R (e i s
IEE#RE » DURUSE -

EESEREERABUFET L ARG SIS REBAIREFE A
SIS - BE LA - BREES - ERERERAGEGERS - LAEIRTE X
Rl e > FAEIL - 30 BkE - 2 26 Sl - BAERACES 8 IRt iR
FIR BRI - B IR

(—) BEXRBIE AR 2 BRI

BT (TR SRkt RAae L Bk - (e TP IR A
T (ITEHERE) WS E R - BE AR AR, « fsN B RF
TEF ARG Z s N B » WIERERE AR S Bk R AN E S WA
b2 5 E B LAFI R AT -

(=) BIRTTHEET CEMER Z &k

B s RER SN TR HRiE NS 2 TEEE - ANE
FEREREEZMEANER - BB L o A\ EEHEE R A BE% - I EIMERH
B AR - A AR OB ~ R S (2 BRE N E S W IR R EA
BE L NEE - 75 TG A S e Z A s B IR TIRE - (RIFEREERE
ZEMBRER -

(=) 2 EELEREZ AN &R

EEFmE R EESE 2R 22 [@iieE 2 B AR SR Z S skE

THEN R ABAERETE > SHiteB i kEE N R ETEEE S I

Bl 0

12 Es e tead == 4ghL https://lwww.tph.moj.gov.tw/4421/4447/4465/756104/post - &5
sHE 2021 7T HTH -
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FrERAERA B A\ L 2 S (S 40 A8 R PI5R e NEEAE R TS E {2 2
Fan SR BT - WAB RS RS RS A\ O TE R B N B E iy 2 18
R seh o tEEEAEREEDR RS R R R B R R A LR - DU
[& RIREAUTRAES R RS -
(P9 fgi R amat e i A s s 22 i

H AT B B i ERaiG 2 e B S A R B LAY R » (B 8 SRS A E
B0 e REFETAERRR B R HE TR A B 2 R8N - 0 - {ELAID ~ Hi4&
A~ 471D ~ BREH - BERACHRTE © EEAFIEEEMTSRNY P mFRaCsk - RIE
REACA TENAEE N ZEHUE RS 2 SO 8RB0k - BHDAPTSRITE) LA 1P @il &
AR e A Y N g v 2 ) 1| 1 M =
(1) HAmE Y2 BReE

Pr EBIfTEIEEE 2 Hh - (B4 2 B R Rk S - SO Elm (T - 22 - i
NS H Bhas i N < s RS SGE KL INA Il R s USRS B L B
WA PRES/ NHTR T A R R 2 s i S B R TR PGS - SR BT 25888 -

EE AT R R - AR NYIEE”
(—) B5haeps B AIIIE - EEhEa K BN NE B A (R e IED SR 204 - 1Rt
MHEAEER T - AT EEEE -
() BEYRES - B Gl AMRE - fRFHREREE
(=) W ARVHERIUSE . 5 BT -
(9) WHEErTHIERUIEE SR - JREEBFEDGE - FRBNIMEFEE - H[F]
FTEEGE RS R ER R IE -
(7)) BHREEER - ML SRR - B AR S ZHEUTEE - REAE
BHEMEEER - ST E2RIEY  EEARKE - RREFARTHE - 0L
FEUCETIIT » FIRF R BRI < SR TS - T RR SRR A=
FAthZEZt%RE - &
(X)) SRR HERIUSERERE R » RIS N R G e 2B R s Rl - A7
HEISEIEEE LR 5% 9 (LIhRE - AE R R ERAE - FR ALY EME

BB o 48tk
https://www.mjib.gov.tw/EditPage/?PagelD=60306028-2aaf-47ca-9c42-eb537b4749bc - A6
HER: 2021 £ 7H7H -
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T RN IERS TR IUTE - (R IR S BBUATRRE - 1T EIA L) > SGASEIEIE
BE - WBHERIEIRHE - DHTERREIMESE -
() WSS SR AR - TR AR B s 2 2~ I~ Ra -
) WhBhARE ~ s E T RS B I ae ) 2 A~ =~ IR~ Bt
Tt AR - ARt -

BRI 199 £ 7 HiEgw T (HESE ) UEEHEEERILIE - 7Y 2006

F 4 BRQIRSOEIEN G L o BNESER L ERETRA - (GRS - FHEE
BFEIVEIR (RBRAEEES AR ~ JallE ~ @l B0 U ST s
= (RIERAERHSEER,) - [F4 8 A Bl E s (RKmFEA » 2010) -
TSR ERAER - B N HIEE"

(—) PEEGN - (5 -~ WEREU IR T E -

(=) BAriEasasiiiy ~ sefigasts 25T ~ 52 ~ =M -

(=) WBHEER ~ R R SOUTEE A -

(MU) SZEREA ~ FPAMIZEEG RS A ~ S T AF -

(11) HrEREAERRS R Z b 5T s 5 -

(73) FSRET ~ B 2 &l e e -

() MSEREGRIREbT TR R EEISR -

(V) HAARERH e S S -

HEELFAEFEEREE AL BEIBERFILTEEE HEEET
& DIHRERIRAS MR a R I I TER > - A EERRERE ST - I
&SR EEEHEEREKREA I FRIPIRERR - BFE W TFIEE (BRZLN -
2017) :

(—) EHSEEEREREIUI R -
(=) HEARMSEEENRBESIREAIZE 0 -

(=) RIS EPAER RS -
(PU) FIEE A B s Sk 0 -

YOS o 4Etk
https://cib.npa.gov.tw/ch/App/artwebsite/view?module=artwebsiteandid=1432andserno=7b7b
86b0-99e7-4b01-8425-57fe61576852 - Az HHA : 2021 7 H 7 H -
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(1) FISER AR (E 35 s s id 2 A B

P2 (2005) FoREGIUTRBAERIUTRA RIARIA A FERVRHE - — T RAA
H2EANASRNERE = —H—0UFR = - TTREAGZEERAR I
ABFERAAE SO T —TIUSE - malths M E 2 R L TR R A B L IR R A & A

A E Ry S IR TREA AR - (HE 0T

(—) SRILEK * EEIEIERARZAR L EGIUIRE AR RZACRZAHE - BfE
HEAN B EFHERE - RERFWBRURT R AEE - HIdpsjUgRzEf 2R
FACH > TRELMEE A8 FEEHRAIEEHRS - MHESEERRI G REMEE
ANEEHER EBTTRENEZ &N - Bt LEE (RIEERE) TR A 7A0
WE > LR UEIER T i UR ISR AR -

(=) A DEEIDIE R ARRE N - BRI - MRS EEMERE I

EIRERIUIRZ A ~ I~ it W)~ BERIE > HEREN 2 7 AR EHGUIRE
BIERSNE - HESIREH S - BB LA N DERIUTREM - R EE—
FEELFAIEH AR A ~ B~ VISR & R34S -

W

(=) BEHE - ERIUERALIPIFEEEA - I -9 F > BHREGR
TP HEREE - RS EERT ARV BRI ALE S I S (H AT SR - BRIGE
FREEHEME 2585 > H{EE R A S E E R REUHE > 25
HEE ~ s (B T B - BE RO ) « EINE RS R -

B (2012) DUMEZE A RRERIROE - DAALEAhEE 7 =0 th Rt 5 e
REETHE 4 AN R - ISR RS T EICZE O - AORARERE T 1R (0 - FEDAAEER RS
F R YIRS > IEESFIUSEE(EHZ 1P BIATHA IP BB dutHR & al - B TIR
SNEE ~ SRR BRI ENE Ry BINTFHRAVIEAS EL - 2R AR - AE
FEEANS > BEREHEE - HE RIS ARER S RS - IR R B RS EE T
St [EHEERRR > RFURTERENZTE > BB EgIURETE > T
Y AR RE NETEE T > B 5 o AEIUSRHEMHBIN HIIUSEZHEARFE - 2R
HRUEEEA —EEHERR - P10 (2B R EERBIUIRRLG - el TR E
ZEIEHBAANEEN AL IRESS - (CHEEGEETE - & 2IRIT - @p&aH1 50 (ID) £
W& ~ Fetzacsk ~ S AGFHGEL#: ~ RIS isk B TR ER - EIRRE G
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B EASESAHETAETHEE LR BBt - N SFHETM
EEEH - EHEETEAS  BETERER (FHEARE - BURENY) RS
VI 2 BR8 ~ Orfr ~ BRESE SR R BERRY  sEIR RO ~ il iR - BEE) o
ARG ZHI U IES v BB BOH 4R E AL TR 1T R e RO TR H Y - RS IUSE
AR R 2T b - SRS BRI - IREME - Bt - MAETREHERIE S
FRHE - $E3IETE (Cybercrime) FIFHEERSGHEEAG 2240 « ERNRIELEENAERS - (£
BRETCE HE S > FEEETERREA (BREH > 2018) -

RMEZE (2010) FrBEEWEPERHOES - +HEFIES - MRS EERE L & - JUIEEE
o8 o8 7 B I 22 P A B et 1 T SR DU A A 4 5 H Al o A w1
MEEIEEAR  EREEE 2 B ZHRCD (05 EYNE 2908 Uber
eats - Foodpanda %5 App I5i%) - HFiEsHES B s DIgERE IP & » IBERACER
KRB 22 2 B AR - FrA IS E A B FERrE S FIF T4
BEFT K BRI HETTIUIREE DR TR A BE A U AE RS A (2018 )
PR BRFEEETY 2018 4 3 F M BT HEIBUA R S 648 (Darknet) HRFEEE
HITEEGIE » ZEBRRE LR 5 58 2 BIEAC 5P (BitFinex) - ilf
BB T 4H 4% (Europol ) BEEAISEEE4H (European Cybercrime Center ) S ZE [ 17
B o (0 TS DT TR P SR T T 4 OB ERAERE4E RIS ARID - (e
PEAREER Bl EM 2 HE - BRIFERIEEERTT (ANEHMRAS (6 FH 916
%) -~ BINBHROE S HE - a1 COR$ERTRNE) ~ CEERREREEEE) S4B
(MBS EE (EAEBIEEREIIZ &1F) & JTREARUEITE M EIHES -

B M R AR R - Fflo A =] - EgmAEN T A E - RIOVEE
AP E 2B A - WA T EREEXAIMERERE EAIE AR SR SRR AR
B~ B R SR A BB B NE T ST - FrA RS B A R A AE
B N i AR > AR EI B R ARG AN (UNODC, 2021) - %7744
PEARFIUIEE4RIE Fy > WO SRRl (HRB, 2018) FmiR ] /% a4
I ~ 4B TR (S FH S5 P A S 4R S A L T 5 B PR R 4 S T T 5 ST TR 4R
JUSE > BRI BIRAA AR Z BERERIERE IR - RS IR 4748
AYEEEEE - BUE N BRI SR 3R R R R E S - [t Mre s i
PR PR B A B R REAER UIRAIRE /T - S5 EREIT (2019) BEEEIRE M & 4R 5
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WITEIIT > TRRITRBIEE ST > TEEER TN RS E ) &
"EREEANEES T o IEIREESEE - BONHE A BONAERE AU TR 08t
FAHRHE BRI S % ~ Tohdi S BUAR B I G F P EEREEEIR (GRR
2-3-1) -

* 2-3-1 BPRRETEREWETEINE

i ke 5 HH oo oE R U]k 2R KEH 7] WSM/Valhalla
2012/04 2013/10 2014/11 2017/07 2019/05
T8R4 ERTS GHRZE | DG4 E% 20| Alphabay WSM
Ry 27 ([ Hansa Valhalla
%
FEEF FE[H FE[H == Alphabay:3= ] WSM: 1]
Hansa: {&7 Valhalla: 2555
SHE] 5 farfd ~ EFfmth KE OROOFIEE ~ $8 | 2B ~ 0K ~ | WSMLTE ~ 35
| ST~ SriR A | SRR EE - | B B2
IR~ ZEIRE ~ | 1TLFEg
FIRR 4D ~ 17
Fasn ~ AR EE -
ik ~ 2B
oo~ PHEES
B ~ B
EE
EIEANE i EEEE | KB RAER | ERE R Alphabay: WSM:
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