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A Study on Application of
Knowledge Engineering to
Criminal Investigation — ATM
Hacking Theft Steal Case from
F Bank as Example

[-Long Lin" & Kun-Lin Wu™

Abstract

The criminal investigation of Taiwan’s criminal case is
based on the prosecutors of the Criminal Procedure Law as the
main body of criminal investigation, and the judicial police
(officials) are only positioned as auxiliary investigation agencies.
However, the current criminal methods brought about by the
advancement of information and communication technology
(ICT) are changeable and changeable. With the rapid changes,
investigators are always accepting the latest challenges and
thinking (the so-called: criminal technology and technology
criminalization); therefore, the “ICNIV modelling” approach is
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University (TTU); Founder, Association of Cyber Forensics Development
in Taiwan (ACFD); Retired Professor of Central Police University (CPU).
- Investigation Assistant, Criminal Police Brigade, Yilan County Police
Station; Master of Computer Science and Engineering, National Ilan

University.
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introduced to improve criminal investigation skills, effectiveness,
and legal literacy and the concepts of human rights, etc., have
their necessity and urgency.

On July 11, 2016, the first ATM theft in Taiwan’s financial
history, F Bank’s 20 branches and 51 ATMs were stolen by many
foreigners from July 9th to 11th. NT$832.776 million was stolen.
On the 7th day after the incident, the police announced that they
had solved the case. They arrested 3 suspects in Yilan County
and Taipei City respectively, and knew that there were 19 foreign
suspects who came to Taiwan, 16 of whom have absconded and
left the country (wanted). So far this case More than
NT$77,481,100 in stolen money has been recovered. Former
Commissioner of Police Chen Guoen said: “International
criminal syndicates have kicked the iron plate in Taiwan.”

Return to review the investigation process of this case, from
the investigation process of F Bank reporting, arresting the main
suspect, tracing accomplices, and taking stolen goods, using the
method of “ICNIV modelling’ to review and review the
investigation methods, techniques and procedures of the case one
by one the pros and cons will be used as the basis for criminal
investigation and handling of cases in the future. Therefore, this
article tries to establish the basic principles of criminal
investigation (ICNIV modelling) of “rationalization”, “scientization”,
“systematization” and “intellectualization”.

Therefore, this article uses the “Transnational theft of ATMs
in Bank F” as a case. After the incident, Bank F notified the
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police, until the main suspect, accomplices, and stolen money
were found, and then introduced the “Crime Investigation
Knowledge Project” proposed by the domestic scholar Professor
Lin I-long. The method and framework of ICNIV modelling
analyzes diversified and advanced emerging crime patterns and
methods.

Keywords: Crime Investigation, Knowledge Engineering, ICNIV
modelling, Hacker, ATM Transnational Theft
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