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The Future of Cybercrime and
Information Security — On Internet

Governance from Domain
Name Seizure

Yu-Feng (Harris) Chen’

Abstract

Cybercrime has become the most important type of crime at
this stage, from video streaming infringement, investment fraud
to child sexual exploitation, etc., all of which are widespread and
immediate violations of legal interests. However, from the
perspective of criminal investigation, the perpetrators of such
crimes, as well as the location of the website server used to
commit the crime, are often not located in our country. For
domain names used as criminal tools, the United States has
treated them with seizure and forfeiture, because the United
States has criminal jurisdiction that is unmatched by other
countries in all aspects of domain name management. However,
for domain names other than the .tw top-level domain, Taiwan’s

law enforcement agencies cannot follow the American model,

Prosecutor of Chiayi Prosecutor’s Office;, MBA of Institution of
Intellectual Property, National Chengchi University; former Fellow of
Berkman Klein Center for Internet and Society, Harvard University.
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but to invoke Article 133-1 of the Criminal Procedure Law to
apply to the court for domain name seizure warrant to disable
domain name resolution and restrict user’s access to unlawful
websites. Looking forward to the future, regarding cybercrime
and information security, the existing thinking should be changed
to: 1. Prevention is more important than investigation; 2.
Maintaining restraining of criminal law; 3. Making good use of
civil and criminal means; 4. Strengthening international
cooperation; 5. Strengthening internet governance can we

respond to various challenges from the virtual world in the future.

Keywords: Internet Governance, Domain Name System (DNS),
Domain Name Seizure, Disabling DNS Resolution,
DNS RPZ, Website Block Order
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HIEEERIEE R A40Z (Tim Berners-Lee ) B#-L7E19894F
3H12H » FEEONX F-W5e 0 (CERN) TAERY » BT
R m A S A n s E B4 - NEA R DIRE—
{E#gnhinfo.cern.ch. » FRZEEEAEM H CHI R FRIERK" -
It B KRR R " 2EREHMEL ) (World Wide Web )
AURIEAE H - fEBEDARE » &SRRV R 2 BT R 3
FE AP RS SR RE O o DL T 484 TE 440, (Domain
Name System, DNS) £ 284 - g B S Ay Efir &
afl o By N AR R B H AT - THIRL 2 20254F » 2 EKEE
FAEFRAAE RN FLITER A « A BB - LA/
NFEIGEE L - EAGTERM (PC ~ EELAER -
RS A SR T ) DARYIBE4 (1oT) % LAV
% > FFOlEE200ZB2 -

FILSEEEMETNS - MEHERCAR AEEEEN

VoA BMa RS (EANVE RS — B SRk BRI
+) dLagr ek ey B g - 3% LCERN, A Short History of the Web,
https://home.cern/science/computing/birth-web/short-history-web (last
visited: Oct. 10, 2021).

2 Steve Morgan, The 2020 Data Attack Surface Report, https://1¢7fab3im83
fSgqiow2qqgs2k-wpengine.netdna-ssl.com/wp-content/uploads/2020/12/
ArcserveDataReport2020.pdf (last visited: Oct. 2, 2021). ZB% "% | 1%
7, o
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EFH2,4745E° < BRILZ AN > (EREREIENT S - HEILIER

3 £ WA AR PR » 4 AFEDERAL BUREAU OF INVESTIGATION,
Internet Crime Complaint Center IC3, IC3 Mission Statement, https://
www.ic3.gov/Home/About (last visited: Oct. 22, 2021).

PP R AKETARML - WA 2HARAE 2020884 b ER
mra%A?J#VﬁEQPvnmwk»dﬁﬁ%%ﬁmo/i
THE UNITED STATES DEPARTMENT of JUSTICE, Department of
Justice Seizes $2.3 Million in Cryptocurrency Paid to the Ransomware
Extortionists Darkside, Department of Justice, June, 7, 2021, https:/www.
justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-
paid-ransomware-extortionists-darkside (last visited: Sept. 13, 2021).

5 2020 Internet Crime Report, https://www.ic3.gov/Media/PDF/Annual
Report/2020 IC3Report.pdf (last visited: Oct. 12, 2021).
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"HEEEIUSE , (Cybercrime) —GERYES - EE2FTFEE
NEIFY AR o MEUMEEEE (Council of Europe, COE) it
200111 H23 HAE A & i 2 2 2 " #p8 LSRN &Y
( Convention on Cybercrime ) 825 —ENEZR T » BN
NPT > S8 SRL TR0 8 S BL S A AH BE 2 A0
JETT s (Computer-related crime) o "ASZHRETERAHE
MM > WML T BRI, —ERE
cybercrime © ffii 4 4G p% A DL T 489K % FE ,  ( Domain
Name ) R AEBERT " MM L48 ) FTREEE - DUT Bttt
FEERE R - T 4Iats , —s sl T, Rz T4

© FEFE ST JIFEME S K- KR E AT K (Budapest
Convention) -
T mLEOBBTIRPEESAL A KA —— R T T HE R DY
( Convention on Cybercrime) | % In Our Sites/78y | 1 » & ¥ B
Bk 0 154287 0 201956 F » E95-105 - N4 K®F % A
Convention on Cybercrime, Budapest, Nov. 23, 2001, https://rm.coe.int/
1680081561 (last visited: May 5, 2022).
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B ATBUR 2 AR B R FE M - R T8I T 4EA
F# , (Internet Governance ) FY#EilE - " K )6H | —3
AmTiE TR EE T/E/N4H ,  ( Working Group on
Internet Governance, WGIG )  [t/N4A[RIE2003 F B & [
R EHNH & 5i& e ( World Summit on Information
Society, WSIS) HWN FIEEGmERN " HAIBETEE
= MARILS o K > WGIGTE20054FE6 H #FWGIG T
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Zoe 2 s ~ BEHNFIRERN - BURF ~ LS EFT - IRE T
oI PE4H 4R 1Y 7557 281 ( The international management
of the Internet should be multilateral, transparent and
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YGRS
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BRBHE

13 Building the Information Society: a global challenge in the new
Millennium, Declaration of Principles, World Summit of the Information
Society 2003, Dec. 12, 2003, https://www.itu.int/net/wsis/docs/geneva/official/
dop.html (last visited: Sept. 21, 2021).
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BRAGPRAE RSP kb 0y o3 Bie ~ 28 ] THAR A s 478 (gLTD )
ZHAVEH - DUSAREIMRES (root server) Z#f/EHL™ -

H i - ICANNE [T A [F Y THAR 4918 441 - ZHA[E
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oo @ o Beginner’s Guide to INTERNET PROTOCOL (IP)
ADDRESSES, ICANN, Mar. 4, 2011, https://www.icann.org/en/system/
files/files/ip-addresses-beginners-guide-04mar11-en.pdf (last visited: Oct.
2, 2021); How the Domain Name System (DNS) Works, VERISIGN,
2021, https://www.verisign.com/en_US/website-presence/online/how-dns-
works/index.xhtml (last visited: Oct. 2, 2021).

% . Welcome to ICANN!, https://www.icann.org/resources/pages/welcome-
2012-02-25-en (last visited: Oct. 23, 2021); &3¢ 5% » 2R asr Tt
By P EFRESNE L EE B 20168100 48
https://www.bnext.com.tw/article/41205/icann-domain ( f&x 4% # & A :
20214104298 ) ° ZMBATH E BB > 219984 o

6 Verisignt) + B ER A SR HRBERAMEPM24 (A
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B9 0 5B @3L . jobs ~ .govAr.eduTALR IR & 4 3% A 45 1E - B aFdeft
%18 RIDNSER A (MDNS) -~ »# X BB IR#% (Distributed Denial of
Service » DDoS ) B5 % » vA B 4835 & F R4 5 IR o VeriSigna: 8] 4&
2011 B4 £ £ B 4 £ £ % ) = Reston - What Does Verisign
Do?, VERISIGN, https://www.verisign.com/en_US/company-information/
index.xhtml (last visited: Oct. 2, 2021).
About PIR, the new, 2021, https://thenew.org/org-people/about-pir/ (last
visited: Oct. 22, 2021)/,\ 3] 48314575 £ B 4 & R 2= 1| = Reston °
18 GoDaddy#_p 2Tk * chst T3 p 84F > £ 220174 5 0k > T F
27,5008 £ Rt LA 3 17008 L 2 RIRRERL &R
“ Scottsdale - % J, History & Milestones, GoDaddy, 2019, https://

aboutus.godaddy.net/newsroom/history-and-milestones/default.aspx  (last
visited: Oct. 3, 2021).
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20104/ BRR » EREBUNFGEEHIRED B m R zIEE
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( Department of Homeland Security ) # Ny T # R K i85
AR (Immigration and Customs Enforcement) ([
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B AR s L TAR2 | A e oA AMmE ‘is Bl pE s 2
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SR (seize) iZI844 -

FELE > [HEHRETHYE - AT (R R IPAL IS e 2
5% WIFERY) > BEEFRAZIZERE 7 A Eh T
DA By T =0ad il e o3 RS T IRy 2 it - S5 i fi
B E DL E R E 0 ARE17£20024F Kremen v. Cohenu— %
% BN LCSLEFEZEAE " ®IPME , (intangible
property ) FY—FEJE20 » 1B A EERE—1E - SRR
2R B ERE 2 R AR - BE E o i
W EESE L FERAAEE - BARRE RS
MEEmR4EE AT - HEEEMLEEETE - 5% {FICE
FEZX Operation In Our SitesTTEH » 2574 B i AR ARF A 38 4
HHEPR Wz & 88sh - T LB SR > B R BRI
%Hﬁ*iﬂi&@%ﬁ%@i%ﬁ%%@%TFEE?%BZE?EWZE%E 1%
M o LN BEGTEENE B2 > AR E
J:]Eifi’é%éii%zlﬁﬁ&ﬁ B R AR RS2 B A S TUE IR
FE2FR IR T 2 F4H @ FEulE - f£ United States v. Jacobsen,

20 Kremen v. Cohen, 337 F.3d 1024,1030 (9th Cir. 2002).

21 yeg ZCars.com v H i f WESHTF2F § £ ~2 % 0 % 2Joe Styler,
The top 25 most expensive domain names, GoDaddy, 2022, https:/www.
godaddy.com/garage/the-top-20-most-expensive-domain-names/ (last visited:
Oct. 6, 2021).

22 THE FORTH AMENDMENT: “The right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches
and seizures, shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be
seized.”
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23 WeLeakInfo.com Domain Name Seized, Department of Justice, Jan. 16,
2020, https://www.justice.gov/usao-dc/pr/weleakinfocom-domain-name-

seized (last visited: Sept. 29, 2021). 3f % 7T vA 7& 48 14 42 A\ WeLeakInfo.
comzf% > P FEZETHE -
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B 7T S A B 2 2T (WeLeakInfo% )

THIS DOMAIN HAS BEEN SEIZED

The domain for
WELEAKINF®

has been seized by the Federal Bureau of Investigation pursuant to a seizure
warrant issued by the United States District Court for the District of
Columbia under the authority of 18 U.S.C. §§ 981, 982, inter alia, as part of
coordinated law enforcement action by:

National Crime Agency

2 NCA S pGLITIE

* | Bundeskriminalamt

SR g

TEEEEE » DEEMEREERY > RIUEET
EREQEIE 2 I A4 02 U - {4 DATitle 18 U.S.C.552323 {5k Ky 5k
(6 SCREJE - Title 18 U.S.C.552323 {65 (a)(b)TEBLE : (T
BT PASE 55 S5 23 19 R FR 2R IR Y Z Wi > B TR LL -
R E AL FEE B 2 s — S USE 2 I 2 - BB
25 - Title 18 U.S.C.552323 {655 (a) TE 5 2500 — 25 [ B -

24 s
Bl AT ZE ©
D KRB ER KRS T2 ERMEX 0 Libian g & Bk F 384
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Title 18 U.S.C. § 2323. Forfeiture, destruction, and restitution
(a) Civil Forfeiture.—

(1) Property subject to forfeiture.— The following property is subject to
forfeiture to the United States Government:

(A) Any article, the making or trafficking of which is, prohibited
under section 506 of title 17, or section 2318, 2319, 2319A,
2319B, or 2320, or chapter 90section 2318, 2319, 2319A,
2319B, or 2320, or chapter 90, of this title.

(B) Any property used, or intended to be used, in any manner or
part to commit or facilitate the commission of an offense
referred to in subparagraph (A).

(C) Any property constituting or derived from any proceeds
obtained directly or indirectly as a result of the commission of
an offense referred to in subparagraph (A).

(2) Procedures.— The provisions of chapter 46 relating to civil
forfeitures shall extend to any seizure or civil forfeiture under this
section. For seizures made under this section, the court shall enter
an appropriate protective order with respect to discovery and use of
any records or information that has been seized. The protective
order shall provide for appropriate procedures to ensure that
confidential, private, proprietary, or privileged information
contained in such records is not improperly disclosed or used. At the
conclusion of the forfeiture proceedings, unless otherwise requested
by an agency of the United States, the court shall order that any
property forfeited under paragraph (1) be destroyed, or otherwise
disposed of according to law.

(b) Criminal Forfeiture.—

(1) Property subject to forfeiture.— The court, in imposing sentence on
a person convicted of an offense under section 506 of title 17, or
section 2318, 2319, 2319A, 2319B, or 2320, or chapter 90 section
2318, 2319, 2319A, 2319B, or 2320, or chapter 90, of this title,
shall order, in addition to any other sentence imposed, that the
person forfeit to the United States Government any property subject
to forfeiture under subsection (a) for that offense.

(2) Procedures.—

(A) In general— The forfeiture of property under paragraph (1),
including any seizure and disposition of the property and any
related judicial or administrative proceeding, shall be governed
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by the procedures set forth in section 413 of the Comprehensive

Drug Abuse Prevention and Control Act of 1970 (21 U.S.C.

853), other than subsection (d) of that section.

(B) Destruction.— At the conclusion of the forfeiture proceedings,
the court, unless otherwise requested by an agency of the United

States shall order that any—

(i) forfeited article or component of an article bearing or
consisting of a counterfeit mark be destroyed or otherwise
disposed of according to law; and

(i1) infringing items or other property described in subsection
(a)(1)(A) and forfeited under paragraph (1) of this
subsection be destroyed or otherwise disposed of according
to law.

(c) Restitution.— When a person is convicted of an offense under section
506 of title 17 or section 2318, 2319, 2319A, 2319B, or 2320, or
chapter 90section 2318, 2319, 2319A, 2319B, or 2320, or chapter 90,
of this title, the court, pursuant to sections 3556, 3663A, and 3664 of
this title, shall order the person to pay restitution to any victim of the
offense as an offense against property referred to in section 3663A
(c)(1)(A)(i) of this title.

26 4 7 72Title 18 U.S.C. § 2323(a)(2).
27 Title 18 U.S.C. § 981(b)(1)

Except as provided in section 985, any property subject to forfeiture to the

United States under subsection (a) may be seized by the Attorney General

and, in the case of property involved in a violation investigated by the

Secretary of the Treasury or the United States Postal Service, the property

may also be seized by the Secretary of the Treasury or the Postal Service,

respectively.
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R RIS ~ JUCZARHY > T9 R iR Title 18 U.S.C552319f5%
F@HAME - BIEAAE S BB FRA #1745 (Title
17 U.8.C) "E{FHE, (Copyright) Z5506{5%> - 5 HIL

28 Title 17 U.S.C. § 506
(a) Criminal Infringement.—

(1) In general.— Any person who willfully infringes a copyright shall
be punished as provided under section 2319 of title 18, if the
infringement was committed—

(A) for purposes of commercial advantage or private financial gain;

(B) by the reproduction or distribution, including by electronic
means, during any 180-day period, of 1 or more copies or
phonorecords of 1 or more copyrighted works, which have a
total retail value of more than $1,000; or

(C) by the distribution of a work being prepared for commercial
distribution, by making it available on a computer network
accessible to members of the public, if such person knew or
should have known that the work was intended for commercial
distribution.

(2) Evidence.— For purposes of this subsection, evidence of
reproduction or distribution of a copyrighted work, by itself, shall
not be sufficient to establish willful infringement of a copyright.

(3) Definition.— In this subsection, the term “work being prepared for
commercial distribution” means—

(A) a computer program, a musical work, a motion picture or other
audiovisual work, or a sound recording, if, at the time of
unauthorized distribution—

(i) the copyright owner has a reasonable expectation of
commercial distribution; and

(i) the copies or phonorecords of the work have not been
commercially distributed; or

(B) a motion picture, if, at the time of unauthorized distribution, the
motion picture—

(i) has been made available for viewing in a motion picture
exhibition facility; and

(ii) has not been made available in copies for sale to the general
public in the United States in a format intended to permit
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viewing outside a motion picture exhibition facility.

(b) Forfeiture, Destruction, and Restitution.— Forfeiture, destruction, and
restitution relating to this section shall be subject to section 2323 of
title 18, to the extent provided in that section, in addition to any other
similar remedies provided by law.

(c) Fraudulent Copyright Notice.— Any person who, with fraudulent
intent, places on any article a notice of copyright or words of the same
purport that such person knows to be false, or who, with fraudulent
intent, publicly distributes or imports for public distribution any article
bearing such notice or words that such person knows to be false, shall
be fined not more than $2,500.

(d) Fraudulent Removal of Copyright Notice— Any person who, with
fraudulent intent, removes or alters any notice of copyright appearing
on a copy of a copyrighted work shall be fined not more than $2,500.

(e) False Representation— Any person who knowingly makes a false
representation of a material fact in the application for copyright
registration provided for by section 409, or in any written statement
filed in connection with the application, shall be fined not more than
$2,500.

(f) Rights of Attribution and Integrity.— Nothing in this section applies to
infringement of the rights conferred by section 106A (a).
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29 Dave Piscitallo, Thought Paper on Domain Name Takedowns, ICANN
Blog, Mar. 8, 2012, https://www.icann.org/en/blogs/details/thought- paper-
on-domain-seizures-and-takedowns-8-3-2012-en (last visited: Sept. 7,
2021); Dave Piscitallo, Guidance for Preparing Domain Name Orders,
Seizures and Takedowns, ICANN Security Team, 2012, https://www.
icann.org/en/system/files/files/guidance-domain-seizures-07mar12-en.pdf
(last visited: Sept. 7, 2021).
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30 Justice Department Announces Actions to Disrupt Advanced Persistent
Threat 28 Botnet of Infected Routers and Network Storage Devices,
DEPARTMENT OF JUSTICE, May 23, 2018, https://www.justice.gov/
opa/pr/justice-department-announces-actions-disrupt-advanced-persistent-
threat-28-botnet-infected (last visited: Oct. 24, 2021).

31 VPNFilter & & #8482 — 18 % MR aT & > AHF S48 7
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least 500K networking devices worldwide, TALOS CISCO, May 23,
2018, https://blog.talosintelligence.com/2018/05/VPNFilter.html (last
visited: Dec. 30, 2021).

Title 18 U.S. Code § 1030 — Fraud and related activity in connection with
computers.

32
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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF PENNSYLVANIA

IN THE MATTER OF THE SEIZURE
OF THE DOMAIN NAME, WARRANT OF SEIZURE IN REM
PURSUANT TO 18 U.S.C. §§ 1030(i)
AND 1030 (j) AND 21 US.C. §§ 853(c)

AND 853(f) AND SEALING ORDER

toknowall.com

Magistrate No. 18-665
S —

WARRANT OF SEIZURE AND SEALING ORDER

e e N e e e e e

TO: VERISIGN, INC., 12061 BLUEMONT WAY, RESTON, VA (“REGISTRY™)
ANY AUTHORIZED LAW ENFORCEMENT OFFICER

An Affidavit having been made before me by MICHAEL J. McKEOWN, a Special Agent
with the Federal Bureau of Investigation, United States Department of Justice, that he has reason
to believe that the above-captioned domain name is subject to seizure and criminal forfeiture
pursuant to 18 U.S.C. §§ 1030(i) and 1030(j) and 21 U.S.C. §§ 853(e) and 853(f), and as I am
satisfied that there is probable cause to believe that the property so described is subject to seizure
and criminal forfeiture pursuant to 18 U.S.C. §§ 1030(i) and 1030(j) and 21 U.S.C. §§ 853(e) and
853(f);

YOU ARE HEREBY COMMANDED AND AUTHORIZED to seize, within fourteen (14)
days of the date of the issuance of this warrant, by serving a copy of this Seizure Warrant and
Order, upon the REGISTRY, the domain name described below pursuant to the seizure procedure
contained in Attachment A to this Seizure Warrant and Order:

toknowall.com

B % A EATE

—242




MRBREENREAIRK

YOU ARE FURTHER COMMANDED AND AUTHORIZED to prepare a written
inventory of the property seized and promptly return this Seizure Warrant and Order and inventory
before this Court as required by law.

THE REGISTRY IS HEREBY COMMANDED to comply with all terms of this
Seizure Warrant and Order pursuant to the seizure procedure set out in Attachment A to this
Seizure Warrant and Order pending further order of the Court.

THE COURT FINDS that there is reason to believe that notification of the existence
of this Seizure Warrant and Order will result in destruction or tampering with evidence and flight
from prosecution, or otherwise will seriously jeopardize an ongoing investigation. Accordingly,
it is ordered that this Seizure Warrant and Order, including Attachment A to the Warrant, and the
Affidavit upon which it was issued, be filed under seal, except that the Government may without
further order of this Court serve the Seizure Warrant and Order on the REGISTRY'; provide copies
of the Affidavit or Seizure Warrant and Order as need be to personnel assisting the Government
in the investigation and prosecution of this matter; and disclose these materials as necessary to

comply with discovery and disclosure obligations in any prosecutions related to this matter.
ply Yy £ Yy P

Dated: May 22, 2018

" HONORABLE LISA PUPO LENIHAN
UNITED STATES MAGISTRATE JUDGE
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42 Nigel Cory, How Website Blocking Is Curbing Digital Piracy Without
“Breaking the Internet”, Information Technology & Innovation
Foundation (ITIF), Aug. 2016, https://itif.org/publications/2018/06/12/
normalization-website-blocking-around-world-fight-against-piracy-online
(last visited: Oct. 24, 2021).
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44 David Linsay, Website Blocking Injunctions to Prevent Copyright
Infringements: Proportionality and Effectiveness, 40(4) UNSW LAaw
JOURNAL 1507, 1507-38 (2017).
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45 Nigel Cory, The Normalization of Website Blocking around the World in
the Fight against Piracy Online, Information Technology & Innovation
Foundation (ITIF), June 12, 2018, https://itif.org/publications/2018/06/12/
normalization-website-blocking-around-world-fight-against-piracy-online
(last visited: Oct. 24, 2021).

Review of the Copyright Online Infringement Amendment, Department of
Infrastructure, Transport, Regional Development and Communication, Feb.
13, 2018, https://www.infrastructure.gov.au/have-your-say/review-copyright-
online-infringement-amendment (last visited: Sept. 23, 2021).

Lianne Tang, Federal Court Orders ISPs to Block Pirate Sites in Australia,
LEGALVISION, Oct. 31, 2018, https://legalvision.com.au/sinking-ship-
federal-court-orders-isps-to-block-pirate-sites-in-australia/ (last visited: Dec.
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Authority, ACMA ) *°» M ENREIMEZ BN EEE R

R T 19974E E (574,  ( Telecommunication Act
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22,2021).
Nick Whigham, ‘Shamelessly facilitating crime’: Rights holders hit out at
Google amid renewed Aussie piracy fight, news.com.au, Feb. 21, 2018,
https://www.news.com.au/technology/online/piracy/shamelessly-facilitating-
crime-rights-holders-hit-out-at-google-amid-renewed-aussie-piracy-fight/
news-story/7¢f2b0b441a91¢55484bf38c874aa222 (last visited: Dec. 22,
2021).
49 a4 g oyl 49 35 Who we are, Acma, https://www. acma.gov.au/who-
we-are (last visited: Jan. 13, 2022).
0 F3134% A EE ABSURGIMEHFZ A4 (313 Obligations of
carriers and carriage service providers )
(1) A carrier or carriage service provider must, in connection with:
(a) the operation by the carrier or provider of telecommunications
networks or facilities; or
(b) the supply by the carrier or provider of carriage services; do the
carrier’s best or the provider’s best to prevent telecommunications
networks and facilities from being used in, or in relation to, the
commission of offences against the laws of the Commonwealth or
of the States and Territories.
(1A)For the purposes of security (within the meaning of the Australian
Security Intelligence Organisation Act 1979), a carrier or carriage

48
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service provider must, in connection with:

(a) the operation by the carrier or provider of telecommunications
networks or facilities; or

(b) the supply by the carrier or provider of carriage services; do the
carrier’s best or the provider’s best to protect telecommunications
networks and facilities owned, operated or used by the carrier or
provider from unauthorised interference or unauthorised access to
ensure:

(c) the confidentiality of communications carried on, and of
information contained on, telecommunications networks or
facilities; and

(d) the availability and integrity of telecommunications networks and
facilities.

Note 1: Security, among other things, covers the protection
of, and of the people of, the Commonwealth and the States and
Territories from espionage, sabotage, attacks on Australia’s
defence system and acts of foreign interference.

Note 2: A person who uses a carriage service to supply
various kinds of broadcasting services is not a carriage service
provider merely because of that use (and therefore not subject to
the duty imposed by this subsection): see subsections 87(1) and
(2) and 93(1) and (2).

(1B) Without limiting subsection (1A), the duty imposed by that
subsection includes the requirement for the carrier or carriage service
provider to maintain competent supervision of, and effective control
over, telecommunications networks and facilities owned or operated
by the carrier or provider.

(2) A carriage service intermediary must do the intermediary’s best to
prevent telecommunications networks and facilities from being used in,
or in relation to, the commission of offences against the laws of the
Commonwealth or of the States and Territories.

(2A)For the purposes of security (within the meaning of the Australian
Security Intelligence Organisation Act 1979), a carriage service
intermediary must do the intermediary’s best to protect
telecommunications networks and facilities used to supply the
carriage service referred to in subsection 87(5) from unauthorised
interference or unauthorised access to ensure:

(a) the confidentiality of communications carried on, and of
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information contained on, telecommunications networks or
facilities; and

(b) the availability and integrity of telecommunications networks and
facilities.

Note: Security, among other things, covers the protection of,
and of the people of, the Commonwealth and the States and
Territories from espionage, sabotage, attacks on Australia’s
defence system and acts of foreign interference.

(3) A carrier or carriage service provider must, in connection with:

(a) the operation by the carrier or provider of telecommunications
networks or facilities; or

(b) the supply by the carrier or provider of carriage services; give
officers and authorities of the Commonwealth and of the States and
Territories such help as is reasonably necessary for the following
purposes:

(c) enforcing the criminal law and laws imposing pecuniary penalties;
(ca) assisting the enforcement of the criminal laws in force in a

foreign country;

(cb) assisting the investigation and prosecution of:

(i) crimes within the jurisdiction of the ICC (within the
meaning of the International Criminal Court Act 2002);
and

(i1) Tribunal offences (within the meaning of the International
War Crimes Tribunals Act 1995);

(d) protecting the public revenue;
(e) safeguarding national security.

Note: Section 314 deals with the terms and conditions on

which such help is to be provided.

(4) A carriage service intermediary who arranges for the supply by a
carriage service provider of carriage services must, in connection with:
(a) the operation by the provider of telecommunications networks or

facilities; or
(b) the supply by the provider of carriage services; give officers and
authorities of the Commonwealth and of the States and Territories
such help as is reasonably necessary for the following purposes:
(c) enforcing the criminal law and laws imposing pecuniary penalties;
(ca) assisting the enforcement of the criminal laws in force in a
foreign country;
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(cb) assisting the investigation and prosecution of:

(i) crimes within the jurisdiction of the ICC (within the
meaning of the International Criminal Court Act 2002);
and

(i1) Tribunal offences (within the meaning of the International
War Crimes Tribunals Act 1995);

(d) protecting the public revenue;

(e) safeguarding national security.

Note: Section 314 deals with the terms and conditions on

which such help is to be provided.

(5) A carrier or carriage service provider is not liable to an action or other
proceeding for damages for or in relation to an act done or omitted in
good faith:

(a) in performance of the duty imposed by subsection (1), (1A), (2),
(2A), (3) or (4); or

(b) in compliance with a direction that the ACMA gives in good faith in
performance of its duties under section 312; or

(c) in compliance with a direction given under subsection 315A(1) or
315B(2).

(6) An officer, employee or agent of a carrier or of a carriage service
provider is not liable to an action or other proceeding for damages for
or in relation to an act done or omitted in good faith in connection with
an act done or omitted by the carrier or provider as mentioned in
subsection (5).

(7) A reference in this section to giving help includes a reference to giving
help by way of:

(a) the provision of interception services, including services in
executing an interception warrant under the Telecommunications
(Interception and Access) Act 1979; or

(b) giving effect to a stored communications warrant under that Act; or

(c) providing relevant information about:

(i) any communication that is lawfully intercepted under such an
interception warrant; or
(i1) any communication that is lawfully accessed under such a stored
communications warrant; or
(caa) giving effect to authorisations under section 31A of that
Act; or
(ca) complying with a domestic preservation notice or a foreign
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preservation notice that is in force under Part 3-1A of that
Act; or
(d) giving effect to authorisations under Division 3 or 4 of Part 4-1 of
that Act; or
(e) disclosing information or a document in accordance with section
280 of this Act.

Note: Additional obligations concerning interception capability
and delivery capability are, or may be, imposed on a carrier or
carriage service provider under Chapter 5 of the Telecommunications
(Interception and Access) Act 1979. 33 % Rhttps://www. legislation.
gov.au/Details/C2019C00273 (last visited: Oct. 26, 2021).

51 Ernesto Van der Sar, Federal Court Approves First ‘Pirate’ Site Blockade
in Canada, Torrentfreak, Nov. 18, 2019, https://torrentfreak.com/federal-
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evidence that site-blocking will not eliminate user access to
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reduction in visits to infringing websites ) 52 o |
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facie case of ongoing infringement and a draft order that
seeks to limit blocking to unlawful sites and incorporates
processes to address inadvertent over-blocking, that neither
net neutrality nor freedom of expression concerns tip the

balance against granting the relief sought )

court-approves-first-pirate-site-blockade-in-canada-191118/ (last visited:
Oct. 3,2021).
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53 Ernesto Van der Sar, Canada’s Supreme Court Denies TekSavvy’s Site

Blocking Appeal, Torrentfreak, Mar 29, 2022, https://torrentfreak.com/
canadas-supreme-court-denies-teksavvys-site-blocking-appeal-220329/
(last visited: Apr. 3, 2022).
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D. Conclusion
[88] Having found no error in the Judge’s conclusion that the Federal Court has the power to

grant a site-blocking order, and having likewise found no error in his analysis of the applicable

legal test, I conclude that this Court should not interfere with the Judge’s decision.

[89] Iwould dismiss this appeal with costs.

"George R. Locke"
JLA.

“I agree
M. Nadon J.A.”

“I agree
René LeBlanc JLA”
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HE2018F2 H > fEEUABEIG E KM YR 2 fldr < - =
KIEEISPSE+ (Vodafona Kabel) [H1EM PG ah7 A
A48 UEKinox.to® » 3% 48k K FE I B 2 BV IR AR 5 R

57 Ernesto Van der Sar, Pirate Site Blockades Enter Germany With Kinox.to
as First Target, Torrentfreak, Feb. 13, 2018, https://torrentfreak.com/
pirate-site-blockades-enter-germany-with-kinox-to-as-first-target-180213/
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(last visited: Apr. 3, 2022).

5 4 R M E 744 E > Bundesnetzagentur (Federal Network Agency),
Federal Ministry for Economic Affairs and Climate Action, 2022,
https://www.bmwk.de/Redaktion/EN/Artikel/Ministry/bundesnetzagentur-
bnetza.html (last visited: Apr. 3, 2022).

59 Clearingstelle Urheberrecht im Internet veranlasst Sperrung einer
Streaming-Website, Bundesnetzagentur, Mar. 11, 2021, https://www.
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_Clearingstelle.html (last visited: Feb. 3, 2022).

60 A PORTUGUESE GOVERNMENT ANTI-PIRACY PROGRAMME
REDUCED TRAFFIC TO LARGE-SCALE PIRACY WEBSITES BY
NEARLY 70 PER CENT, ACCORDING TO A NEW INCOPRO
REPORT, INCOPRO.
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61 Mark Jackson, Six Big UK ISPs Ordered to Block Five Piracy Streaming
Websites, Oct. 25, 2021, https://www.ispreview.co.uk/index.php/2021/10/
six-big-uk-isps-ordered-to-block-five-piracy-streaming-websites.html
(last visited: Mar. 26, 2022).

62 [2021] EWHC 2799 (Ch), THE HIGH COURT OF JUSTICE BUSINESS
AND PROPERTY COURTS OF ENGLAND AND WALES
INTELLECTUAL PROPERTY LIST (ChD) Case No: 1L-2021-000045,
Dec. 21, 2021, https://www.bailii.org/ew/casess/EWHC/Ch/2021/2799.pdf
(last visited: Mar. 26, 2022).
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THIS WEBSITE IS NO LONGER AVAILABLE

DUE TO COPYRIGHT INFRINGEMENT,

Ou 26 April 2022 the Honorable District Court Judge KATHERINE POLK FAILLA has issued a judgment that incudes an Order to block all access to this
website \ service due to copyright infringement

Unifed King Distributars, et a. v. Does 1-10, d/b/a Isracli-tv.com (SD.N.Y,, Case 1:21-cv-11025-KPF-RWL)
Ifyou were harrued in any way by the Court’s decision vou may file a motion to the Federal Court in the Southern District of New York in the above case.
I AVISY 10 B2 Q02 1
RIS B0 I 1550 T PR TN
P e 26.4.2020 o
United King Distributors, et al. v. Does 1-10, /ba Israeltv (SD.NY,, Case 1:21-cv-11025-KPF-RWL)
JTRORY 7 NS v

bl PRI T i v ST LT D M, P23 MSh Yt woia TR Y35 R N

63 Andy Maxwell, US Court Orders Every ISP in the United States to Block
Illegal Streaming Sites, Torrentfreak, May 2, 2022, https://torrentfreak.
com/us-court-orders-every-isp-in-the-united-states-to-block-illegal-streaming-
sites-220502/ (last visited: May 16, 2022).
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65 Nigel Cory, A Decade After SOPA/PIPA, It’s Time to Revisit Website
Blocking, Jan. 2022 ITIF 22, 22-28 (2022).
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U.S. Department of Justice, Deputy Attorney General Lisa O. Monaco and
Assistant Attorney General Kenneth A. Polite Jr. Deliver Opening
Remarks at the Criminal Division’s Cybersecurity Roundtable on ‘The
Evolving Cyber Threat Landscape’, JUSTICE NEWS, Oct. 20, 2021,
https://www justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-
and-assistant-attorney-general-kenneth-polite-jr (last visited: Oct. 23, 2021).
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3 USs. Department of Justice, Deputy Attorney General Lisa O. Monaco
Announces National Cryptocurrency Enforcement Team, JUSTICE
NEWS, Oct. 20, 2021, https://www.justice.gov/opa/pr/deputy-attorney-
general-lisa-o-monaco-announces-national-cryptocurrency-enforcement-
team (last visited: Oct. 23, 2021).
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74 FACT SHEET: Ongoing Public U.S. Efforts to Counter Ransomware, The
White House, Oct. 13, 2021, https://www.whitehouse.gov/briefing-room/
statements-releases/2021/10/13/fact-sheet-ongoing-public-u-s-efforts-to-
counter-ransomware/ (last visited: Oct. 15, 2021).
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78 Equipping backbone networks with high-performance and secure DNS
resolution infrastructures — Works, Jan. 12, 2022, European Commission,
https://ec.europa.cu/info/funding-tenders/opportunities/portal/screen/opport
unities/topic-details/cef-dig-2021-cloud-dns-works (last visited: Jan. 15,
2022).

Catalin Cimpanu, EU wants to build its own DNS infrastructure with
built-in filtering capabilities, The Record, Jan. 19, 2022, https://therecord.
media/eu-wants-to-build-its-own-dns-infrastructure-with-built-in-filtering-
capabilities/ (last visited: May 4, 2022).
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