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Scientific methods to criminal 1investigation are
inextricably linked to technology development and crime
patterns.The lack of awareness raises concerns about the
interference of fundamental rights, such as privacy rights,
under the use of scientific and technological
Investigations.We use scientific and technological
investigations not only for economic considerations, but
also 1t™s the only solution to fend off criminals. It
becomes a vital issue in legislation. We eager to find the
source of the law, and then comparing the content of the
draft law of science and technology investigation of the
Ministry of Justice with the German and American documents
and current norms, and put forward legislative suggestions.

In the exploration of scientific and technological
positioning and investigation, Tfirst of all, the
fundamental rights intervention involved in the use of
technology, including the difference in time, quality and
quantity. With the evolution of human rights protection,
how to define reasonable expectations of privacy and the
image effect caused by the length of time becomes
vital .Furthermore, under the principle of criminal
pleadings, the threshold and hierarchical authorization
for using the technology, as well as the requirements,
procedures and relevant legal norms for the implementation
of the technology.

This essay argues that only legislation can
effectively protect human rights, and looking forward to
the 1introduction of the draft science and technology
investigation law to enable law enforcement officers to



enforce the law and protect human rights.

Keywords: privacy right, right to informational self-
determination, technology positioning and 1investigation,
global positioning system, Mobility Location Tracking
System, long-term surveillance



E‘év:‘

¥- % %% ............................................... 1
i)’;_

I = S 5
R N A A 6
S 6
s R A L i 8

=5 lﬁg%ﬁamﬁ%%&% ..................... 19
§ OPS R IR B A 5e e 22

gl 1 & B T - S e v 23
2 FIEAAREZEZ RTE /)E’HI\J}?;: ..................... 25

I 2 - S A & A 28
e L 1l IS 28

B 7 S L A 30
AR - 30

Pt B8 A 2 PR T et 37
T 7T 0 2 R AT e e 38

7
7
B A B A 36
7
7
I < 2 - R = 39



e £ < 40
E T A 41
R 7 42
o ERBEF R L 42
TH B AR R I i, 44
F oA R R ] B .. 47
e L 3 DS 47
ER N L = 49
e ¢ N < L 50
E R et S 51
% w 38 Cell-site Simulators #|;&- (.. ... .. .. ........... 53
% - 2z State V. ANArews ....ooeiii e 53
% = 2t United States v. Lambis .. ... .. ... ........ 54
Sz State v. Tate ..o oioi i 55
% T 8 GPS i e 56
B D] - 59
E R 5 - 61
% = 7 ??ALEHHE ...................................... 64
o MBI A ME o 67
£ i) zﬁ*“'% A — T M BT B | e caaannn 68
% 7 38 IMSI-Catcher #% | L. . . ... 70
%238 Uzun V. GEIrmany ....cecoe e ce i e iaecaeaaacnnn 72
A R e AR R W) - IV - - 75
B I A e - | 78
o N 78
R G N2 U< - - 78
PO O AREE R o 79
E 7 M= N < I - 79
P A BB ERERF AR o 80
e = ] 82

$-% hasm102ER4 F 3 ¥ 3522 52
TRUOUUTINN -7



IR « 15

&
,._\u

REY

= S ©

E

— %
2B 5

i

R S T L IR

2

T_i

AR

FRS Y HEZAE) .07

(2

NN

AN
Aute Aute

R
1

¥

Afﬁ
R T I 104

s =18 A gLz

/ét;

B R ... 103

WAL S 3 o iiiaaaa...... 103

ﬁl‘
o

A

%



PREgLENUL > B 3 ARF A LF T aAPLE Y
BT R o TR~ 56 A g 0 PHAARCEA PRL E AP

i A F 0 N AT A B R & BlAe R P b 2 N

&
>
&
@
&%
4y
%
ﬂd\
R
e
=
%
e
&
=

PP RS N K R e o T
AFHE PRI FZCFLEDT R APk S G KF] 0 TR
ARKE2 PR LTI HRE -FIRPHEFE  LETEAA

A BT 3 S GPS i~ Z
%ﬁiﬁii’@?&%réi’fgé%kgﬁw%ﬂ%,ﬁgﬁi
GTRtE S R o MF R E LD 2 SHRFHMER B2
Brtd i % A UBMIBARROPFERL AR CRT ER
1 TG FOP R M BRPREAFEIANE R2 2N AEERE
HAETLFTT 2 AB B AR RY DA ERZEIA Y ARGFANE
P A RIRE TR ERBGEF R 2 ko LEEF $T R

PHZIT IR RRINE D 2 TR B PRaE 2R R -

<

PR RSP BTHEF B2 E T IR R R

AR Y AR & RFTAREAA S EEITF TR -

FRHAK LR AT A PEAR L M SRR

~
b3

1



PR pHAE AR CWIFL s FYaed o dv f kb
FRIREE AR BEY RS R AT R AR RS &

BRI PR BT R L L U
AP AREAPN T RT A FENL R R R

EAREORAARANEFFRZ CUAFRE E R CERFEFR
10

o
=
st
¥
T

RGEIZE B AT R BN EEREY X RG UyeniE BR

103 #% Il FPELAEFA S 2RI ARAEERNIRA
Ao BT T A % v RS (B iEr 106 £ 24 5 % 3788 B E
- RT) 0 107 £ 2R3N g RS OPS Al MR R TR
FEPR O EFEER R BT FT B RIE Y A g P4 108 £ 2
Frad R EHE T EwE W sE Xk AR 8T R
- Rz - TR EE RAER | > A ERRS - B HETRT
BB Ra iz k22 R AA R RWa piwc s o 106 & 4t I E R
B yETHE S R R Mt AR R RFHRMPEAEE %
- FARH AR M AR R EZERE ERPFFLERAE
Fpao 4 (B 22106 &R 2 3% 16452 24 %8)
FAROBERRUARGRAREAERRNF 0 2 BEUFE <
Blaod » A0 FemsmEg 2 $Hwnz % 168 52 4
Braod (B %2 109 #4234 1683 Lo E 2 4m,) - £4
B 109 £ 91 8 p o AR A A E T E o F B PGS

NAYAETEED S FFEFTRAMNG EEFHEY FL T EP N AR

PHERE 11146 H 22 Elﬂ&ft)iﬁﬁﬁﬂﬁ%%)iw 57-1 fif > m AR HEREN 107 £ 12 5 7 HA
EBIERATRIOE SR HIP » EREH 2T EESE » [BEIEEA - REFTERER LEH
ZHGI > AR LS SR Ry FIB 2 e A s FIAH T -

2



TRV R R AL PHET R AT EARE L A2 L ERZ
WH~ 2 RERF LS 0 ROAFPHLERHFL L2 2SR F L

R EHEE ARRERT - o o
¥o8% Fr2aFER

Faclaiz A28 109 & 90 8p o2 THB W a2 F35 pya
THE 280 SR TP R AR B (R 3 ) g
WERE A2 (% 4ME) s 2R A psEK A (% 5-8iE) > Mz ER

R E AR A (F 9-13 F)RF - ¥ H 2
HITAER AGHBE T H O BT AIRL AP AT P E B LY
BT RPN T EFAREN LB SN gy P RAAEET
%@&@\@ﬁg‘

R BRERMANT R SR EY SN a 0 RY

(\x
bl
L
N

~
T
g
b
urll
D2
&l
-
(w
=
¥
~
i
o
JENTN
(23
b
=k &%

e M EEGS LR AT R R RPN R R G AT
Bt A HVEREARZ I 0 2 F AL AET R R

‘1?

B4l o 2 AR Lo Y RS CRE QI ELETISE

FREG AL L FEBLFHUFEL 0 R R R

FM TR RS E ) RV AEBE L W AR

A S SIS L E G B
%

(S
oy
i
|
e
n
&
B
il
oo
(i
K3
=

L AL s 2R kA SWIFl Tiin 2 7 2% o
EELRNE D PR HEE R TR, S R

BRYZRE MG R CRRECHFLE S URFTAZES S

PEARINRIR T AR T S e Es 04 52020# 9% 8p 0 https://www.moj.gov.tw/
(B isHFp 12021 17 2p)-




o é%iiéiﬁ'#a“ic’

At TR AR A o L F L ERR A e b 2
A AR R U ’”f%r’?'ﬁwﬁ‘?* AR R R REZAL G
REh -BE A

EARE DR PRI AR Ak Y RIS o A TR

= 0k ré)g%év\%‘riéJ 2 Davgz | o %?;;ﬁ‘%g\‘.@qgﬁé ;| = 1] NN

% 2t g i'\’)?ti B FERH A% ) ’:}ftﬂ’.é.;i,"ﬁ 2 E 2RI X E
RIE RS R o e At R R R B R

AR HAE A2 FERE o (TR ARD SRR TR A2

PES s W



$o % PHRTEHENGR

- & %

\

PHRTEHEFELF? B FRPTR L LR EAETEFFE
bldo% A7 A BRE S LEdTEt C BFE R A HEP L Fip
Iy s B RERF T BT Ha Al Vil ap ¥ AR
ZERME AR LA TR ARG E ¥ LA N PR
FEEEFTR o B EAeoz P 2H A B F R FEL T kR
TR g A W FR L P ® e SH RN
ohdzde ¥ Op LU 2L LA A0 1993 & £ W - ik i

ETIS

BT AT R FH T A 911k s F pFOLL ¢ o
AR mE My o F E > 1096 & 2 EmRgiE LR ¢
(Federal Communication Commision , FCC)’% &4 & 7 ormEE
TERERT FRE T & FeB PRI > TR R R B L PRI
£ £ 3 % % Enhanced 911(E911) - 2003 E AL R € (BU
Commision):if i Enhanced 112(E112):2 £ » & =& 2 E911 e 2 &

FEBEARDNEERTEMP AP FERBELF D LA N

pot o ERBFRERBETE CAEEFLFEERR FY R R
;‘é’ﬁ“a—yﬁz}c’ﬁﬁ‘gﬁi HHEE FEAEZH A 2 5 06PS ks
PR EE WA S 5 SRR iR R g FE LR R LR

%
MABMRE S 4 o PR T HEMY L PR A2 AR

P ERmARE L f g(Federal Communications Commission) & 528 34 B ¢ 30 63 4%
B R At Y BB LR RCERSI AT SR oA f E LS R
ER B F RS AE § R o 2 R G2 B R AR -

5



B 1940 & x> F WAL EF & T K DIE K (cellular) (g
401959 # 2 MAE L ST IL R E 1LY FH T2 (Dyda
TAC 8000X)* > #-JRirchit Rl A ¥ BB | H B> T AX B HEEB? #* 3 |
PERTHF BRENFFLTFTAF L IRARAFFE I L F
THREFAUA BAF FPTRARARFRDLEERY RN AR LF
PN MY - BAR R TE R v F M- BAR 4 & H g
ks d LR R FRERL ’éiz‘%%iw*m%rﬂygr&
20 fh - B (Cell) > F L #id ks 49 M dpde k> Bl &
- BRFHRBEGR - R MR TURALZRENFRT R
(Cellulae Phone & Cell Phone) o # 4 # i & chphiz » 3 5 2734 &
ARG EH O FE CRR R REORBRRG AR LR BRI

REgaEn ot FRE AR R AR T FEEARE F DR RT

Pt
Ry
A
(7
o
34
W
o
=
‘;;ﬂ‘;
Fi
e
w
&
(w
}9,5&
o
Yoo
7"
Iy
*
=%

=2
R p BB X E (T INSL, SINF B uE)E TR T D
F AT IMEL 4 A5 B> VS EAR L B iz PR A

"2 AL saEd 45 & R P M GHE
https://tw.appledaily.com/property/20180402/

TIUSSDJRSCMID74AH3CISWVBLM/ (2751 fn p #p + 2020 & 12 * 29 p)

ERFEP RG> FUPHER S AENE 4% 2013 £8 7 0 F 33

® IMEI(International Mobile Equipment ldentity) ¥ &% & B ¥ (> PHEE 0 &Ko
Moo B kR e 15 ks o B¢ 5 6 = #k(TAC » Type Approval Code)®_ T A]5iy 680

6



FRHAR A ESAA LA - I AR s FRTEME

TEZ PR, PR L EETRAS LA D s T
7§

=

THARAY ) TEIH AR ZABTHLEE L FETHEAR

FhodemRr R INERAL L TT

bl
z\y:}

SR A R

LR E R E TR T EOIER TR T

\

B ji/!{‘k"ziip’f | % 40 Bf

MBEHERRGREHY P2 FREEEE AR AL L PP E

PIF R R T L 2 G 5 b4 ez aulE (Cell-1D)

MEL D EPERE (TOA) ~ sl pr AV £ 72 (TDOA) ~ 3 % 7| BLip| pF P
£ (E-0TD) ~Pm#m 2 (TA) ~asidld & B2 (AOA) ~ FTHRE
Bz (DCM) ~ 2 gfdcis B2 (RSS) ™2 8 &£ (Hybrid) °®

\_
B 1l 2% _%@ﬁﬁd‘wé“&gyig
B o — AR o 2% n2 = #i(FAC > Final Assembly Code) £ M & fs spesh | » — 4k £

A 02 1506 niﬁit(SNR)&'—&‘ B o - BN Ad AERE o Btsl il ¥ L0 LK% o
IMSI (International Mobile Subscriberldentification Number) & B"% # & * = a5
A 2 aRiE o R RSIMF Y > E R ABRH R Rl

'Eﬂw‘@@%%n,%wa
B P o fe— BT ORRNEE o

B

AR PHUCEHRE RS A A A RS 7% 2011 £ 110 0 T 91-92-

E kA G B4 L R EAURE LR TR AR SR e R
T ek

w04 ¥ 28,2008 £12 % > F 1405 f= % > B & TOA 2 AOA R &\ TPty o

AMT 2 EF oA HAETH %i? Mtk 2015 #1°*% » F 139-140-
3l p s E NP4 > https://images.app.goo.gl/yWCtPnudySi46zBc6 (& 585 p # : 2021

7



N
ks
y

CER S D R AN XY Tl S
REE f%am@maiﬁgﬁ%%%,u%@%%@’ﬁ%ﬁﬁg

CEERUE X2 BB BHAHNHFII-HE2Z AREET

=

Wl BRFAPZhEHFZENFRE EREZ & f‘i“)t}?ﬂﬁ] AP ¥

]

iéffﬁf?ﬁﬂ‘l”ﬁWkﬁﬁ‘éﬁ‘éﬁﬁéi‘&’ijaﬁkfﬁﬁmw RE T E S
WE el U FEFER AP LA - R* IPARE > W F
BHE* EHpE kLl TLEEE RS TR T
FRAERIAZELF R LU RS LREFRERE EAFHE 7

PRETCER T FFAEE kB AR a0 @7 25T (VO0IP)

¥
’q*f%q’%pg’?»fi%-ﬁ’*g-"‘ﬁfﬁé*i‘?f%)%iﬁi\‘ﬁ*52%’3'?3’?,\-;%?
% 02019 &# >3 R% COVID-19 £ F > S #LAFH~ FZL > 2 K
EHE RIEdA R FR R YR B LA AR B o AR T4

XA, TR R B 0 - LAY SR
WELE 3

2
&~
L

THHP AR L P

#171p)

RHAMESGGTGEFE IR L AER S AR E S RS A RS AP E R
B BRL U BELPEGA 2 Y AR TEER L LB R EES T EE LT
¥ 33 X% 2% -2002# 1% > F 111-131 -

PR AT R HEB AT 2B RPET P L ERAFE R L5 0 F 2650

8



L2 Ap b B R a3l o AR ARFBELNRFE T B R
Lo S EALARTE T R FIRBE AP AT > SR EFRA P L L
BRIRAA TG PR S - P By wﬁéwwﬁﬁfﬁ#%

R AR ¥y

(
{éﬁr

g F N EF I FEE 2L R Rl
I E T L) BE RN I RE AL RS
Bl s ol BEBLESRF a2 0 1 B3 mégimmﬁﬁw%
(Cell-1D) T ixtpr > A-F LIV ABH - "EHPT I FF 2K

AP 2 mie i RIZE Sk o
Ra o TRHEEARCER G FERE VAT RAN SRR

E B AT A RS R R Py 0 B8R 5“‘)5‘_}?‘3?—;15 EREPRBLFTHEG S

4

\4

5
=

WHB2 EHERET  RFEFEFIPEEFLBATH T L
B2 s L33 23 g n malastn

¥z IHEAIEEIRFERER

HF2REFY 315 mE:r TEEFEs 12507 4 A3 B

w2 pd ;) oog pFERA AT Z “H R SER SRR

VR E o PEFLET T S B4 S TR A RI& A 0 https://www. i thome. com. tw/
news/137939(H- 4 I fr p 4 1 2020 & 12 7 25 p ) ; 4E3Rim > 1 FIFHF  EFRE L TG
- /%*ﬁi:}irﬁ R 75 o https://www.cw.com. tw/article/50994497template=transformers -
G e P gEIE HE O SIMF B > 6 A B0 R F REB AR S FNIERET C BHLEA
AR RS G AR G oo B B2 BAK éiﬂz%ﬂﬁ%@;iﬁw@%%ﬁ’fj&ﬁ S L
PGS BnEE o APRPET O ARTIEF DI P E N MR AR e S RPN
THEE) - BERMEE F AP R ERITE AS 0 f B F oL iR
FRFEp M NEZREASEN - R PRI PRI BT I FETELR LY o (51
HITR g 12020& 10 1p)
B ELAES ERNE S BN F EIESY RS SRS Rl e R
*v“}‘ﬁﬁﬁ%’* ZFERREAY O W2 20250 s~ 8528 >109# 9% > F 64-75-
RN CHBEPREERATREEE T2ORIPEHEEAEHEER | FE 02020 & 10 7
23 p -




TH 03 FEREE E A TR EEL N L ARTLNG D 2 F R
# Bos B4 LHPE A B 2
TR XL RHRB AL E P RABAN RGO A 2R AR B A TR

(\x
pous]
\_
£
=
—\}
N
!
b
2
(w
P
P
T
-
[
b=
=
!
4
JRNTN
[
o
=
2=
pous]
pai)
S
W

A BB 106 # B S 2bF % 250 5@ d 20 T R AR
&

%
(w

_&‘id ,Zzé’ %,ﬁ‘}-f&ll}l/l’%ﬁ_’i’& ’i,ilj%'é%?»—;’;\‘

BT A o BRI AR A B g - FH o

=
(5?:\«

Ko

N
\\\?{Zr
\\\&‘_

5 4

W
B

RN R U PRS- E RIS Rt R

N

—;‘;St
(w
o~

N

G R HHERE AN M2 AR ng?w,gggmj\%‘rw Fa A

P2 F T AFPLLAHE ) A B 2B AR R st T
MEFHE ) > TR LB - RERFRETERIE R T2 P HAUR
EHESE T mE Ty o kR G AR ERE
TR AEL A TikB A FREESES 2ES 14 TR FRE

pARAZ LA B p S RAE SN B s ERESE - Fk
T S B Pl KT CHECRFFR AT RAF
Hoprhw e o BMEIN CMBERCAEEREE TN RS
| 32 JETERE R E RE S L

|
BOE P R fa 2 S R 0 > THRA R LT LRS TR B4

I
s
Ei

A
ok
&
N
=
o

B4 27

5 5%kt d 1052 R ¢ 335 3035 A F 2k I B OF B A DHRKREL
B ‘;&‘T%%#E]ﬁr}‘i%"}q Ftu:‘f"ﬁ’mvr’%{mé—r’px%{'“T'é\—r@:; #@e 2
BF oo REFespE ;ﬁr} FR T A B I R LT AEMY AT
FIAEGT R B 72 W EEE &*;%awpw{ B2 pEs TR REEHT
%%%L%?‘w%%’%%%ﬁ‘%ﬁ%?%%% RUGA > FRHERLAFET T
BT B g B R AR a5 2R BEF ARG BT -
WM ELER g 107 # 11 * 7 p 32 3 % 1072002039 5 5 2 » b Faé}szidz%-Google Android
T¥ k442 %L 2 xR+ (Emergency Location Service, ELS ) 2 z > F & 119 ¥
ARdp el AR R B A TR R LR 3R LR f§,|@s ACEORL R R
15 2% 140 oM Eh L T2 Ak g® o &2 I\Qf—rﬁﬂ«ﬂ-o

'lﬁ -Enb

—u

10



R
e
=
i
=
[
&
(¥
K
(w
K
[t
R
g

Ao BB A TR ERER R R

~
1?};
TH
(\x,
-
kL

ERGFEL S SWTEAR LR R AR PR G ERY o BR

i?%%ﬂ%ﬂ*@b&ﬁﬁﬁﬁjiﬁ*ﬁ%ﬁﬁéﬁﬁ%*’uﬁ
.

Ay
-
-
&L
A
oz
aad
ol
~

(4 VRTR}

T r2 kB rmE R I R Pk o TR R B

g LG AP AT FHAE T URE LG LT A
ORI ANEPELT G oS E PRI

BEAR > TEEEEE TAOLE L AT A HE RS LS R

T RIBAFTARPFZARBE - KT pd B  IZAp B

+
T
[
l N
\Fﬂ’n
3
5=
b
T.
_’*3

et
%
N
\\ oy
i
it
L
‘\3;
N
-‘— N\

SR s BARTIERE AL ge 22 filmi > A %4 SRR
THEARL L BN ME AR AEDT I RS bk

TH G R RRE AR AR PAAEIR O F 2 R B R

NEEEEE S 2% SF RS SRR MED ERRE T LR
VR BFHABA TR FTAMGLAY > WA AR LI RALERARER EFAL
%~ - 2008 & o

11



TR RN R AEMTFIEEE > BT LG RB]IEL 2R
Food A g R G ARt R
BARAELS TP SR FIE TR RPN -8R G
BRITL FRAHA T2V GRAM2ZFAE - 22 2FTRIAHAT R

PREGRP FER(F)L- AP AR TR RBH T FREKLT

WA AREL G edr iz T T 6
I B R sz ARALT # & bR
B et and %~ B 55
BRRAIZ 2R RRAIR T 72014 # 32 o F (50 & B K P 310 PR

]
_‘:!3
|
o
F.
N
o
H
~
i
\\_ N
e
oS
fye
ity
(=
-
av
&
R \
ol

LU SRR T T2hEk | hx 2 md AP s P R

-~

=

$rr A A NAAE LRI R gk R ER s Ak

anl
&y

B P U IR R RS el B A B B 7 %—

F
EERTARFZ G ORET P o PR R AT RE L R

A4
f\r‘hﬂ
&
=)
N

TRPAAEE CHN TR F LA AL E R EA fd 2T
EFET ROV A BRI AR RS AR EBMA N -
ERF A A 2 TR E R LARPE R @55 A AR

mﬁﬂﬂ’lﬁ#?ﬁﬁﬁﬂm*vé%$(?)—&ﬁﬁﬁﬁi e BRI

96 # > 2007 &£ 4 * > F 189-232 -

Harse s FIEGRTUMERG PR ER (F) - UD AR L BEKT 0 K2 ET%Y
96 # > 2007 &£ 4 * > F 189-232 -

NV 2 HESJFEoO- e 3B ehd AFRRE T RE—— A e kB2 o P L2 g
FeIE% 2278 > 2014 & 47 5 F 165 -

A REZ,NFEFD 2T ) 2B ER Y - 22014 EA40 R KRB
168 - 2014 # 7% > F 50-55-

4‘;’}

FL 2N AS
i b

12



&
R
b
I3
K3
b
)
i1
=
Jul
(e
g
b W;
s
,5% o= 3k
k)2
=
e
&
A
a‘\
ETIS
i)
|9
£
CH

M it A s & si(Mobility Location Tracking System) > 12

i sxw #rﬂp\7iﬁg%ﬁgﬁ,«_ﬂﬁ%%%,%tugi%éﬂﬁﬂ
PoooEA P AR IMEI (45 5) ~ IMSI (RSB g muE) £ F

MEEE e ¥ AR 4 BEERTRAES hp FauR* T i
w i%_é_;éj_tfﬂﬁfbf;m PRkl IEELY = 4 F,X#,l omEF TMiLd |

S T (de IS 2 INED) B3 » jsip s ¢t 8 o @
ez A FE RPN od AR EERN O HiBRe P RS 5 P
By f AR PRRAERB LI Bg PR ERP
EVELAER S Z AP FRP2ZBY TR LABRPFR T B

%%o“ﬁ@%ﬁiiMTW§é%;ﬂi R s REp AR

z lz:}r;p\ FNE R F A FE RS 107 £ 30 200 2 AR BREERLE KD AR
%> T2 (ADE Corporation) ~ A& # 124 7| ~ B4k & 37 7 i*;f’" 5600 ¥ -
g;ﬂﬁfw&m 106 & % 3 % 164 5L F 24> Sp s Bk 2| T ERHIP "M
B i P ENE R A ERA 108 £ 12 0 13 p A 3 % 108023155 4 f

”

13



s> FREASAKE OAFLAGAY LFRP HEETEARET
o ARG PIAERAE CHEE AT g e
BPrRFS > HuMfpElpiFpRdivg ) 1 2 43
GREE- E &S L &N ERES SRR URCI-E- R -5 St 30

Bor ML AR e FREASTEPEIBAINEI (ZAE)
22 IMSI (R E w25 ) o IMED &2 IMSI & 4 & — {2 > & u] § £ 4% 2
o SIME chi ngg d Hamf 1540 5 23030 % h% B B m (i
oo R G 2% IMEI B F 85+ 2 5% SIM«Ffj&g”ﬁ 2 & IMSI
B T RBEAN £ T RE RAELL BT RARE A SR
Rk Ao p 2016 B E X P ARSI AEFIREATY CEFTHFE
dnd o AR#E R @ § IMSI catchers ~ Cell-site Simulators - Digital
Analyzers~ Cell grabbers-~Mobile device identifiers & Stingrays®™:
PARPERFFETERENER FHRMNEFZAPLHEL 2R ZH
TR g R Feix FoSmith § 2t - Bl w3k F| > Cell-site Simulators
(7 pF ¥ 4 Stingrays) f1* ¥ £ THEBLFEFLE - 2o ¥
FRAT2Z THTETE R E B BNEE S AR et

T3
N
F’_*
g
f&
il
‘\_3\1'\

Lo FELIERRAF L ANABME FRA A2 LFH Ty o
SR THEARAGE I L TE RO A2 TR

A Lz T@mﬂ%*%iﬁ BT = 78T A RA

YR P AR MBI M B AR L T P TS e s https://tw.apple
daily.com/headline/daily/20150125/36349616(& (s il fr p : 2021 # 12 » 11 p) -
PEPE R REF o LR AFER A 2 Y 2T HE - F 80 # - 2016 &
3%, F 5o

*Tamir lIsrael ~ Christopher Parsons: st &£+ 555 X 5 WP T 7P cHTH2
http://www_emsec.rub.de/media/crypto/attachments/files//2011/04/imsi_catcher.pdf.
(Bt R 12021 & 127 119 )~

14



AV UER TREBRAFR T ELIBE o 77

¥ OE R PP 4y A Cell-site Simulators % # i i 4r
FARAS F o TN REP BT EARBRf S v H LB GPS A AP
BT RD R E AT AP AT F I U F R

WL ER) LSRN FRP RPRELRASERG CFLELF
o2 B lart st b f ™o g a0 b7 2 5 & g

REA AT 2R L EAGTRE S PR L

o 4t % e A E (hot pursuit)®; w o~ [k e B R A

b2

Mt hAEE L RET EAREFE LA T 2001 £ 911 F 2
8 R EIEP BB E E B 4% IMSI Catcher ;2 4] » 4 2002 #
/‘-’r@]ﬂllig ’é:z‘k OOI ]}FTI%‘?‘ L f‘/{%—i}iﬁ}[@fﬁ%slo

¥ HREHLE

ARG Er oMt E A - BAEEARE S ARV ET A
TR HERTA)ZFRFTA S AL LRZ2ARE &

TR ATYRPHEG AT 2 BRPE] P L ERAFE R LG 0 F 297
PERPENFREP o Justice Department Announces Enhanced Policy for Use of
Cell-Site Simulators - 2015 # 9 * 3 p > https://www.justice.gov/opa/pr/justice-de
partment-announces-enhanced-policy-use-cell-site-simulators - (&t § g p # : 2021
E#1192p)-

®3cemg, 2R E WA 02007 90 > | 231

é‘ni #3123 ( hot pursuit doctrine) - l“«‘i‘ﬂ BEaoory W2 NP hER A, A o
Wit Az ARE L B L EY Ua *;I*L:\% (EREN 5 1 DML 3 K L ESE
Koo T 2, F RENE B /z)‘mma BEFDANDSEFOTEAL NP R R A, A RO
AP R ERIE T N A PR S TR R PR ST EE SRR TR
FRE N BN G

0% £ W Cell-Site Simulators /1 % » $F Fiv AT AR E ATFL 22 R$FY > 7P &
g‘;—x«: ?}gia}(g\r—l—r-ﬁ ——FW? s E,‘ 298 o

“Tamir Israel ~ Christopher Parsons: st &£+ 555 X 5 WMEE TP o H2
http://www._emsec.rub.de/media/crypto/attachments/files//2011/04/imsi_catcher.pdf.
(Bt#fep 12021 # 12 11p)-

15



H AT FRT R R B R E N D | B ARSE EEBE
B APEEPNHER F e e I # AR B4
%@ﬁ’%ﬂ%@ﬁﬂ%i%&i’ﬁ%%*%%mﬁ§ﬁ%rﬁFM

—_

-\

PRI TEIAR ) PR NPT AR FHEBMER T T
ik B PR ivgnin T 4 0 AT AP RIS AT AR T
Bt K A Ao BB E R BRI T o A A
PR AR BN S HARE AR S EF
Bl e B 5 LR E 0 R AR AR EA D R RS 5
RPN, b E'Jﬁn;&ﬁ%&é) FI PR F RERBDLTFEFT o

EAF @ EFRTEL002 2 1224 AR
‘?F%ﬁﬁﬁ’%?Mﬂﬁ@ﬁW?ﬁ%%%ﬁ%Wﬁ°i§@9
W R e TAPMEH - TLRHFLE > FR M I EEF(SF
PEHAN FA) - SN PR Aok BEAR o Tl ARRTD R
PEL s PR AR AF(RAS E)E R BT2 AX E (LK
WYRBEL > A A AR HRREG 0 BRI P EFEE Y B
REETE SN

ﬁmégkﬁﬁ?;{% IMSI Catcher enfzf# » T 5 T %+ % = ig
FELTERMB > ERIWaAEENRET P ENFRRAES T
R AREGETFN (X 92.48) §F R 8
R RT R EF AR AR (TN RAHETRE) TR ED
_IMSI Catcher g sttt Ay £ B o Bh L2 B s H
¢ F P& T3 St IMSE Catcher 3 ELF 38 p &8¢ chE 48 ik

T~ fa e LB E o p & IMEL & IMSI 3R 3 i 5] IMSI Catcher - 3

3 M B ]9 -4E ) IMSI-Catcher #4418 B 4L - 2022 £ 3 0 - A A A B EHE
% 121 #H > F 70

16



*> IMSI Catcher i |8 B & &3 350+ 4 > B 7 € 4% IMSI Catcher #

Fo IMED 22 INSE, (R * M %GV WEFIH = 4 Fa)o

+
- FIFERENFZAFTRENF ) TREAE LGP FHTE RN
3T o 4@@:}@%&:}% v Rt e e IMSE Catcher 4 3 F B dg (s >
TR RN S RN - L E PB4 IMEL & IMSI B
T e s HERDPELIBHFNIEE - TEARONCKA T & E RH
Fodr S ETRGM AR G 4 FT Ao AR b BT R

BAEAREGFURER (R RFHFLAPNFE2RERHE AR
FRGRTPEMEZ Y - 72 WAL R R REBUE K
FEFEATRLAFTE 2 EAHEMI AP F R R R A HER
Mtk mmizf@sd MR ETREMB 2R ng

52 5=
B Ry o

X0 b mEAREREFSN 2975 48 IMEI 2 INSI i B K
EZ AR A FHERA SRR M AW TR
BRIP4 IMEL 2 IMSI > 7 @ dx ¥ i ¢
*

L F) % = A G IMEL 2 INSH > fedew i mp o

7
TLLRAE R R THGG R Bl
AR ER G F R R s 2001 # BB

T3k M B ] 048 B IMSI-Catcher 44§ B 4L - 2022 30 - A A B ERE
¥ 121 % F 720
3 M B k] 948 B IMSI-Catcher 44§ B8 4E - 2022 30 - A A B ERE
% 121 # > F 77

17



REE T  27aRd v e WEREG S 104), 0 AT
¥ F 1R M INSI Catcher g F B ¢ L W2 P HFR > RET
Ei2 53 10 48 o "8 LR BT L R T BrIE R ARG REA

'g = BT R G e

hd
oo

GRlpEr 3 g ERBRE > A B R

R}
RS B RS N AR L TR - KT GRBEF A

=1

AN ERA AR AAPFLFEFL > FREY M LK F TR

g
W
&
i)
AN
2
¢
!
g
F_&
p
i
T
B
-
o
KT
E ]
bR
(w
bai

BAE o FIEBE T AR FE I 0 B AP M SR BT BF
T4 FEMEREANT AR PR AR B AE R AE
ANFERR A, R ERE P RAERRG LG
2022 # 2 1L E AR BRI OB SRy T AR B F
FRLRP R AL L 2FEFE TR M CREIRFEF
AR AR TR EEL 2T f k%
GORERET LG PR SR R 2 ek o TINSI

CE O PET AR MR

Catcher ¥f**F 732 . £ &8 M » & 3F 2 4o L - iz %] 5 IMSI Catcher "$
TR ERE LG T BRG] om B TR R
£ 480 IMED & IMSI > 2R (847 % U5 P L BT % 8 2

i m AR AN &L Gk

WRRTEEE A RO BR R TUHE RS S

T3 M B ] 048 B IMSI-Catcher 44§ B 4L - 2022 # 30 - A A B ERE
¥ 121 # > F 78>

P EFF et EF N2 R 6L AC T 2P ET B EAp > B AR 5 2020 £ 8
P17 p ’https://www.businesstoday.com.tw/article/category/80392/post/202008170008/
(Btffgp 12021 # 127 3p)-

TMAT MR EE AT BRE&EE M E ) B ¢ B4R 2022220 89 o
https://ww.chinatimes.com/realtimenews/20220208001131-260402?chdtv - (& i F P
2022 # 3% 10p)

18



At A A BRERsl4 o Jssg;)g Hou i L6587

M;L;&%j;b—‘ﬁg, fgﬁ‘?-ﬁ”ﬁ BREELEM

AR MR E R R F R A 2012 EATH R E S B FRRR
TEHRFRE 2R ZEREBA MEGE BRI TI LB B 2k
BRI S el R A DS B RS > P ILMEALE T 7 B
FETHIE L A B PIEEP  BERPEREBT FRAE R NS TM L 2
By o AR R BCEE N RE A M Bk 0 2015 &  FlE &S
Wi SEEIEFELPIARE A B P F BN G iR 44E L

A R 02016 £ 1 C AN RE R AR
R~ WEL TR &2k 2D 2017 & FH > 2 FE &% |

B ERTNE AL [ g MIC B R gk 2
$=27 FHAAMEIRFRRZRE

Mit @ 2 w5 3 m#tAy £ 7 B X HTwE 2 IMEICE 85 50 )
INST (3% fh 36 3 S8 ) 03U 55 39 2] STIESE 4o B 2 g 15 4 2] b
MAER B P T (Gl4o BN E) Tl BEe F Y R
b H b BRI R R AT RE L - BB AT

*ﬂfm%@ﬁﬁm,ﬁ% BRI 2 2 EN T &g HE B A

s Ij"

o 7
T~

3

XM B

By

B3 Lk M2 ] R -46 B INSI-Catcher 413 & % 4% > 2022 & 30 5 4 X B2 EHE
% 121 & > | 75-76 -
395&@‘**—]1‘%? WE R w2 i%” TH LY o KM AR IAF M i b o B 44 e
ERT R R (BH rzm ) Ay #.fsﬂa./ﬁ»kf’f’?kd’/fﬁl” R e REER T
* 4 a AT Rw (Amateur Radio DlrectlonFinding P ARDF) 14 ¢ B 75— L4 F o &9
Eﬁvw%—w Bl p A RS SR A ’iiIﬁ-lif/mﬁrha-ﬁi:l]} AERTRFHE (FFH
Ty ) oA FFRF(HERLTEES ) FFERTRY R (BH FM % -
AT RE LN e i e A 2) BEFHFRFGD TRy o F R LipE
;1 Copgsm e o RUEVAN S NEEFR AN PR T AR NERR o A
Tl SRR LEMR TR e @A s, (Fox Hunting) @8 o
Fle R4 * 3BT HFHE 2T LEE AP

19



=

kg TERAFRTRBZTE | 288 -

BARE G BRSHEEMCRENEEN, R ERL R R GR
Bdad Bl RL TN i AapBRERLT, o F v

=3
R R (RR)EHARE R BB E o b P R E RS BB

.
=

BFAEMC B B R g THRAEAM i FERE,) et R

104 # R EUyRYHERMB S » FE L A5 - F2BIRI RN

Mﬂé,ﬁ%ggﬂw%%fiﬁﬁﬁé’Emr%%mé%%%?’

el

FAREG R EGEFRY MBI @ B E B oem B2
B B T

B kPP AREE Y 6895 R RERMANF LA 4

};]-,gl J i—,f@ﬂ, #n% % * o s};’le]flfé = ;‘g}r;a»ﬁtfaﬁ_

#
#

1h

AR A X EEE B A

=

ez pa g R BREES 22

=
EDY
—\

B A ARAd FRZAANEREFF - RF M2 K FIFL AN

TR EEEOEF R ERT R TR M B F TR RN

misBEALIDA FBEZRITNERT ] ided TiERD5E0

S R ER ELEDE R

e
‘a\
)
(3
\\\&‘_
=
s
N
&%
=
~=i
~
T
o
‘3\
e
o

Ope e > 2 106 # B B F % 164 57 F 24



TR 2 7] o PELERLE AU s B HY G R G Fae

L

B PR AL T AR F R AR RAPHKE R
A ATIRA A B

FREAEFE S p bl G o4 ARG

LAk B e R E 232 HEGFRA 2 S EER M2 3L

i
/d}
3
R
bl
f‘m
&
i
A
e

Foef)e B BhAe PSR 0 M Y B R TR 6 AR

FHEF G MR FoRRAES Y PR E A RE R

N
o
T
=

&

)

A=

-3
4
=

¥

FTEFAERE > PIREF L FEA

X

T
SRR SR RN R

Yi'c

Yor

-
[}

ks L}mmza %75 o f/ﬁ'.;} AE 4 «N_@_ s

AN Fne g 2Tz % 168152 4 Mt d i

ME &2k 109 & B F 5 3 ¥ 1683 57 F 24

21



BRI R 22 BHOEFTE > g R R AT

5w & GPS 23k = _ix % ib

GPS 2z = ix k s (Global Positioning System~ & ;% %4 %
NAVigation Satellite with Time and Ranging Global Positioning
System) > FH G 2 FEh i A HP BB O R E R Y
ERCEE N g fa i ) RS anfEl ik ks GPS Xk
sz m b A3 Rs E ot 2 2 TRANSIT Ak & % > T ioieik b n”
B b L i AR Y B B R 32 (Doppler
Frequency Shift) » d A E s ¥ HHaMT A BEI o EX+ > £H8
RN EEEHE R %#&E%Tf-% R oA R A EH(HE) BT E
HESDY P RIET o B OGPS 2k k Khed

O RUE SR TR R RCRE L BT 6 Rl

9
£¥
%
[
&
).

/\‘
by
‘3\
(i}
"r:\\
F\;
At

S0 3 AR GPS 2RI il ¥ iE
To*GPS 2o A Az 2 EFGEL R B¥ LT g 1991
L B L B 2003 Ep RS o % GPS Fiw i i ¥
o FAHELT SRFL S BEDAY F o TG L BT E

PHES 0 FR R ks dpda 09 0 1992 E 47 5 F 93

Bk d oGRS gt BB AR AAA L2005 &£ 10 7 0 F 2-855 F & ¢ oo k2
TRE A s R TH - 2005# 7% - F B3

“HhEEOOPSHBE I G AL AT HRZ IR ML > A2 2R ARLFALE
e o F 7o

CEumE Y EEE A PHEFFE AREE > RpE22 % 4 852007 £ 8 % > |
40-52 5 kP &~ HRHBAT > HALEFEE N T IR L ZTF Wmapt 25 ¥ 5 # > 2010 #
10 # » F 75-87; BefZAk o ¢ Tl Hagrr #EZ HELRGE L L AP E 29
% 6 # 2014 117 > F 63-79

7', :



46

L L
o

2

& GPS 2% 7 i+ % s>
(SR EESNEXTES S S8 FOB

BRAEEY XL AT A hed TP 5

w

e x f_,t’_}‘f@’r:?r 2

4

B
¢ e

Tk S (GPS) ~ B B dranfi 2 o 27{F L & v (GLONASS) -
R kst (BDS) o o endoflek Fh kst (Galileo) -
$-3F #Hani i iER

G%ﬁ%éA%ﬁ@?’lﬂiﬁiﬁmﬁﬁﬁ’?wéiaG
DR RA AR E L R AR B GIS I EF R A
PR TR R S R B SR SO
s gt R EA L @4 Google ¥ BIP F L R 4
FhpR s 3o A S GPS iz LY TF

B 7R R 2T A GPS~A-GPS~Wi-Fi & ¢ided e = 1%

™}

GPS 2z ik hE » » A EFIL g 4pg B4 §

"GPS B R E L kM RGN ARD FF o~ & R

JRERIGARDEEER > &
WERRE-HAy T EAE

ITS) » 2 d GSM

ﬁig?l 4 % (Intelligent Transportati
(R N
\3\ ﬁ;‘fj 1 ,?T 49 s

P % = ) 5
ffu‘?_‘—*f" ;F:

System > f§ # : ® >
Sl e d s R Bl GPS IR i BB R A
Epy A R HmETF AL %o B

A B

GPS 23k =z > %

“thp o OPS PHE A AL AN E ORI ME > Mg B EF IAL AL

ff'_%éa? ) EIT 90

Tipaed o WELAAF BB R BN FEH P FARERELE €707 #1996 £ 12
T 29
CH R EP MY o FE R TR T 115 # > 2006 £ 30 > |
54-60 -

’ /I}IJ'QF’ ’ }é-: B

e
E53

b

7]

-

on

2%
BT

7
5

N

g

’

I A LT AR AN 101 £ iF Ehise kv L F > 101# 87 22 p » https://ww. iot.gov

.tw/cp-78-11391-115bb-1.html (B 4 fp 2021 & 17 10 p ) -

23



* GPS % & GIS W EFA A - RFRLERIR AT OS> HE
PLEY SRR R FRBT - S hf ey T4 AT
fl v L~ >3k e iz k % (Differential Global Positioning System
WA DGPS) R RIME AP > R 2 s JINELL
M F% o VGPS XTR A AT U TR D AEH BT A E 0

o LV MR FERA (R ALEY R

AL P 4o p &7
REpd o upHAL A A AR AR EL G oA R
LA R LD ARG AFE GPS T ¢ o % GPS i HUE X

2o oA AEMER, N2 TE R R Vb 2R

FE R A% ch GPS #and R o E g tALAg k] o U p j GPS %
TOBAR R 1 A (e W BRI RS A

4}

B h > 245t GPS 23k T ix ki e Piot it &2 P F B4R g
TR~ R R R AL 0 GPS B HITF D

)il R S E‘fz,\j;i s a;;;z,_g[@qr %@305',5;??7}52,_%5‘,205“5@%53_1’} ,

—e
A
=
)
~mh
N
<
e
P

FAEW B ERNT O &S EF TP E OPS 2z kK
2. & 0 4- iPhone T pz T F 3550 en 1Phone | # it » B F & AR B
J—54

R B e GPS Rk R kMG UE W o RS A I G 2

P a PGPS gt BB mARAHA L 2EPFEFERGF AP 2005 & 10
"5 F 68-80 ¢

T E o PSP T AR M EFR AR MA > RS A AL L g
v o F 1l

VamE. 2o d o 2AE UL ALARR G 2 kY A TS . F 59 B - 2005 &

T PHRFEL M BT R EY > 0 L F ik 166 ¥ 0 2009 & 3 7 - F 92-
110

s

YAPESZ2F o rRELICAAAPE BB 2R > AT AL 0§ 59 # > 2005 &



EHRTEY CEL D LE I RPT SRR BN

<

FET B EARNA S T ERBERREZ RS ST RAZTERR
F S22 pdrent B8k A EF SA AR FEL et R T 4

T2 AT %S OPS Byt B v ok Hipdys Bl ALK ELE

L EOREARR o Lo g OPS Rk RN B LB L
7. % OSSLLL ob {t;h@z]ﬁ‘g‘ﬁ'%ﬁqgggfi s "Tg i# * GPS ;;L_i:

._P ’ 'QTI/,}\ % *#ﬁ\ﬁ L—'—'—% E’\Zﬁi‘ ],;; E\; %‘#1‘%“'9 /Vl‘-ﬁ:’ —L‘ IF)\IEI /—,—/nl- ﬁ\#;
o TERDLEE ¥ AEY GPS 2rpE i ki ki

FERRd S gy bk L ey g (7 R ige) o

N
=
>~
(i
s
W
\H-
H
YT
-
o
ETIS
N

tk 2 4 4
¥z IHEAIEEIRFERER

GPS i ¥eWla AT i % Bl o (% R PR G A2 ek
Bofes FISLG PR BRI ARG AR AR B R

2014 £l PEFAEFA LY ET PP B AR GPS RH - K

9% » F 1l-
T O GPS B E M AR TN AR A Rt B2 28 bl y
% o F 13-

Pjait o GPSHREY FHEFIRER T E L B S k- O0ER I3 2O
B E | 0w S|P 0 2445 0 2013 & 12 7 F 59-78; FAT - o Rk d i B2 7
F LR R 100 &R B3R 2407 B S EES 1L 5 1 B> 2014 &
6 * » F 119-154 «

25



TR LA TRBE BN EFERIFERY ok FFyAEd’
Bt 723 % 6035 689 82l 5 > il ALY e
AR Rl BB Y R RFAER P SRR
FIRAE]] > 3B A4 B B A A RE R A B R
BT L RRB A EF RSN A REE B ARG A

£7 i o % B

2

o

-ek‘

IO
N

ETIS

N|

|

P

S
‘3;

Bt

>\_

o

a

@&

e

N

N

IRV TR

&
8\
bl
—;@t
_j
N|
A
St ;
=
T —h
>
\\-\:
S
o
3
g
Nl

!
%
E <

‘3\

4
pal
o
N
&
oy
ol
b

&
JENN

(23
w

A
BAhy AR R R R R R 4 LR R A R A2

8
BOEEFOPFAEEESE BAFTHA L 8 22 ENEET N -
P rLE S AR R ERE LR L6 R ARG RS
g RS T o B A A
BHCL F 2D BB ARIT 52 @B - 2 0d B s bent 4
TEEEDIRRF Lt a2 HEdhow s LS fRH
r‘(r’)j}rﬁp)‘m&*’” 'r;

DD A Sy SR 1ol 1 3

R A ER IR A nEe 4o

FEL A3

|
A
|
v
w
~
2
it
.18
el
=
&5

Fooo a2 B TS BaES )

B 21106 £ B 5 b G % 3788 BLAE X
58 1967 # Katz v.United States % E R 3042 B ¥ R * cho X T30 AT HE R hg
WAL A REREN > Fla AR T B gE Ol ) F o R e
;’%i@{@ﬂ%éi}34ﬂf£@ﬁii%§_*§%§’“‘Cp&,yf‘%%‘; FE;HL{” #
Harlan + 2 PR R L3 - 6B FEF DR Z > T TFF A28 B
PE ATEY BT ERDEL - AL S R AT o R S A
LiEp L (hRERBER) BB

26



AP ATE20E 30 150 R F AN WAL S B2 TR
RPN IR AL I EH 2 REF(EFAY)DEE FTT5 2
GPS & » ¥ i - FHEHw 2 fpN 2 AR Y F2 ATEEHEH R
ARrgaerd f (eR)D - BEFEE FEBALAFH T £ BT B
AFERHE G V> CPS B BB T AN B AT 5

oRGEOES R R rT o

T
T
(7

B - #Fed o AR s GPS i BEE 2 i%i}#&%i.ﬁ-q} » TR
BARPERR BT AR VLB ARPSTE AR 2 FE T

G AR R PR R E

\:H&:

Blig® 138 % 34pR a0 19 431 FH
SR NN TAREY E Y R LS R

MR B AT R FEF, o x 102 67 10 p FrREE RE
8

i@
o
i@
0
¥
|
o
N
o
o
~
\‘
-
©
%‘*fr

Bl T K E TR B A FERE 2

FRLp BHFFRAVERE PF L FIARLFERL (2 )

.7 % (Mosaic theory) - fidp 2 GPS iz B EV @ H 5 p ~ 2 % i 7 ¥ 473 B
RS R Bk ML BT &Pm BREEDPEEE A FHO L E g 113}’1'4‘»’3% A SE 2
Woogd B TERENT ) AR R TR BRES 2R E SRR
REME o R L RS AR I FRERER A BT A FHT AR
A2 A 4 E R e

T ENEFLEALAHIESL 2020 17 - | 343

i

ES

f= 2 T

D

27



dooksrd s L P HEE (RE G AT S RS o
RIAFEFI e ERI AR e Ak - P RUE SR

BASE R A RETZIRER | 0 B

SF AR BITRSEN o RFEEE S T EEFE G
B GPS BB > fr & A F SR F I o J50 o GPS W pF i Bk st 2t
ATRIRE 3 Rz s 27 o REIAS T AI2 5 22 pRgardg o d
TR IRl e 2L GPS EHE AT # Y o o4 Lo L MIE R hdF S
GPS fjo Bk i B¢ * 2 REA#H - KRPH ~F 2 £ 2 fd > 4 AN

CNYERE T
FI & Huw e
% - 7@ WIFI =~

Wi-Fi» 2% Wi-Fi B #7422 &2 & 5 M inE > 52 = IEEE
802.11 HHBhE M TR PRPH - RSB P o A HEr AT B
T4 F Wi-Fi BL o B FJH ELA B Ll ¥t op R
EV B E M Wi-Fi 2z R g & 5 FFRIEE(Tine-

to-distance) - % A& p| i (Angle-to- distance) ¥ 21 5 3 B P §E

28



(Signal strength)= 7" > & * k& &£ 3 4 F > 2% 3 5 43

5o jE At

bl

N = I A
R HN D R R E T R R o e B P
y

FEOHARER TG S LR

AT B ’*;%_mA)m;f#gé'a‘J& BT WI-F1 2y & =% T MAC
= x> Media Access Control)® > &]4- Google # B #H§ & & * »ii= %
FFAHE I Wi-F AR S 2@ FRSKEF o ¥ 7 2 0 Google ¥

(i P z

et 8k 0§ e cn B b b B B SRR Wi-Fi e 4l

Tk L %5 Android * # & Google ¥ Rz f# s #7 Wi-Fi A
R i ,} B S K E U ERRER T A @& Google B

Google ¥ Ml ¥ ¢ &4 H Wi-Fi BcEd R E{ T ™

7O OWI-F1 oz tand e G4 d = BBy o X Google 2 5% &4

AGECHFRENLFANTE o ARRTISM L - TREZEE

BB SE O W R R N B 2 67 o MAC B S h R_
H

- u o fP - P BT X

UE gk P F AU FFE S RARR Y TR BRGNP R
B ARk 4 % 2 ¥ > 2008 £ 12 ' > F 140-143 o

TEPE MG RE R R A ,ag P2 o AR AE > % 80 B 0 2016 &

31, F 8-

® MAC (Media Access Control) =t #.d = & 16 & = #cF 2 X @ =% > & B =4 A 5

A MBI Bz ElF ERFE ID B ek R ARt el BHF 2 R et
¢ MAC =t 8 48 Fe 1 o

PRk A AT B S Wi-Fi g OPS B iy o A EET 018 B 14
2015 £ 5% > F 7

CERE MG REF o R HEArE SR 2 g A EHE 0§ 80 ¥ 0 2016 £
3% 5 F 8-

29



By v g R THE 2L o
- IP u 7>

IP i=u (Internet Protocol Address) & ip "% e itihik it o
ERRA B - B i B RN R R A - BRER{feE -

I A e BEES B FALG RR G OP GG IP s TR

"<

BEATERfR EGES) L R T A AR e o 4

b}

7

)
F’_k
i
RS

B
|
1
lal}
=k
Sy
=4
i
)/
T
ao)
B
o) 4
Y
P
b
Y
—‘
ot
c
3
=

e - PR

-—)k\
~=i
_,#.
Jﬁ:{
~
<
=
=+
[
QD
O
=
<
QD
=
@
=
(9]
Py
=
o
=
X
<
0
=
~—
e
End
(-w
*}"%
Ay

dw@
’@
?}li

G VPNRFFE R R 7 R % K 2 TS s AP mab A on ot E R o
IPienpoaprkidt?i-SRAARZLAATHEIRELS 7 -

-\

¥ Evar

F7 8- fia ﬁfﬁﬁé‘fj:}i,’{dﬁ?’ 1994 & ¢ % %4 € 1% (Ericsson) % &

BAeR o A et T ehiR T %’Téﬁ?##ﬂ&’ﬁﬁ%ﬁﬁﬁ

® VPN g k4 4 geie (Virtual Private Network, VPN) » & - f& % * >t d&a & 2 F en
ARSI Z > ARMEAFE VPN RIRE2Z B * i 2 < (Tunneling Protocol )
MR AR R > EPBEHNE AL RpEERE RSN o

Yien ¥ > Y auwie o ST R 7108 # 3-4 7 80 | 13-14 -

30



2ARINA B E M F L FRRT A A £ 2 ET % 3 (Taiwan Al
Labs)ie— # & (T B % T4 AR App, T fIF 2R HET T
CLUBLEE R ORI R AR Y RREARST PR gk e i 2 i 2 14
AP o T4 AR Appy BRI By BT PR TR
1 App - iRenEE R 4 W II- RS A L G ID(E ) 0 D iR
e o =8 3 € Fliipesg® ID A chbmo ks 10 3 20 &

g L - TP D S g WA S e sy 2y
COVID-19 B Emy molags 1D 4wk FRF & R4 g Gas

PR E R o A TET L P ERG I s e
Ard R 58(100 2 500 2 = )@ R U &3 L)Y 5 (o
AR AN LT RAEY E SR AEY LR 3

Mo B B RIEMRE > AR FHFARAR LEFY o

Phrd 1% A F FATR 45 0 2021 & 5% 14 p - https://www.cdc.gov. tw/Bulletin/Detail/
4tvSn4wPDjJe42YTuS8LjA?typeid=9(5 i ;mﬁ p 12021 &5 15p) ¢

T4 AL BEAL ADP EEGEN 00 A 6 BE B A TR A AR P FI R e
#EW;HL% TR 2 R BT PHET 7 #wlnq ERN FHELE S 14

% 5 7 g | 111 ZHRIE e R FREL TS ELFF > SR CEFRZERL
v “fw’App:Jzkiﬁ%iffi@é 14 x %i&ﬁﬁi@ﬁ?é’%?i t':IkL%“r%w °

0% iﬁ:-r P AR R PHPA | S FAERER kR A 104 HEES §
v https://www.ctwant.com/article/120143( s fp 2021 #5 % 30 p ) -

d e B Pt 10 ReR Rt HRE RIE T A NB-loT $ivz & KR - § HR
Eyash o s A # ar% I 10 A P EEGRR K mﬂé’kg i 3R & % 5 o LINE 3
B0 LT REE R “}J%fﬁ » % ALA g T g R ”“‘IL B g lﬁ-g W E ORI RO oL I‘—"g

o

31



32



PR ARAPHTEHNFTCELZT R ZR

TFFEE LD DENFRFMLF A IR AA R B
FEH LR RrEE o N RERE
CEAREEE R I R R R R £ F L

Lo PR AT TR ABMEH AR R A

i} ﬁi
(\x
~mh
E:D

W
5
b
%
-
™
3
R
&

A
A\

BEHEB R PhERM 2 TR

-

BAE 0 ST A B

v
)
>~
&
q
[
o

SO R W R FEEP e 2 AR A 0 TR R R
Biedk » UER R RASFEZRAAN L B D E R aEe
finkenh i p o PR A R RS AT BT A AEE

Al At v A TELFR S FJERLE L FT R o 5 s 2

:‘

ERFmEERS ORFELTFT AERA AP Ty 2 ERAE (P

2Ty 384 BAR) - %a,ﬁwgag,%ﬁ%&mjuﬁﬁm

R B 27 ERxEpfard 200010 > F 3o
Mkdig > 22 #%(+) 2008 # 1% » F 157 -

33



i 5t CEE iER R E B TR TR
AP ETER
A L T % 100 2 = ¥] 500 X X R IEAL A
0 T PE S INSI - . X N y R
i 3o gp R o A
IME] RS
GPS BB 932 p X X |
WIFI w g~ MAC = G52 p X X R PR R
1P fps ~ AP ab 952 p X Vv R PATR
EY |#mcamani]  932p X X |RiERER
¥ -8 ¥z
% %ﬂ'li,’%”ﬁ? E Y 228 % 1~ % 23005 % 23 ~ % 231

BEE 22 R Wk M A2 B2 M LR TR AR
TEPEALE A E R R 231 R ER(F )2 RE o BE D ERST
SEFTH AMNmBHE A A AL BRI RERAREEEFY
Frmd o AR TR AR R A PR 0 R TR
PP FEREERMARMESTIFH T SR T ERSRRT
TaiEetpAAEaRE - "AARANTHRWE Y 122 ER T ApF R
d > @R AEFAZEM P E T RBESE AN B et T
FoMAELT T DR R o WA W ik
BT ER S F % 1509 LA ARt R 2 P en g 2 g
F v kBT B N2 R A 2009 20 5 A EEeiEs | 3o

Bz P8R §AMIEER? T3k - O #R S F ST - 2 82H 2
Bk 235 8 0 | 241-254 -

R T EARRE R ) LA EEEH% 0 2018 & 118 0 | 28-29 -

34




4 2= Y
EF —jﬁz‘:;\.‘»ﬂ‘

(RS ERE
fHEE P

R AR e

Ty

L1 E s F ¥

SN

AR AR A D PR BT 3 B R
JoR BB P REL I A LR B XTI L G
IR BARE dod Ak Pingcas 7 AP H R
SAEBRME R IFAEFBPEET L BL K R

EPITHFT L IR OB ESTARE > BEH %

oA e TR m AR A o T ey AT

R I EED TR LR T SN}y

A TR R LA

pe3
v BT IR Kdk e RBLEDOEE BV B

BTG E A S  ShiE TE—’_‘@%*]‘&E?FE\‘%F}’?‘?J—E%‘7‘(—’»?

ﬁﬁa'fﬁ_’ E’ ﬂ?_,pm

Y R

PR DLIATRES - AW I By LRk S

REEEDHENF > FUEEF U RGP BT RE

- BF AL B orh o Y A2 359 2 BT BN 22

2z - @t o
md GFTT e

,

XL LR PAAELERTE > NN D e B

T3 b M R ] AR
2022 3% » F 92
"REE PRERrTre

B IMSI-Catcher 13 &4 > 4 < B2 8%HE > ¥ 121 ¥ >

3 B éﬁ %3 RiTEGPSYBUZH 2 23 E B 284

Br A% 2015 # 99 448 o F 875-886 -

T PR F 60 ¥

574 ’2018379 ' F 164 -

35



&3

NER O PR TRESLZINER S BT
FEREFH2Z T (Fiod s A 5 )

i EE R s A T I ARRL TR AL

Rt h AL g AR DRWAHOSRAR A AL B2 BT o (BF
EF 108 # B 5 F 5 41148 E XA R) 0 d v TR L S
FEF T24PE3a  (ARFFPF)IFEN BRI GRY BRo
P TEg A LR TR sl CGEERTFMNF) 2t

LR T RN AEE R
Bz AH k4

PEFFRFEH I3 iE 0 T L EFBAE R b Fhefz o G
WA P 2 A FF A RE A R RN P S
ZfmhE e RSP AP L gad > BN LA BT
B EFENF Fadlicd o wh TR ERIRA, ) o R EL G
FaREY By T A BRI 2 FE Hy T AL 0 ENEFRIFT
oo dean i S g G ML 2 P BT A EBAET MKRET 4

36



EWHRBT e F%%‘éj‘r%’?%ﬁ‘i TABL | > p? FFEABgRER LT
i@ % THIbOX i @ BRI “THRITHZ B E RE R L5/ 21
e BEFRABE AN RS Pk A RBETEF R v
FHRANFFRE O RANFFRZE P MR 0 G A% (e
AERAYIFED F) RENAEREYG D L lkieh b T R LR
B R A pdrfe b g A S FF AR EREARNAIA A
- REHEERZ P ERE ENG Aoz 2 ANBRETY 5 30
BooZ@gded 0 ZRAERe o B H AR - SR R
TP AL FMRSFARLR > < i AR 5 S

+
P

o

ZEFRE G e R EF R A BM AL ERZ A0 AR 4
B LRIAECREV R B TRy 2 TELERZ P
Ziep B AR AA - WEFE S FRAGFHRELEFRS T2
ez A o ik P iU o A BT HEHN TE2 ¢ Bl 2
_dedn o R R Fm%‘; i fofe L2 7

(=
-
=
=
¥
(w
NS
\H‘
=
\.
v
RN
(\x

HEZUHRDNAIHGEL23A LB E B RERA - REFE
2g od e A H AL T LT L PR B2 R o
S R HFA RS LPERTER

PHEXEAAFAFEY > TR 2R FHHm % 116052 2 5 1

BHAZE AT iEZ 1% 138 TrEva e S804 8
i



8
T A P R T AT 2 B

Hh o fF ARRE G AR AT & o £ Rl
%E_:l"i’_@qf oE}ﬂ_L"f ﬁijihlﬂji/{h-/zﬁ:ljL—L&%’/gg,?f}/{fﬁﬂ—l‘:

ER A N

PR B wm A

B wgbifitea 3 o W

—\\

;%ﬂﬁ%%*F%ﬁﬁpm,ii%@saﬁéﬂégifii%%

38



b GlrERGPS A RETRAAL P N AEF S LE R AL

:’ﬁﬁkLG%’Uiﬁﬁ FE e pmitith o ARMEZFEFHF

PR HEAE A2 PR EL 2 RBREAA R AFEHA R R
T

AP AT ¢} BRI AL RS B P L P S

BRSO ALETE RN P BE BH L BO

BARRAW - bl4e ik TR 40E 0 S A FR 0 RHE
B

Fz b vRFELFER2R AwE WA

..\

=

FAEL oL

I

N

.\_.

PR RE R TR MR At Tl AFEEE T RT 2 PR

A of8 R ARG F] R P ) 0 A2 LS AR 5 R s B
WREA W BTG LT FRFF L2 5

Y AFegE 4

%
-

| T22 23R 3 7R A2 AT EUBEELAAL
7

WL Ao A ik R

~=i
Ed
2

TR F MR RS P KX GPS o BF i
&
f

Eg A F A REH 2 HEEAFER PR E LR B kP
M GPSz T =&l » WEFFHC WL ALE M AFE 2 FT
FRPAKOPSEE A(FRZA)FHBEEFTAZFW L > A FRE
FRBEFPRETF PR UAPFR S EBHEZIARPRE  CEF LT RY

BAREFZE Y- Fhr2Fpa FFERAARBEARD
CREAE AR BT A

S
o M PR RS AR RRL AR o R A ¢

ETIS

REF G £ i R T 0 TR R



PERUAEEE SN R T RT R BRI T R A S
-F;Lé\v/é"]‘i,'?}% ’Z%pgv—r*ﬂ‘ﬁ"—lﬁg‘?—lg’l_c’?kﬁ@ /é—"zﬁ‘iﬂ-‘%&
BRCAREAN A - SR T - SR A ;ﬁiﬁfﬁi'iﬁiﬁ@ﬁ:}i’ﬂfl

PARR o H TR A kg A 2 Tasgfia s (

dat,
fon
_34”\\,;
]

FEa kD A AR ER) > BAEETRPEPFI AR o
F-3 @R

HAERL TRERE  (EREHPEZETHRER) T AR, (B
ST AR A T Ao AP AREF L) THEE (FRFFRE
# A RFAZEOU) S Tinflpld (BT XEERHEIL 0 5 =
LRPBERNTHEFZ FEE R R OERON - e g) R R 2
HANARMENT IR PR - KB R s B R R 2
FLoERT D TAXFRBENZ D o g AEFAAREAZF & -
He PRI R 2P FEEA - JAIRATEI A TL BP0 A
B AT BB A
R 2 A RFR2 2B T 5 FRBAZEF RSB LR T B A ZE2

S
BEB A THL P D EAD 3T E AL A AE  RR A ) TR

B b gE RRES L M -

ETIS

3_
—
-

174

%%iaﬁ’iﬁﬁﬂﬁﬁ&aaéiivﬁ?7~*&%ﬁ@é’ﬁﬂ&
|2 o #ul b XE R AL TR RR A G P
Rz vk AW bR EE HiRRZ R p RN LEE

A

o
b

Ko
\\\?{Zr
\\ d}"

~
Iy
By
ey

Bfer o BuRBARS A 280k o (§71 #1105 # & 3 F % 867 7% X
A E ¢ B3 AKR106 &£ A 3 3 180 B F K2 R)

d v ar ARPN ERE FIALIERE &EJMEg

~xmh
>~
P
E o
et
Iz

E o ek R F E AR T Bt o X (R RE S ZE o 0 Y

!

PR o K EFREANITY I M IERRE TRE > PEATEY LY 0 T 270



FERARECRAHBAAP G TR

e
—h
e
(w
e
\

SC ST ENEL SRS S RV AR AR

oo RPN o RIS GPS KA APARRAELE L > T2 A p F o GPS
k)

IFE‘] T ﬁ%]

“‘)‘
.J'_.
-T, e
£
«
4
RS
w
4
P
jud
=
o
E it
(\x
~xmh
W
E:D
=%
o
L

]
o
W
F_k
=
h
(=
@
e
wn
T
Pty
YT
-
EL|
(\x

P MR G E FHEAME LR

-~ -~ !

)

FEFTANISENS R TE A RO Y P AR A

AT R o

B S -1 B RS P RERT AR TEIRAE TG
BAARA 2 FES B LT RRE L GER R ER - mh s R

A -THACEFTRELES - ARRE N R iR FF 0 p RS

()

ALEER > BEERE A 2B T TiEd e B E 2

ARk W RE TR A NE R G T T RER R EFAELRZ
TRORNEHE I ML S UNEFI LG A THRIYTPELT S, 2

PP FHAEAT R LW B TREA AR L 2@ apn gy R e

TN
_
n
C
%
7‘&;-
L
{
e
=
=

oo AWM Ao EE T ¢ Bh 2@ ap
DR EFE Y RS R EER AR AP ARTE 2 o (47
BAM106 R P B3 180 BT 24 E) -

Y

Pl EMEF SRR TE AR ERE T FE > A2 EEHE 2153
#>2010& 1°* > F 119-120 -

VIR PRI SE R A ERNTEPSEHZEFE IR FE R L
B2 E¥ 520152 9% > 448 > F 905-906 o

41



R

“R

b2

(\x,

N

T

[

— S

R

3

B o dRE&Gy REAL TG ETEETR, AP A, R
AE P BriaE TEA #2  BuoFH o are g TaAk
A PR TR

Fz8 TRERE
THEREN 1084557 3L pigs FfzfdE f o109 # 7 0

o BRI ATIRAY > MUED Ho T

LTHTEAHER BRI TEFORT R EETREE
B o HEHMFREEIARY > FRP R HEE N F R
BRTRFZFHIFHE LR FEEF O AL e dg* 2
TR AR TEIRIFE > ST ERERTAE S 2 FE S R
TREB UL EPER @ LR PR E S GRS EE TR
R4k T RTERERELT A jrfgn,»’—‘ﬁ SN FRETEZAE O
@%@%j%&a%ﬁ&g%%ﬁyﬁﬁﬁagﬁ\ﬂaﬁﬁ&&;
MR PR & SRGFEBERS BB 2R

REFARFP L2 28 T X RT R AraF2 R Ea i
BT EER TR BAAT - gt g gL
?w%mﬁﬁ%iii%%ﬁﬁngéfﬁﬁéﬁ%ﬁﬁiﬁgo
CETHE A S F R D L2 8% TR B R EUT T 22
%ﬁgoi~éﬁ§@%§iﬁ9#ﬂ§’ﬁﬁmﬁfwiiﬂﬁﬁ

12

=it x;:}y‘?’{"j 2

E R H AT e

& -
Fry EREEFRE
o RERRERL AP EREEP S 2P ARA



PRIE - HHPIHGEFRZZAETH PP L 18 L E@Y

£l

ETIS

e TRE | GRARBH I L PRSP EF 5 G
AAEERRARS 2 N HREFARFERIFLE L AL RN
jo I PRSP H I LEFERZFEIBLIEST TR UL ER o 73

THE P REMANER R FALE ERESER - AR AANR A

Pt
P
i
v
~xmh
N
(\x
H
&y
oy
- .
X
=
[
M
iz

SN Z AR e N2 g4 F B MEEAL ¢

B2 RESEQETLE > pENEEI 2 (RF 2Kk 101 £/ 5
5

g
=
B0 P A EFEEE 230 % 278 % 231 iE T REAA > KA o #Y

e BRI ARE DB AA S T LRG0 WM
BT AE AR
R 0 D BRET R
Fr PRV FEARE - LMD BHE TR TR
PRI g h EMa 3 T BRART 2 £ LR () Flup
Bz LETRSEE AR o 2 A LR g B R BB

FRzERTEEREZY 11 GR ARERE S PHER R D

8 ﬁ‘ﬁ’“ﬁ "‘L;E"S‘gﬁﬁﬁ—ﬁvmi ;;‘%r?W:)z;" (?) - ﬁi?’%ﬁﬁ‘ﬂiﬂ;ﬁ‘fﬁﬁ ’ f’:"/féﬁvlv
% 96 # > 2007 & 47 5 | 222 o



N

N
ETIS

PR E2L TEh s & THEREN, » &¥ER22 TE

5

B0 RN TR A R E Lk g e

¢

Rd o AR ER G P2l oEARAEN Y PR EER

ZRFE O ATA AR (P RD AR iR )R ERE (B B
WP IR WP ORRA S P EER) T AP - MW B
FrepE i f g I g2 Tt A2 FE T EREZE oA
R &Rz 20 BARZ A3 FnER2 "5 285
(Vorermittlungsverfahren) - = id %
FEA TRARAEFFRZY - FI L FF B AT RN,
T TR AWM EBAPE A AR LT A2 RGP ERT AT
AEEBTRAEE LT F o A R AT RN FLT AR
Fkdy o DR T FEHHERETL LN BT > LF AR
FPEER AL DS F AR ARG RERE T T IFL PR
TP R R AREAA S MERANER PR P W F 2 T
v L3R B2 Rt bldo- HEZHBTFE R FH Y

BAFH FrHELI PG RV
I8 BAFTHREER

R AFHREEES 2 FF L HLL TRAFR HA KA

Sc AR L S-S < I

RS A St ERRLAD B
WD R KT RE R FR AT B2 ARE R
AR S MBI ARG ERE R @ A TR Sy

7

TR AZFAR e AR F R SRS Rt IF L EL

2 Ay h W AMRE  FEic i B EEEPE T L% 0 F 5l
8325 % EaE e .I;H\A-]l,pwfga gﬂ"—u%fﬁ»%%&ﬁ;é;’é?ﬁ 17 549w > B %2
¥ ,15% 13 -2019& 9 > F 90-92 -

44



RS *“%r?@%ﬁw%i%&Ji%ﬂ’@¢ﬁé%@
WH BFEF TRBA o AR TE AR, A
(352104 2R V373 % 1393 8.2 F 2L ) - ™ § 325 @
THRAS GHIRFTLaT(FRFRES AR 105 &40 2

3%
393 FLAFE HA- @) Flt o B A FTAREEZ 2N IL 0 T AP v AR P

|
e
R
kS
L
(i
%
%
N

= o1 l;""]’-\?-&’fx ‘,’k’@f‘f‘ P e ?; °
Ao fRBEAFHAEEZ Y IS FRE T ORPHER AT R
BARE %S 6 N L HGEREG P RTRLTES G #
P ERETAFL - F - S ERAREBLEFRPN o o
EF3FAFRPEL-Z HEFTAHEEAERT - % 160F ) S PMFBRA
FAt A g FoER - BT TR o BT

pai
ETIS
(\x

I

I
&
Eid
A

»

P
E'D
B

LFZZ"\*Q?’
2 kS

o
S AR e e T AL - F
£

hpaat
3\
~
—
s

)

Jﬁ
v

,
*
N 7N

|

k'

CEEP YR Z ~ ERER R 2 A H
EHf ko SR EALA A LM pd AMAEL 2 prEow

-4

AL AEELE A ET o - S EFTARR o AT OIS
M R (e ) 02 a a2 FROEE FiH diH
i@’éﬁﬁﬁQ#ﬂéﬁﬁ%i@\L%‘ééﬁﬁéiﬁ%,WFi

LS B}

B PR R B R L AT R REEAA R
BARG AR LR AR - & #l
T @A R A TRRARE MR AN 2

)
X s Fr TP AFELT Y RAHEAP AT R T2

BERER L

H3

45



o RBAFILEE 48 Fo TAFHME Y 2R LR A B L
%Efrm‘ﬁ;f_zi;?,@% A g E R T(F LR ;}%AI; T B~

>/

FARD R B LT ﬁw?# LS R s
AEBHEROAGL AREEFH LTSRS AR H R
# ]l 2 ﬁﬁﬁﬁﬁiﬁiﬁ%’dﬂ#i%%wiiojﬁﬁ,ﬂﬂm
FRERLY cBP AN TR FE, 2 2P L2 e &% B EB
AFAEEELE I TR ER & KR ey 0 E TR
I REFFRMFRE REFTH  TREAMIEN - d TR EH

HRREFRFFOF P FrF kst raxizog aBEgp Y4 F

=%

3 it N & 7 7 84 Z Uy 4] s s D s -
FRENPREMAE ARSI FER G F AL N AL R

BREET LR B35 - S AHVRAATHELRPEG L "

&ﬂw’@&.ﬁ%%%i%%’wﬁbﬁg?aaaizi’%ﬂ
2R Ao FriE S T A Ry %S .
TAKREFE o

AN
=

SR TERAHIRE  ERHEZEITUA 2 NCC BT « (AP > 7T - 2021426 A 21 H »

https://www.mirrormedia.mg/story/20210621edi026/ (821428 H : 202148 5 23 H) -

B ITARAERCEEFEH 1 9 2 2 &S EREE > &N C CBERmmE = E MK

B CGERiEKEZE) FE - KA E HERETrINaARfE TR 5l O ERER &

e

FEAIER R > JFEPERER RS RR o MR AR B R E g A u 5 g

ZNBAEFIBIHEE - M IR 238 -

SR Ik BITHU BN S S RHERESE - ottt > 2021422 A 3 H
https://udn.com/news/story/6809/5227568(& 14 2% H : 2021 4£ 8 H 23 H)

TS BUR DEE T e s 3 0 1 THE i 22 (COVID-19 (TEMPORARY MEASURES) ACT 2020) » iR T4 H
Pryetint - Hrb o SRR AR T3 N E T & 7B HE App(Trace together App) | IG%HA T & 7B

Hit3(Trace together token) | FAH AASEEATES - BRATERHIS SR (ENREBUNESIEETTHE

% o 28I RILEETE R - BB SR AREAE 1 ERE RMS A E T TR E RS > 5IREA

7F ELH AR SEHE ATARBAIRE T » WO DS e PRt B s 2020 et i s B 1 T it B AP Y e &4

o WAETAIREA SO E & 1B HEME FHEUE FEHEEs - vJ DU T‘tﬁ*ﬁlﬁj EP IR YRR TAER
/if i H%&%%BE%J“’“%E&% £ﬁI§F'EJEI’JTEFH7F%£BE' HAREHEERRE - 4122 - TR

57 MELEIRERIT - A AIREL T & 0EHE ) Bk - BESh H MR DU BRI E A
A EHRIET

46



Frx EFRERRZIZBRE

- 8 FRE
EER MY T T EATATEFT O RS WA T ERBH
PEZGARET R R TR P ¢ 50 T BT s E %2 (the Pen
Register/Trap Act ~ » < 7 5 T L e & Fi2) ~ [ B0 PR3 &
FH g2 ik o), (CELLA) » 11 2 FEpRgEsy P i F %% (the Stored
Communication Act , SCA~ 5 HFRE 2 2) o Ry H EesE B
E o AEEERIREL %%ﬁﬁﬁ‘i‘?? iRt %%é RPN e BT e B

L3

N

i 242 ez (incoming impulse) ~ 5L (dialing) ~ g i< (routing)

"'l\‘-\

= g (asdressing) 2 s EL(signaling) Fin o ™ Mo 2niosf b E B2 | A
BRI AR 2D FPE o TGS A WE RE | (SCA)RF
R d AN R o

Bk kR éﬁﬁﬁﬁﬁiﬁﬁia’ﬁﬁiPmﬂﬁ’%ﬁ

;}%E\é‘\;’%}@ﬂuj,ﬁ?ﬁ,%?b”ﬁfﬂ

M=
B
3\

=

;.fT;

W

NENN

‘KZ

88

i} F.*
&%

o

e
ke

&

W

T

BB R o R T A
AWM ARG RGP SR AP e BT A BRI T RE RS

el AR AMEBEE s > ERPET 2 EFALE 60 p o &AL

Fo Gk gaas i whSEF 204600 7
iW%?%%ﬂ%ﬁ@ﬁﬂ&ﬂ%%r#£ﬁ@%ﬁ%i?éJ&r%
Rkt P WM E &% (SCA) » ¥ 3 3k o ik SCA +182703(C)(D)F M b 76 7

SIRBE AR G TEY C Al EME TR Y chk e £ E TR (cell-

)

B, ficipE N et dode 0 2020 £ 40 5 4R FO111 -
o 3«:~ D AR S e A B ok 2 E T % 11548 > 2010 £ 6 1 > | 127-
129 -

47



“rR e TaBL | 5 (2 )CELLA 3% 0 7 it B G W20 o3 8 T B2 h
BB F TR T A A a TR RG] A B BRI e H i R
(67 B 2 ()$%“k%ﬁ“¢5%%$ﬁ%%éﬁ’ﬁ?ﬂﬁi

oA T E T EMBL L h HOT B A AR TR R o TAS Y 0 P

TR A A e BRI E R AL T B E R TR R) R T

ML R Y B2 OPS B B B bl GBI IR R ST Bk
18U.S.C83117 s M e BB A 2 A, Afer B p G AL T B | L
S AT U

VU AL BURS B B BERL B TE

BE P IEd R0 3u G KK OPS E HRE B4R 2 - &> /Eﬁdﬁﬁ;{%ﬁ? A e

LA L 2R 4

GIR TR S5 e AT R A

MR EEEE R | e e gL

A (the Pen T GPS
) N ® VBT 2

Register/Trap Act) - Lkl

g | IR LA g
F2 84 4 2 1% ] (CELLA) PR

T FE R P LR T

P CELLA %> § s iBid e b R i £ g fgp
TEFEFRELTHEFUTA > AES R g

mom%ﬁméﬁawﬁﬁw&ﬁﬂimwﬁ’
g}mnr L ?s—q[‘o

UEP &ML R B o4 2 5 0 2000 £ 69 - F 1158 - T 112

PFRA O ARARTRA YRS RPT] CE I EHE > $ 18,99 & 40 5 T 171-
172 -

P
=

48



2 BEBL L KT
EEP:KIP‘EI ]}‘:’ 3@;%5;5?3/; . PR N 2 f P ': . " FI F.l 3
C (SCA) HE Rl aAap R ik EL L F S R
B RIRER
HEPKH? %?;—f—b"/ —%i'/w"é‘ii)%?:?”i‘ 3@
D } ;\j{ﬁqi;mllxz ‘ ) ¥ i—rﬂ
(The Wiretap Act) g
PEFM S AMC S BIT AT ER DT %L KRR

Fo3 LRIEFPHE

I
pimg

AwmAjEtaire & L BAFE o AR FEENHR DR T 8
BT 2R g 2 s £ BB L Ap 7 o RA|RE R hEMEER TR
Bl oy E o TEgg )~ T v Tz & Trghr ) 54 st
M R~ 5 3057 B (physical instruction) » ;ﬁl/ Ry 82 2
& « (tangible objects) » P H ikf & L odf o T ch s BAF KL S
BTk Rl Tihtek  Cod AR AmET cEPEAMLG A
A E R SR8 g % j$ B4 & # (Property-based Approach) 3)'E + # &
# (Privacy-based Approach)% % = % J p|(Third-Party Doctrine -~ p 5§

T B R o AT EGR D LG HEE R E PR PG BTG L

PR BRIV SXTFERRY FAEFHE - hKazs

BELLEPRE T TELERDE  RBEREE T ERL % 4R

G AT S, ﬁ':‘mp’%ﬁ" FrA 2B ,2010 26 % > % 1158 > F 96
-

2 S 2x & # %> 1999 & > F 208 o

® 3wy, ;ii%“r%;;"x%fijifﬁﬁ‘frﬂzf%? v e Epk 2003 & 2% > % 93 5 F 166-182 -
* Katz v. United States, 389 U.S. 347, 88 S. Ct. 507 (1967) -

9% 4z B»ﬁ 1',5??:%-‘ L2 [EICEAN “z E%«JP”W?—Q >R Aﬂﬂa\;}frﬁ—fr;};ﬁmﬁﬂ ; ly.;g*gﬂ

DR T A L s ) 3 E ARG XL M A0 e B S i eh
Lo R LT dedn thte B0 F R PED W ST HRA R o

49




* X EIL 2 F fodod gl f % = d (probable cause) ¥ £ f#4y
P SR R e Bl ;%%'ﬂ—&ﬂip‘;#( the warrant requirement~ 4 7}k & ) o
LRE RS LR G B AREFY B(LRIER)E B L - T

By F(ERBIER)eox dooliver 2% Lz 32 BT B B2 MA
N IR NE RS- A BAFOA T PART L oA F A
S EF LY F(ERIEE) &3 B LR o 4 38 & Olmstea %%
ERCHEM L CZF(DLZFARBAHAS B) R ERPBAMARD
REFwEB L R2 BB FARE * PP o Byt HETERE > AP F g
LESGCE BE R 3
ERTRAPRITFHAFRLEG R 2 LR ETF R L)

\_
W
e
i
>
\l\_
=
(\x
EHe
T
N
il
}\
\\E

W% = > R R (Third-Party Doctrine) > & A p G+ % =
*

E

BEGL FEG TEREFPE ) > T2 B E 2T

% United States v. Miller”% » 2 Fein i &2 A AF L 450zt +)

EBAcRReAEHREZAL G £EF P F ;5 Couch v. United

States %% 2 Fain i £ RARLAET A 7 BB A FEIhE 2 L Smith v.
B

S
)

Maryland %% > B F 2R 2 & v T 1

-

)
1\
P
(=
\
=
I,
a4
\
g
=
E‘m
fm

4 %
ARTPERTRE AT IRIE pRRELTR  mR&F Bira s o
Ris > poCarpenter 2™ F P BASHT S 2 2P A2 R - E Rk

bAERE EI S LGATARAREERTRY o B L RRR

*® Oliver v. US , 466 US 170, 104 S.Ct. 1735 (1984)

“ Olmstead v. United States, 277 U.S. 438, 48 S. Ct. 564 (1928)

United States v. Miller, 425 U.S. 435, 443 (1976) -

Couch v. United States, 409 U.S. 322, 335 (1973) -

“Smith v. Maryland, 442 U.S. 735, 743—44 (1979) -

“Carpenter v. United States, 138 S. Ct. 2206, 201 L. Ed. 2d 507 (2018) -

98

99

50



A2

Carpenter % # >Gorsuch ;2 27 A #F @ * Fwifiz & % » ZFRpRpI A
o ARG BER > AL AR BAMA DT EET B LR
A EPERE ERTET B R ANGE I NE BAMAE S LA
BHRpA A CRIGEE LA TP 3L A f 5 2 B2 RTE TR IFERM A -Gorsuch

BT OMMAFALE A F I RARER PRV AKONE

=

PR RBEERABERELLIE FE AP FEHBLETZ A hTANF
FREMEFPET S L T FFZARTRAR FEILRTR Y 0§
FARA ARG

MG ek - PEE T R A RBP] BE

K
NP AXPEETFE PRI I ALHEF TR B

REPE
AEGEREFYE RRARF LG FMERIGARREY Z A 0 B

BAGKIER o @ E SRR 0 © SR A G T TR L
AP o@dE st 5 3 - RO PG e E 2 RFET FZ A RR

= x
BAEFE TG A PRRALER BT E 0 B U
¥ 23 A¥ F I

Carpenter v. United States™% - 2011 & & 23 4 £ WA SH
Y G HEAT R RERT TR G RAAST 9 RF R Ll R
B s TRIENEMMBZ PTG R FF Rypet > iy TG
EAEBZ | (SCA)Y izt dr £ 0 &P~ Carpenter % 304 j= B skt £ 2 &
Wt BEE - PHRZBHALTRELHNTRP TR 2 TP
LI Ap i3 +Mrwi&ﬁww£ﬁﬁj’@ﬂ?ﬁ%%ﬁéﬁﬁﬁﬁ

AY

o
&
14

p
o
£

> 0 o
é;*:ﬂi L W S

# + # % Carpenter = i * p % 12,898

RAAE AP MR T AR Sk T2 Sk RA——p £ K Carpenter %z g o 7
e E ek > 2020 & 0 % 297 #p 0 F 133-135-
103 Carpenter v. United States, 138 S. Ct. 2206, 201 L. Ed. 2d 507 (2018) -

51



=¥ Fmo TiaE x 101 B #dy o &% P pF Carpenter A RipE T2 HH
Bl EEREE e FOLF S FF AR v rd ips 4 o ¥

v

F o FoRE g R ARG Carpenter 2R G EF L F =B AL

‘\E]
e
o
)
f

W 2R TABRLYEF LIRS LN TRSLE
REFHPEF A REF e BT %

2018 # Carpenter ' B Fi2fad| L@ F i R F 2 RE AT

Roberts Bif 5 & 2 i EFRVELED FEFFR > THhT v
H

kMR R R L H Y 2

P

Jones % ¥ % & §®m% 3K GPS 4p
W B A PR A Pt e R AR R R L L g
AR RE R PRS- RSN SR IEE S RS N AT R ST
Riley v. California 2™t ¢ 3 4 > 305 F 30w A2 = endfac 4% #
%57 4 2% A\FE;'F'&F LEEAEL S 5w LU o AT 12%nA K 2T A

AEPEERE R S FIR L fRBE RO B TR R RITT R E

8

-

T“ﬁi%?éiﬁﬁb @RS 251 o ™4 SOTOMAYOR, J. i
FRALE HRZ2 TG F LGl nEEpnd Sd REfEH 17

T @ Carpenter $HH $ 12 (= B SEFnTfh o | LIZHAT oo BRI

h@
¢

T
ETIS
o
et
s
&3
-
=
!
Dy
a0
&
NS
oy
T‘ﬁ
P
&3
-
e
~ ok
T\
o
&
K2
Jut
~mly
g
=
s
N
‘_
g
Tmi
-
ra
av

BT BANFEP R LIHER

™
e
e
-—)k\
Yoty
=
o
N
oy
F\;
%
=3
*
‘u.
%

" Riley v. California, 573 U.S. 373 (2014) -
5 2] 2 &4 "nearly three-quarters of smart phone users report being within five
feet of their phones most of the time, with 12% admitting that they even use their

phones in the shower. Accordingly, when the Government tracks the location of a cell
phone, it achieves near perfect surveillance, as if it had attached an ankle monitor

to the phone®s user. "
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Department of Justice Policy Guidance:
Use of Cell-Site Simulator thhnulng

Cell-site simulator technology provides valuable assistance in support of important public
safety objectives. Whether deployed as part of a fugitive apprehension effort, a complex
narcotics investigation, or to locate or rescue a kidnapped child, cell-site simulators fulfill critical
operational needs.

As with any law enforcement capability, the Department must use cell-site simulators in a
manner that is consistent with the requirements and protections of the Constitution, including the
Fourth Amendment, and applicable statutory authorities, including the Pen Register Statute.
Moreover, any information resulting from the use of cell-site simulators must be handled in a
way that is consistent with the array of applicable statutes, regulations, and policies that guide
law enforcement in how it may and may not collect, retain, and disclose data.

As technology evolves, the Department must continue to assess its tools to ensure that
practice and applicable policies reflect the Department’s law enforcement and national security
missions, as well as the Department’s commitments to accord appropriate respect for
individuals’ privacy and civil liberties. This policy provides additional guidance and establishes
common principles for the use of cell-site simulators across the Department.' The Department's
individual law enforcement components may issue additional specific guidance consistent with
this policy.

BACKGROUND

Cell-site simulators, on occasion, have been the subject of misperception and confusion.
To avoid any confusion here, this section provides information about the use of the equipment
and defines the capabilities that are the subject of this policy.

Baxie Uses

Law enforcement agents can use cell-site simulators to help locate cellular devices whose
unique identifiers are already known to law enforcement, or to determine the unique identifiers
of an unknown device by collecting limited signaling information from devices in the simulator
user’s vicinity. This technology is one tool among many traditional law enforcement techniques,
and is deployed only in the fraction of cases in which the capability is best suited to achieve
specific public safety objectives.

! This policy applies 1o the use of cell-site simulator technology inside the United States in firtherance of eriminal
investigations, When acting pursuant to the Foreign Intelligence Surveillanee Act, Department of Justice
components will make o probable-cause based showing and appropriate disclosures to the count in a manner that is
consistent with the guidance set forth in this policy.
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How They Function

Cell-site simulators, as governed by this policy, function by transmitting as a cell tower.
In response to the signals emitted by the simulator, cellular devices in the proximity of the device
identify the simulator as the most attractive cell tower in the area and thus transmit signals to the
simulator that identify the device in the same way that they would with a networked tower.

A cell-site simulator receives and uses an industry standard unique identifying number
assigned by a device manufacturer or cellular network provider. When used to locate a known
cellular device, a cell-site simulator initially receives the unique identifying number from
multiple devices in the vicinity of the simulator. Once the cell-site simulator identifies the
specific cellular device for which it is looking, it will obtain the signaling information relating
only to that particular phone. When used to identify an unknown device, the cell-site simulator
obtains signaling information from non-target devices in the target’s vicinity for the limited
purpose of distinguishing the target device.

What They Do and Do Not Obtain

By transmitting as a cell tower, cell-site simulators acquire the identifying information
from cellular devices. This identifying information is limited, however. Cell-site simulators
provide only the relative signal strength and general direction of a subject cellular telephone;
they do not function as a GPS locator, as they do not obtain or download any location
information from the device or its applications. Moreover, cell-site simulators used by the
Department must be configured as pen registers, and may not be used to collect the contents of
any communication, in accordance with 18 U.S.C. § 3127(3). This includes any data contained
on the phone itself: the simulator does not remotely capture emails, texts, contact lists, images or
any other data from the phone. In addition, Department cell-site simulators do not provide
subscriber account information (for example, an account holder’s name, address, or telephone
number),

MANAGEMENT CONTROLS AND ACCOUNTABILITY’

Cell-site simulators require training and practice to operate correctly. To that end, the
following management controls and approval processes will help ensure that only knowledgeable
and accountable personnel will use the technology.

I. Department personnel must be trained and supervised appropriately. Cell-site
simulators may be operated only by trained personnel who have been authorized by
their agency to use the technology and whose training has been administered by a
qualified agency component or expert.

! This policy guidance is intended only to improve the intermal management of the Department of Justice. 1t is not
intended 1o and does not create any right, benefit, trust, or responsibility, whether substantive or procedural,
enforceable at law or equity by a party against the United States, its depariments, agencies, instrumentalitics,
cntitics, ofTicers, employees, or agents, or any person, nor does it create any right of review in an administrative,
Judicial, or any oiher proceeding,
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2. Within 30 days, agencies shall designate an executive-level point of contact st each
division or district office responsible for the implementation of this policy, and for

promoting comphiance with its provisions, within his or her junisdsction.

3. Pror to deployment of the wechnology, use of a cell-site sumulntor by the agency must
be approved by an appropriaie individual who bas attnined the gmde of & firs-level
supervisor. Any emergency use of a cell-sive simulator must be approved by an

inte second-level supervisor. Any use of a cell-site simulator on an aircrafi
must be approved either by the executive-level point of contact for the junsdiction, as
described in paragraph 1 of this section, or by a beanch or umit chief at the agency's
headaquarters

Each agency shall identify tmining protocols. These protocols must include training on privacy
undd civil liberties developed in consuliation with the Depanment's Chiel Privacy and Civil
Liberties Officer.

LEGAL PROCESS AND COURT ORDERS

The use of cell-site simulators 18 permirted only as authorized by law and policy. While
the Diepartment has, in the past, appropristely obtained authonzation to use a cell-site stmmilsior
by seeking an order pursuant to the Pen Register Statute, as o matter of policy, liw enforcement
agcncics must now obiain & search wamant supporied by probable cause and 1ssued pursuant to
Rule 41 of the Federal Rules of Criminal Procedure (or the applicable state equivilent), except as
provided below.

As a practscal matter, because prosecutors will need o seek authonty pursuant 1o Rule 41
amsd the Pen Register Statute, prosecutors should, depending on the rules in their jurisdiction,
either (1) obtain a warrant that contmins all information required to be included n g pen register
order pursuani to 18 US.C. § 3123 (or the state equivalent), or (2) seek a warmnt and a pen
register order concurrently. The search warrant affidavit also must reflect the information noted
in the immedintely following section of this policy (“Applicanons for Use of Cell-Site
Simulmtors™).

There are two circumstances in which this policy does not require o warmint prior o the
use of & cell-site simulator

1. Exigent Circumsignees under the Fourth Amendment

Extgent circumstances can vitinte a Fourth Amendment warmant resueirement, but cell-sie
simulntors still require court approval in arder o be lwfully deploved  An exigency that
excuses the need to obtin a warmnt may anse when the needs of law enforcement are so
compelling that they render n warrantless search objectively reasonable. When an officer
has the requisite probable cause, 3 vanety of types of exigent circumstances may justify
dispensing with 8 warrant. These include the need to protect human life or avert serious
mjury, the prevention of the imminent destruction of evidence, the hot pursuit of a fleeing
felon; or the prevention of escape by a suspect or convicted fugitive from justice
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In this circumstance, the use of a cell-sie simulntor s1ll must comply with the Pen
Register Statute, 18 US.C § 3121, o seg., which ordmarily requires judicial
authorization before use of the cell-site simulator, based on the govemment's centification
that the information souglst is relevant 1o an ongoing criminal imvestigation. In addinon,
in the subset of exigent situations where circumstances necessitale SMSIYENCY pen
regisier suthonity pursusnl 1o 18 US.C. § 3125 (o the siake equivabent), the emergency
must be among those lised m Section 3125 immeduie danger of death or senous bodily
injury 1o any person, conspiratorial activities charactenstic of organized crime, an
immiecinte threat to 8 nabional secunty interest; or an ongoing sitack on o protected
compuler (a5 defined in 13 UL5.C, § 1030) that constitutes a crime punishable by a term
of imprisonment greater than one year  In addition, the operator must obtain the requisite
1mulnppmﬂmuupmwheﬁmmulullqhnhmm In order 10
comply with the tenms of this policy and with 18 US.C. § 3125," the opermor must
contact the duty ALUSA in the local U.S. Amorney s Office, who will then call the D)
Cmﬂfmhmhnmmmmmmmmwlhmmﬂ
{(ESU) of the Office of Enforcement Operations, Am;ﬂum-anflh:nlﬂ:
are met, the ESU atormey will contact 8 DAAG in the Criminal Division” and provide a
short briefing. If the DAAG approves, the ESU atiomey will relay the verbal
authonzation to the AUSA, who must also apply for a court order within 48 hours as
required by 1B US.C § 3125 Under the provigions of the Pen Register Stnute, use
under emergency pen-trap authority must end when the mformation sought is obtained,
an application for an order is dended, or 48 hours has passed, whichever comes firs

There may also be other crcumstances m which, although exigent circumstances do not
exisl, the law does not require 4 search warrant and circumstances make obtaining
search warmnd impracticable. In such cases, which we expect 1o be very limited, agents
must first obtam spproval from executive-level personnel at the agency's headaquantens
and the relevant U S Attorney, and then from a Crminal Division DAAG. The Criminal
Division shall keep track of the number of times the use of o cell-site simulator 1s
approved under this subsection, as well s the circumstances underlying each such wse.

In this circumsiance, the use of & cell-sile simulator still must comply with the Pen
Register Statute, 18 ULS.C. § 3121, & sey., which ordinarily requires judicial
authorizstion before use of the cell-site simulator, based on the government's centification
that the information sought 15 relevant 1o an ongoing criminal investigation. |n addition,

" Knowing s of @ pen regiser under emergency mutharimnon withou applying for s coun order within 45 hours &
& criminal violation of (ke Pen Regisier Smime, pursuant to 18 LIS.C § Y3%¢c)

* Ini nonv-Toderal cases. the aperaios il comm (he prosccutar sad any othes applicable polni of contsct for the
sate or local jarisdicrion

" I requests (o emerpency pem suthonty, und (or reled under the cvcepnonal circuraiances provnion, e Crimnal
Diivisieen DAAG will consull o8 appropriote wiil a NMatsonal Secunity Division DAAG on rafien withim the Matiosal

Sevirity Devisan s pary low
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if clreumstances necessiisie emergency pen register nuthority, compliance with the
provisions outhned in 18 LLS.C. § 3125 15 required (see provisions i section | directly

ahove)
APPLICATHONS FOR USE OF CELL-SITE SIMULATORS

When making any apphcation to a court, the Department ‘s lawyers and law enforcement
officers must, as always, disclose approprintely and accursiely the underfying purpose and
activities for which an order or authonzation 1s sought. Law enforcement agents must consult
with prosecutors” in advance of using a cell-site simulator, and applications for the use of a cell-
site simatlator must include sufficient information to ensure that the courts are aware that the
u:iunhnmhm*

1. Regardless of the legal authority relied upon, o the time of making an application for use
of a cell-site simulator, the application ar supporting affidavit should describe in general
terms the technique 1o be employed. The description should indicate that investigaiorns
plan to send signals to the cellular phone that will casse it, and non-target phones on the
same provider network in close physical proximity, o emit unique ientifiers, which will
be ohtained by the technology, and that investigators will use the informanon collected 1o
determine mformation pertaining 1o the physical location of the target cellular device or
1o determing the currently unknown identifiers of the wrget device. I investigmon will
use the equipment io determine unique identifiers at multiple locations and/or mitltiple
timses at the same location, the application should indicate this also

2 An spplication or supporting affidevit should inform the court that the trpet celluler
device (e, cell phone) and other cellular devices in the area might expenence a
temporary disruption of service from the service provider. The apphication may also
note, if accurate, that any potential service disraption to non-target devices would be
temparary and all operations will be conducied to ensure the minimal amount of
imerference o non-target devices.

3. An apphcation for the use of a cell-site simulaior should inform the court about how law

enforcement intencls 1o address deletion of data not associated with the target phone. The
application should also indicate that law enforcement will make no affirmanive

investigative use of any non-target dada absent further order of the court, except 1o
identify and distinguish the trget device from other devices

" While this provision typscally will implicate notifcatim o Asssctant Unied Stabes Allameys, i also exiends o
state und local proscculon, where such persenne] are eugaged in eperations mvobang coll-sie sanibsion.

" Conres. in certam jurisdictions may require addizional sechmical information regarding e cell-siie smslior’s
pperalion (e g., imdecuf]l, capuhilliiiey, lirnitatioss o specificstions). Saople opphications contaming such wchnseal
imlrmaiion are availabde from e Compuiier Crime and Iniclleciual Propery Secibon (CCTPS) of the Crimenal
Division. Ta cxsure cosirs receive appropriale and occumie nfomeson regarding the (echmical (o frmetion
described above, prior o Mg an agpplacation tet desiams o e semiple Tlings, agents of proseculon mis
contaet CUTPS, which will coordinaie sith ppproprise Dicpurimesi componenis,
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DATA COLLECTION AND DHSPOSAL

The Department is committed to ensuring that low enforcement practices concerning the
collection or retention” of data are lawful, and approprimtely respect the important privacy
interests of individuals. As part of this commitment, the Deparment’s law enforcement agencies
operate in accordance with rules, policics, and laws that control the collection, retention,
dissemination, and disposition of records that contamn personal identifving information. As with
data collected in the course of any mvestigation, these authonties apply 1o mformation collected
through the use of & cell-site simulator. Consistens with applicable existing laws and
mqulmhﬂhdh!nwhlﬂummﬂmiﬂnw&und
cell-site smulators shall include the following practices

1. When the equipment is used 1o locate 8 known cellular device, all data must be
deleted as soon as that device s located, and no less than once duly.

2. When the equipment is used 1o identi fy an unknown cellular device, all data mus: be
deleted ns soon as the target cellular device is identified, and in any event no less than
once every 30 days.

3. Prior to deploying equipment for snother mission, the operator must verifi that the
equipment has been cleared of any previons operational data

Agencies shall implement an suditing program to ensure that the data is deleted n the manper
described shove.

STATE AND LINAL PARTNERS

The Department often works closely wath its State and Local law enforcement pariners
and provides techmological assistance under a vanety of circumstances. This policy applies 1o all
mstances in which Departiment components use cell-site simulators in support of other Federal
agrencies and'or Stute and Local lew enforcement agencies.

TRAINING AND COURDINATION, AND ONGOING MANAGEMENT

Accountability is an essential element in muintaining the megrity of our Federal law
agencies. Each law enforcement agency shall provide this policy, and training as
sppropriate, to all relevam employees. Penodic review of this policy and traming shall be the

* i the comaea of thin polcy, the 1erim “colloction™ dikd “reiemtion” ane used 10 addreis ouly (he ummdgee wochmcl

process al idenlfying diallmg, roiip, addnessling. of algmiling imomislsan, o described by 18 ULS.C § M270),
nﬂu-ndh:ﬂ!uhﬂnm "I.'-ulmilm mhmhﬂhh-bﬂﬂﬂhimhnm
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responsibility of each agency with respect to the way the equipment is being used (e.g.,
significant advances in technological capabilities, the kind of data collected, or the manner in
which it is collected). We expect that agents will familiarize themselves with this policy and
comply with all agency orders concerning the use of this technology.

Each division or district office shall report to its agency headquarters annual records
reflecting the total number of times a cell-site simulator is deployed in the jurisdiction; the
number of deployments at the request of other agencies, including State or Local law
enforcement; and the number of times the technology is deployed in emergency circumstances.

Similarly, it is vital that all appropriate Department attorneys familiarize themselves with
the contents of this policy, so that their court filings and disclosures are appropriate and
consistent. Model materials will be provided to all United States Attomeys’ Offices and
litigating components, each of which shall conduct training for their attorneys.

Cell-site simulator technology significantly enhances the Department’s efforts to achieve
its public safety and law enforcement objectives. As with other capabilities, the Department
must always use the technology in a manner that is consistent with the Constitution and all other
legal authorities. This policy provides additional common principles designed to ensure that the
Department continues to deploy cell-site simulators in an effective, appropriate, and consistent
way.
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