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Abstract

With the proliferation of communication technologies and digital payments,
telecommunication and online fraud cases in Taiwan have surged rapidly. These crimes have
not only caused substantial financial losses among the public but also revealed institutional
deficiencies in inter-agency coordination, cross-sectoral governance, and international
cooperation. Since the launch of the “New Generation Anti-Fraud Strategy” in 2022, the
government has sought to strengthen the legal framework and upgrade strategic measures,
aiming to construct a comprehensive system across multiple dimensions—awareness,
interception, prevention, punishment, and protection. Nevertheless, the actual effectiveness and

implementation barriers remain to be critically assessed.

This study seeks to: (1) compare anti-fraud experiences in the United States, the European
Union, Japan, and South Korea; (2) examine Taiwan’s policy evolution and concrete measures
from Guideline 1.0 to 2.0; and (3) analyze practical challenges through in-depth interviews with
prosecutors, judges, police officers, and industry stakeholders, with the aim of providing short-,
medium-, and long-term policy recommendations. Methodologically, the study adopts
systematic literature and policy document analysis—including Taiwan’s legal frameworks and
strategic guidelines as well as foreign policy reports—combined with semi-structured in-depth
interviews with practitioners from the judiciary, law enforcement, financial institutions, and
related industries. Data were analyzed through qualitative thematic analysis, and comparative

research was employed to identify transferable insights and policy implications.

Findings reveal that Taiwan’s anti-fraud framework has rapidly expanded in both legal and
strategic dimensions, encompassing telecommunications regulation, financial anti-money
laundering (AML), technological investigation, and victim protection. However, critical
bottlenecks persist in practice: ambiguities in legal applicability and procedural overlap, delays
and legal barriers in electronic evidence collection and industry cooperation, unclear standards
for real-time blocking by banks and third-party payment providers, insufficient investigative
and judicial capacity, and slow responses in cross-border investigations and international
cooperation. Comparative analysis of the U.S., EU, Japan, and South Korea demonstrates that

effective approaches include advanced technical verification mechanisms, financial-sector real-



time blocking supported by dedicated legislation, and long-term social campaigns with strong
public—private collaboration.

This study concludes that while Taiwan’s policies are directionally sound and equipped with
relevant tools, translating strategies into measurable outcomes requires simultaneous
enhancement of procedural standardization, data-sharing platforms, industry compliance with
liability safeguards, and specialization of investigative and judicial capacities. Moreover, the
promotion of rapid international judicial assistance and sustained investment in technology and
human capital is essential. Accordingly, the study proposes concrete policy pathways and KPIs:
in the short term, establishing emergency reporting SOPs and victim assistance hotlines; in the
medium term, developing cross-agency data exchange platforms, legal clarification, dedicated
investigative units, and specialized courts; and in the long term, creating a National Anti-Fraud
Center, institutionalizing rapid international cooperation, and advancing talent cultivation and
technological innovation. Collectively, these measures are expected to improve the timely

disruption of illicit financial flows, strengthen asset recovery, and enhance victim protection.
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(% FEF N #)
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24 e
(ATM) 4)
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L o w y
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Fo8 LERMFE RREIFHLFLERR 2 PHIESR

F R R R e B fr 453 2000 £ 0§ E A 27 ek e B il 48 ¢ o (Internet Crime
Complaint Center, IC3)*» % B = = IC3 My #ppjehhmd FH i 2 p guenl 7 v
RRINPEILE g2 A B R AR B S 4R £ 17 0 538 www.ic3.gov ek EFRE
AT ARE PRI L RBREATLLRRFPEELP CRETHE - RETL
hdpkfegw T4 > L £ 8 enf 5 FBI eh# 2 £ £/ © % =z (Law Enforcement

Enterprise Portal, LEEP) » /i # 1% 24 % 34 #icdy & (FBI, 2024) »

IR 2 FENA 4 b P ageli)e Bl R0 o FALAET 0 £ R A 2023 & K B E]
880,418 i fept o B 47 % 1% 0 AR e B PAATARE T 125 RE A o b 42 2022 & i
WAR R 2L AR 10% MAEH T 22% R FIFHh S 5 2023 # pAE B F PR e B £ 2 o

TS g & 2022 e 3300 RE AT 2023 #0457 E Ao RiFiE
38% £ ¢ 30 1 49 RIS T A B IHFIEHIEHE > 8 & ARG ACE S
Beeif 2 LRPRT e AL 3 A A W F R DR E S B TP B gl

Tied el o BIARE R SRR RS D o ETA P SRS e

1395 FBI e IC3 #3280 ) B e 3] k3 > & 4542 % 7 40 (Adoption Fraud) ~ F ¥ {v
% F 37 4 (Business and Investment Fraud) ~ & + £ i# 3% 47 (Business and Investment Fraud)

% & & L EE57 37 (Business and Investment Fraud) ~ i % B4~ 37 #t (Consumer Fraud Schemes)

v j 4K F 7 80 (Cryptocurrency Investment Fraud) ~ 4B 3% 8 (Cryptocurrency Job Fraud) »

CIC3 Azt 2000 # 5 o fFE T BRI wwﬁw,;mwpr P EATEMA
# O(IPR)~ o~ i~ s (BFPEBR) M PE  REFRRa  bpgr U2 L
i e i, TR e B o
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fE k4 (Money Mules) ~ ¥4 % £ i (Ransomware)
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A3

= #7(Elder Fraud)~ Tﬁ K " 7 40 (Health Care Fraud)~ & & % pi27 8t (Holiday Scams)~

+¥ #7 (Spoofing and Phishing) ~ B %

PRET %

.:L

€

= (Romance Scams) ~

P ELE)

% (Tech Support Scams) ~ 4 P& & (BT 4

(Timeshare Fraud) - 4345 IC3 ezt > i » # 72 e dp 2 2 2 A A 2§~
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:5}:’2 ~ ]F}\F]
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55 8a 30 2019 & B 4o

F)h i aperare i B A R4 £ 2019 & 0 114,702 # > 3] 2021 & & 3

"L

CHB RS BRI R G RRLE KEF TR

323,972 i+ »

12024 £:1193,407 & c SFEE PR F R AATTFR LB E RO RE > ik

bR BB E R P &?‘m;ﬁ_ 1 % R eh

% 102018-2024 % R4 EdR 2 7 < T LR % A
$- % Bo oz %= ¢ $r ot $1 ¢

2018 | A HEALF | B3 BAFAGS | 8 Ak B A
65,116 51,146 50,642 26,379 16,128

2019 | £ e HEi2§ | B2 BAFHAS | By LA
114,702 61,832 43,101 38,218 16,053

2020 | 49 437 % AHEALE | B3 BAFORA | R A
241,342 108,869 76,741 45,330 23,751

2021 | # o 3F % AHFEARE | BATAEAS |22 § 2 s
323,972 82,478 51,829 39,360 24,299

2022 | 4 4378 BAFHEGA | AHAEALE | B2 B IR
300,497 58,859 51,679 39,416 32,538

2023 | 49 4378 BAFHEGE | AAEALE | B2 HF
298,878 55,851 50,523 48,223 39,570

2024 | #) o 3E % % BAFHAS | AHFAR | RTFEK
193,407 86,415 64,882 49,572 47,919

F# kR - FBI(2023) » 2022 Internet Crime Report; FBI(2024) > 2023 Internet Crime

Report. FBI(2025) > 2024 Internet Crime Report. if #id ~ 320 & ~ ft 1. £ (2023) > 2 F e 5
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1. 7 %% 3 :¥4°(Business Email Compromise, BEC)
s

2023 £ FEIELEBEC)L F 21,480 K7 B ARE 29 RE~CFER T
EETHISLF AR L ENE BADOT EBEaTH L2 Lo h 22 . d S0
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A3 HA G RP A B AT TE S Ak
EARARFEABERYE IT ARBEAEFES LRl AR LT
po BB ORTEAIRFEIGET LA T AABE T L PR AR o
WRABHAFZ AT DHAL OB ERERAL AT 2o d e B
LA E&kER I Flet g o THEEAREEL N » o HEERBET LR R ERES

£ d R IME L LERNPEARAER YA EWRTFI AT 6 Ear ik

2. #F e %(Investment)

2023 & Supt PR Y 0 T IEHhIE & AR AT R B Y & S he 2022 &
e 331 BE R4 T 2023 #0457 RE S BIFL 38% - § P AR R
Fof 2022 #0257 mEF A AT 2023 £4039.6 E A HIEE 53% o KT iEH
TARBT AR LENAT YRR T LI T IFE KA 20 AT A i
F 387 i 520 3| 29 & ihg 3,363 > 30 3] 39 Fehg 6,654 2 5 40 F| 49 g 6,680

550 7] 59 & 5,608 60 K it g 6,404 o BARFTIEHMEHF - i

5 FBI(2024) » 2023 Internet Crime Report. P11. Retrieved from:

https://www.ic3.gov/annualreport/reports/2023_ic3report.pd £ & fEp 2025 & 3 ¥ 25 -
CEFEES - H 12 -
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)

R MR RIS o 0 2022 E AR P G Rg o BRs SRFIEH G4

¥ 3 £ 17 #h(Liquidity mining) » £ &4 3 A HEH & g slha B R |
B S AR T FH O App P o RIS R F R B A GART A FE IR T @A A

A

7 Ak AR T 4 (Hacked social media) > o §° 2 B 55 » AL T 4 230
FHAET L 27 B &ﬂf%“apﬁg’ﬂ£ﬁfA#ﬂﬁ%Mﬁ»
EHE S EAR BT S S LR AR A AR

IF}\J};\P FTLB A

B h & % 3740 (Celebrity impersonation) - J° B # i | Ak ¢ v & ik o R d eRAb
MR T ARSI LR BRTALERT AT BRTARER

B R TR TG FF G EA R BT

5+ A& ;740 (Real estate professionals) © j° “ti%i?»,y A4 FAD IR &N
4({%%‘##9-5\;;&]&1'\.1??_% g—ﬁolﬁ/\&ﬁ«_\ax% zaakiﬁll IE‘%?%&

gﬁi‘rﬁ@éé_fc‘ s %f{;f]g_{.ﬁ;f,\ R B L bﬁg x% BB éiﬁ'{p 3% 4 113513
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F BT H(Employment) : 443 At b ¥ g E e BB o KA AT A T
A 1 A A RTFTER -GRFTEF LN e T AFERE TR S
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f‘l”?_%

B % PR:% 87 (Tech support)

IC3 $MEEIRIFH IR F AL & 2022 EpFrR L £I2 44002 > 2

PR R P ORIAIESCE 32,534 # 0 @ usiriEd (11,554 ) o T 4 2

T [EEES -

HI15-
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FALE 10 REF L 0 P A EIRH e endBE o 1395 IC3 247020 AT WL 0.3%
20-29 Fed 4%:30-39 pe b 4%:540-49 At 5%;550-59 FE 9%;:60 FEu b 69%:;
BBEEL 8% -T2 BEIRZ X S HNUEEL LR FAERMENPE o K-

Lt T A E #0478 60 K (F 46%) > B X 69%:dF 4 (A28 724 mE L) o @i

BrgF L AR kR L (FHEFRE) PEEIR S TP FR TR TFR 2R
# i ¥%(Department of Justice)fr FBI & & # R 2 7P &« A Ah{frEr R g L NE PR

HEMP LT R Bl R B RBE LIRS - 5 5 (70 2% ML IR
AT A T g AL e B R A PEEAR A 02022 # 0 F R E NP e T
ERPZINFPHEHHEFEZRERERF o2 B IRFH DB ARG SR A E

oo foid it -
4. ¥ % #t8(Ransomware)

% 2023 #IC3 3| 2,825 2@ 2 frfonvdik HaR & R A 5,960
EFA PR E- BELEN P AEN I LS ERBRHLT IR BB L G T
(Remote Desktop Protocol,RDP) » & 3% #ic#8 4L ™ i‘i T Mo B —fg %%‘ R Rl N o
R MRS R R A S0 R AR PR R PR M AR R < 3
ﬁfﬂﬁ“,ﬁ% DA RREF R R R LR TRE BP0 F T LA
e Ty ELpEdpzer o Hd BRI HEy L193 2% kp £& 2%
AFZEIMPE > KPR HFHF NPT 95 F 16 BoOBRAFHZRINE L I #

FHMIE 57 14 BIFIAG 1 LR XTI & HMTE
5. &p £~ (Identity Theft)

i RE >4 Sf"’ 2 7 ¢« (Identity Theft Research Center, ITRC ) # & 384 » 2024

S [EEES- H 13
% ITRC 2024 Annual Report. Retrieved from:
https://www.idtheftcenter.org/publication/2024-itrc-annual-report/ &5 P 2025 & 3 25 P -
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i+ % Bt £8P 3 TRPEE &

7 i& k5 &2 Do NotCall #+]

LTIRESE 3 3 Bl AGRE{HETCIRBHER LR U A
( Communications Act) ( Slamming ) (FCC)

TR EFET TR (4
CPNI) » B ik & i3 * & 49 4355

& f § % SHAKEN/STIR ; 35 i ¥ |FCC~ @3¢~

TRACED Act !
Robocalls 35 f| £2 3% ;2 & 3 =¥ —*F{
A EE LS VAL L R MR §27 RE |
(TCPA) ed m<¥¢ ﬁ 2 o
ol E'"E"’ N ol Y | “““ < ,“\ “:fb f‘; \: ~ ,i“
(CFAA) iz \7rizlﬁj_m§—%r& )
g, I\ %5 2 B OO A oL B o4& i, o\ jtp*' %/ /‘? ERATR A
j"ﬂ_‘z%?'&% Ii ﬂ?l—lé b Eoip F"} —E‘fMFFT\}\ (5 FBI - p:J,z‘L'f'K
(ITADA) SIM +ivgh At g 1425 %)
RAY BAUM’S Act (4 v | & I phi Tﬁ'—ié'f.ﬁﬁn"‘é‘j EITT ; Ao %‘ £ | FCC ~ Ef\, &% %
igiE%) T N e o o

TR KR AFY R
1. ApBEE Eend] 28 Frie
@D (i ;) (Communications Act)

W Rz 242k 1930 28 o g Famd sy 2 Fuz g FRESLT
FAE TR IR L M- R § e R = (Radio Act) 2 %
K BT AR LR B AL 0 it G SR PR 0 B BT 2 ST o
% WAt (New Deal ) R FCrE & - B S TERRH, ~ T28%, ~ TR,
FrAEAN s E % Fp A 1934 #iiF (i 572 ) (Communications Act)

2 Fliz2 R a2 & 2R L | ¢ (Federal Communications Commission,
FCO)» - EFRE - RAF - AMAHI LA 72 > R FCC i 59 Ry 5§ Pl s Jpe

TR PR YR IR RORAAERT S 0 AE R G RER A
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12 U.S. Code. (n.d.). 18 U.S.C. § 1028 - Fraud and related activity in connection with identification documents,

authentication features, and information. Retrieved from https://www.law.cornell.edu/uscode/text/18/1028
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%% 4 > INTERPOL % #4104 IC3 4 S B3+ 5n Tt &30 % o 31470 & B0 P40 45%,

$19F & o 2023 & W & (785 T Operation HAECHI I ; » NTERPOL #2 31 1 B 7ih

PEBH > SHFE TR E I3 REIREHRT L EHF T 975 4 > BF T 2,800 B4
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B2 1C3 5 0 P B EE A0 FIRSEHT G PR EE (TR E S F A AR
BT AR o A RATARTE R % £ 2 TG 0 G ARTE IR S 2 SUE G
P B AWEER S e R RRT IS R bk L 2ET o g
BRI REDIFRT TR e EEFHP e BATHEEESR 2O H
FEw PEERERET ¢ THBEMADIFREAGE L VIR AT TG R

T R ARG o
3. SPEMFHRARL T

- AP ERG DS R g

my b4 ¢ (FTC) #1mzd 54 | § (FCC) * 2024 i § % eng (v 24
(MOU) 2 & E4AHEFEP hE T T ABHBE RSP EF %% L8rg ik
PR FF R ERITHREAZICE LI G T PR a AL TR P
Bo b B R R $ VoIP IR BT nE F o & 1T LAER R PO R 84

7 i FTC 4w FCC » $93F § R PP 8 5 1 & (TR > N GERR AR & (TfrFu s
EoREFAFERAFE ST RE e fEE £ EF R A0 F (Office of the Privacy
Commissioner of Canada) ~ # R F A % A 742 % (Information Commissioner's Office ) -
Frovel T G458 % B A (Info-Communications Media Development Authority ) ~ & &
R37Z % 5 (Anatel) ~ B8 £ I B 7330 ¢ 7 ﬂff‘%#’% (ANCOM) ~ |~ 8 G- I »
BOB A B E e SR o RfeT £ 8 ) P K SEBEE T T £

o KA EEFRETREE 2022 6 58 F(FTC, 2024) -

iR G RREITHRE SINE L I VR Ll RN | 8 SE s QLI
2023 & B Apch T3 #7507 75 178 (Operation Stop Scam Calls) £ % BH# =07 % £
¢ (FTC) &2mp=mii 7 £ B ¢ (FCC) £ p@Fdcent B2 7 0 & 8252 p #4550
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TR TIE AR o o BIEH B HFE e 2HE K ER (Lead Generators) - ipit 2
73 i i B ok e i‘ﬂi%i}i’?’:—"ﬁﬁﬁiﬁﬁ%?;% A BEE R F ek R B
T ersHmT e # 2 B A VoIP JRAME T TR R RRRRREF L AR
Frens @ oo fcgig%%—‘ﬁﬂ? Happ s 282 3320 5= §282 ;’:;éf‘frd#-"ﬁ v E R

T A B A R 2P o FTC S HH a2 T3 7 4 62 PRSI e

»

L PEF (T4 8 RR1) (Telemarketing Sales Rule) » 25 fc fb & ) & 3 § &
T3 p s T 35 (7475 8 o FCC R LI P57 3+ VoIP JRAR& i 18 (7 { St g ¢

5 Z) & RT3 PRARIE &7 &R %% STIR/SSHAKEN & 2 Bz kv "5 = K T Mior Recans

o E

=
ek

\

g 'z
g e

e

~

\\\Xr

B v

s

$RBMA eI Bt g (CTIA) 3 [ ¢ % 64 F T 2305 6 » 2 FCC 4

& EE A RIE S b1 o CTIA & R enip bl & % € 515 5 o4y % R iegh
P AAEHT R AL RR Y i L REREF FRT R ek T o
FoAREY SRATREY FARRETTRATEGA  FZ B La SRS B S (T
srEtig R4 f ¢ (FCC) frmznf 2 £ F ¢ (FTC) £ 1% » #% # S Ev gk T

ZHRA S o d R FOC A 1 R EHEF REF S IR AT G 2

N

% M p B B 5 ch 3 3% '8 (Robocall Mitigation Certification) » # f# H & 9 %
STIR/SHAKEN :n2% 41 & # g'r.sls,rﬁ e o B8 Ao pBESLOBRETHE 0 F A

BETHRES R T R EK o L RTT A GRS R

7 CTIA. Fighting Robocalls. Retrieved from https://www.ctia.org/fighting-robocalls <& |5 p : 2025 &
3% 20p o

PFCCE £#rF R RIAFEF L Fw FCCHEM f & @ P > hip ok 252 f SRS B E P et
Bz o izBH] & A (TRACED Act) ¢ & £ p A JURG 7 435 T 75 hildg - TR KR

Robocall Mitigation Database and Certification. Retrieved from https://www.fcc.gov/robocall-mitigation-
database B fsigIfE P 2025 # 3 7 20 P
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(Z2)% M F T T REITHTIR

«5*

PRREISET AL R AR AL AR BAAPRT ALY
SHWHFT -2 FAFE RN LT PRI GRS o 2 B P ARRE T
T RepiTd e s > FTC ~FCC &2 2 R 7 BI2R{o 4342 & T - A2 BB “F1 k35 5hm T
B ET AP R LT A R B A D E SRS e B o e P A
BE IR R FRIMER BAE 0 GEHRA L SR T R E - £ R
FEFTRSM & 2l S e R AT > F a5 2 RRITR R DY TR o
SRR ARy F o Tt et B dctro i EE RFORE B g o d bR
WOR A B TR 2 AURE T @ % BT LA ST D 0 RERE D TR
2R RT R PEERT AN § o ke FHEARS L LE RIS i d
dlic iz > 4 EF R (Cole, 2023; FTC, 2025) « % 7 dade e 3 B end @4l R » % F
DR T > A #H K% T >k (Cybersecurity and Infrastructure Security Agency) % 4+ % %
B #) Aok 0 T A R 2 e A4 A 2 e R EF S o R
BANE > BEL G oA B 4 0 B2 % 230 (DHS) &2 # WS iE & (i 72
TG E oy e g 2RITE FO LRRERITH A S PER o ERER L
"}; g’_‘—}'—)aﬁkﬁ}%ﬁ:‘]l f"t‘x] oo B 1*,’*—\.‘"&;{:4;\1«'1—% SEHCAP B e B e R ?}k—ﬁija %g:]ﬁ] ;}'B‘r
Boh RETIRNT E RS GFBRRRER R AT (R DLED L DR RIS
PEAT GRZARCKRET 02 PR ERRE Y ION L 03 e pLF 40 (Fonseca,

Moreira, & Guedes, 2023) o

=V R TS M LS R R S - FUE S IE L B ERE

AP PR R T 2 P R SESHE F AN AP 4o AL ER £ S RT
BEom Ry @ 1B A enl 3R 1B 3 i ER 27 e i (Wang et al., 2023) o AT 24 =3

B A HEEEREY (deeplearning) "R eEF & S Hpr T U A LK
CEAWGDEF AR REFHRIBMAEKIFTALFF v A IR R ER T

ELRIpE o0t Al AR AL E-FZ3 o B BB d NS g e
Fl ,6 E] Tg ¥

.m‘?
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o MEENRA BB A FUREFT N RE AR PR (T enE_ Al F &

Pl

FPTT AU R T H F BTEARREN FEEF 0 SRR R R TR LR

WEF I # ° (Hao, Wang & Smith, 2023) -

BF LA E I EN G PRI 2% FCC $hid i 5 B N3 0% > e Bfew o
é}_%gﬁé BRI L AR R E R e o v ] LI F R S L-@;ﬂ{ﬂﬁﬁ/;vﬁ ’ ’é_—‘\jﬂj_ﬁi\.*—‘l,:jubg %?ég
ksl

f\‘%% A T B b éoﬁiﬁ%‘ig/ﬁg%é
LSS EF AT ded o 8 Sy AR WAL S 2 BT e kR
BEF R R R R R R AR R A A SR P T AR
13 T ERE A 2B S 7 | (civil forfeiture ) - T3 B X A
RERLREATRE S TREFT AR P AV R AT & - B GH BLE
Rt o3 ST WS B RO RS R P R T ABE SR
AR G0 3 A 2P B GRS R AT 2P % R

Fra SR F 4 F A 4ng A T k2 oo 2 &2 # £ LU ded (Lyons, 2021) -

P REZ BB RPN AT S AL g O B T RFEE AT
BB otk FET B LT AN EA 1P B4 o Zhang(2024)F% 3 4 ) > i
2L R G n B AR B o 2R A5 R R B I X Bdp e A O AP E e S
BEL UBRFBAIEEAA B BTRE RS BUESE AT T - BHRETA ko
FORPH b 2 B enthd AR AR 3 R M AL FCC ~ FTC ~ DOJ ~ FBI % 4%
FEETRERORT L PoF R BAEN  FREE L AME > A i S
SRR AR EEE S R & ST AL S i A
sills ﬁ&f”’%’*ﬂi@fﬁéﬁﬁﬂﬁ’+y%%aﬁﬁ%ﬁﬁiaéﬁﬁﬁ

A RFEE T IERFE LI FF ST 8E s AR g}%ﬂgt};ﬁrﬁ]ﬁ%i,»ﬁivolp

=

FHP g R R KRS R BRI ¢
il

BIS AR RA NI R FREPN R m kg Wb AR @
M VoIP JRi% - iz LR FEMREF IR 4Pt jd ~ La TIRTLIRFo 2 H
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HE PR FRG BRNEE TR AV SR BED RS TAS SRR L
2%

(C)BE R G RRIFHIRR

BEP RS AR TR R eRT E - &

R
T+
i}

TRE o RA o BE BAPMAT

chziE ¢ o it Towdr | (fraud) 3 B iLana® > i@ E 0 SN antdhin i 0 ¢ &
T e R Ap B et o 1935 1995 & | b (o & MMl £ 2 5) (PFI
Convention) % 1 i%(b) > B TEm@g® ABELE 3 IS 2Pt

FHREBD A RBTN  RBF £ R A ARSI

(=

Rl LT AR
G A BREH L PGS A B H ARSI A s o R AR

TR e EE Ml E a2 > VARG A m P Hitdoe & e & (EU, 1995) -

BEATE AR TR RREF R EFPRTE LEE 2019 £2 713 Bip 4§ ¢
BRIGFFAERERA G RO HfrRE F 5 027 2 T BERPRAT L L REFIRT
FFE o F 2 kehdt §IRFAEp 4 (PSD2) o PSD2 & R4 i JRAME i % w dRFH T
EoFat T HTIAFE2MOE R FRFE BT EICRERAAMORTRTE o @
2023 & L 0 = L i JRA¥dn £ (PSD3) - PSD3 % i Hp T F ~#iix A H{r & RIR
FRRGE e RIRG PR R H L A RT I%B"?’]%] 22 A AR R H

FHENFEREBRT > 22 {4 gL [ %8 (European Commission, 2023
i
PR RS R BRERITHRBRINPROTE AT AT L

A O12 B ERET G RERIFR DT

R R TR A
i ERE T 3131 FHITH AR ST RS R R A M

B EIRAFA R B PEF L ol T EEE T EET LR




THRATIME  PGag) eFanrHFLYe

(N WR2)E F 263 M A S THRA MK F IR R A S
LA KA FRMAFANES | o P TAPHEET G
BEFERTH 0 BHACT I RRE b 520

# A1 EAJI712 5 640 kst R A S TG HI AR LA B
AT KA ERMAFADGFTL ) QT RLEFTHELTGEIRE
Gz «&rﬁ“;‘;‘,rs’ﬁg i 3 rs,FU&iZl o

o FL7 BILT AE N 248 EMSTH LA G T TUHHRIERER L AHM
PR EIRGAA R LA OELE M TERFTIEET R
ViR T aRTE 0 BAe R ;‘{E.;'FE,FD . ‘;Lk-ﬁﬁé,;%g,ﬁwﬁzz o

L'escroquerie est le fait, soit par 1'usage d'un faux nom ou d'une fausse qualité, soit par l'abus d'une qualité

vraie, soit par I'emploi de manceuvres frauduleuses, de tromper une personne physique ou morale et de la

déterminer ainsi, a son préjudice ou au préjudice d'un tiers, a remettre des fonds, des valeurs ou un bien

quelconque, a fournir un service ou a consentir un acte opérant obligation ou décharge. Retrieved from:

https://www.legifrance.gouv.fr/codes/article_Ic/LEGIARTIO00006418192 &2 |0 - 2025 # 3 » 25 P o

20 Wer in der Absicht, sich oder einem Dritten einen rechtswidrigen Vermdgensvorteil zu verschaffen, das

Vermogen eines anderen dadurch beschédigt, dass er durch Vorspiegelung falscher oder durch Entstellung oder

Unterdriickung wahrer Tatsachen einen Irrtum erregt oder unterhélt, wird mit Freiheitsstrafe bis zu fiinf Jahren

oder mit Geldstrafe bestraft. Retrieved from: https:/www.gesetze-im-internet.de/stgb/ 263.html & {5 i f¢

p 2025 & 3% 25p o

21Chiunque, con artifizi o raggiri, inducendo taluno in errore, procura a sé o ad altri un ingiusto profitto con altrui

danno, € punito con la reclusione da sei mesi a tre anni e con la multa da euro 51 a euro 1.032.

La pena ¢ della reclusione da uno a cinque anni e della multa da euro 309 a euro 1.549:

1.

se il fatto ¢ commesso a danno dello Stato o di un altro ente pubblico o dell'Unione europea o col

pretesto di far esonerare taluno dal servizio militare;

se il fatto ¢ commesso ingenerando nella persona offesa il timore di un pericolo immaginario o I'erroneo

convincimento di dovere eseguire un ordine dell'autorita; 2-bis) se il fatto € commesso in presenza della

circostanza di cui all'articolo 61, numero 5). Retrieved from: https://www.gazzettaufficiale.it/  # 1S

ik

1202537 25p -

22 1. Cometen estafa los que, con 4nimo de lucro, utilizaren engafio bastante para producir error en otro,

induciéndolo a realizar un acto de disposicidon en perjuicio propio o ajeno.

2. También se consideran reos de estafa: a) Los que, con animo de lucro y valiéndose de alguna manipulaciéon
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informatica o artificio semejante, consigan una transferencia no consentida de cualquier activo patrimonial
en perjuicio de otro. b) Los que fabricaren, introdujeren, poseyeren o facilitaren programas informaticos
especificamente destinados a la comision de las estafas previstas en este articulo. ¢) Los que, utilizando

tarjetas de crédito o débito, o cheques de viaje, o los datos obrantes en cualquiera de ellos, realizaren

operaciones de cualquier clase en perjuicio de su titular o de un tercero. Retrieved from:
https://www.boe.es/buscar/act.php?id=BOE-A-1995-25444

B tsEIfEp 120253 259 o
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e A T R

TR &R kg R

2 Hij die, met het oogmerk om zich of een ander wederrechtelijk te bevoordelen, hetzij door het aannemen van
een valse naam of van een valse hoedanigheid, hetzij door listige kunstgrepen, hetzij door een samenweefsel van
verdichtsels, iemand beweegt tot de afgifte van enig goed, tot het verlenen van een dienst, tot het ter beschikking
stellen van gegevens, tot het aangaan van een schuld of tot het teniet doen van een inschuld, wordt, als schuldig

aan oplichting, gestraft met gevangenisstraf van ten hoogste vier jaren of geldboete van de vijfde categorie.
Retrieved from: https://wetten.overheid.nl/BWBR0001854/2024-01-01 BRI 2025237 25 P -
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¥ B K ¥ 30 B 2(Buropean Anti-Fraud Office, OLAF) EFEIRE N i i R
(% 11)> & 45230 FAIRPATA ~ B 7 L fi A Ffri3id - 522 OLAF 321

LA TR %Jmaw’wpﬁ#%ﬁﬂﬂ’ﬁzﬁ;%afwa¢ﬁ$&

9% 5 % feReAp B (OLAF,2022) « f€.2022 & hd A dF 2 k5 35503

PR w P % £3FF 4268 Rw o ik rgig%%wﬁ 1.979 fawc =~ > KR 42

%245 % EPPO 4fehkzh 71 # o § pFi R anFohi 2457 5 COVID-19 &4 &
% h

NEEEY SR FRFOEZFELENEES  LEMREAFFELEBERR &
PR T h @ 2023 Eed BAR S DV o 3R B SR e 265 0 pigH 4 0 i
woARESRe BB R L 104 RE AH A LS Bt o TR AT A D ST 2.09
fa®i o 4 Hb 2022 & Hide o BIARYHHR P ABE E B4 EaEprE 29 o i OLAF ¢
WA IR B AR R TR R 2 A ABR o TR R AR S B (R
BRITHE RS P ER c VREEIROIFEITHRIZ BN £ H LAl 42
TESR TN > R EFHERA A IFEL S PP FRETH HBADE TS

% 3 W (OLAF, 2023) -

% 130LAF # &0l & B Ll

Tk
e}

| &
4 & E R Wil BEP Y RPN OT AL R BT R

f
ch

g

.

OREF RS- F Tk (OLAF) o R mE R AmTIE ol 2 1999 £ 40 28
PR mE LR €% 1999/352 Bk = > ER A+ B REL P L anv 7T 5i ~FIEF v 2
Ferc o T KRR 22 FRIF AR T 5 2461 5 -

23 EPPO Annual Report 2023. Claiming EU subsidies with false declarationsregarding specific funding
requirements (such as eligibility and exclusion criteria — e.g. by concealing a previous criminal conviction,
which would disqualify the applicant from receiving EU funds), or by creating artificial circumstances in order
to meet eligibility conditions (e.g. by over-declaring the size or quality of eligible agricultural land) 3 #2 &k i :
European Anti-Fraud Office. # {5 p 2025 # 10" 9p -
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BB EEE - P EEHHER I R ATHREET S LT £ ER
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#oe B chiaat

DA 12 hF 02024 EE R LR

https://www.eppo.europa.eu/sites/default/files/2024-03/EPPO_Annual Report 2023.pdf

26 From OLAF’s investigation to EPPO conviction: Joint Efforts Deliver Results in Croatia.

European Anti-Fraud Office.

ALk
12025 10 98 -

https://anti-fraud.ec.europa.eu/media-

B 15T P

corner/news/olafs-investigation-eppo-conviction-joint-efforts-deliver-results-croatia-2025-09-24 en

" Customs fraud. 7 # % & : European Anti-Fraud Office.

Bt 2025 # 107 9 p o https:/anti-

fraud.ec.europa.eu/policy/policies-prevent-and-deter-fraud/customs-fraud en

28 Special report 22/2024: Double funding from the EU budget —

mitigate the increased risk resulting from the RRF model of financing not linked to costs.

12025 # 10 % 9p o

Control systems lack essential elements to
FAL KR

EUROPEAN COURT OF AUDITORS. 2 &0 p

https://www.eca.europa.eu/en/publications/SR-2024-22

2 Fraud or other serious irregularities with a potentially negative impact for EU public funds, whether EU

revenue, expenditure or assets held by the EU institutions. serious misconduct by Members or staff of EU

Institutions and bodies.

F A Xk : European Anti-Fraud Office.

B SHITER 120258 10 7 9p -

https://anti-fraud.ec.europa.eu/olaf-and-you/report-fraud en#olaf-can-investigate-allegations-of

30 Investment scammers slip through cracks in EU Big Tech law.

7 %R ¢ Investigate Europe. 3 {4 1 ¥

p 12025 10 % 9 p o https://www.investigate-europe.eu/posts/investment-scammers-slip-through-cracks-

in-eu-big-tech-law
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A "'FT KR E R g EPPO (2025)e7 2024 &3 2 k5 f A B e ST AT LR B 3 v
<0 iE 45% 0 E BRI 42 RE ;i R Y E RS R RO A FIREIne &

o0 A BT IFHEAALH Mty 5 A AR E RN 38 RE S § 5T
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EERENFG o ERMF Y 21 BB RERLRD D ARFHEMF LT B
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% 14 2024 EFpird e hm T LE R A
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F# kR © Annual report 2024. (EPPO, 2025; Eurostat, 2025). ~# 7 12
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1. § B2 % (Cyber Solidarity Act)®!

PR 2F K 2023 2 B WP LR €4HD FREORERST DFHER DA
Hied A HLRES A PRI RS RERORREAF R IR R REITH AR
TP AR RN R LR P RERFEEFA BT H R R B R
$R o BRI ILEIFTMRE TR XA 2024 £ FMGREIL LT B RREE 22
EXDTRNOF DTN AP H L2025 22 4p > @@ @FRMNAANTEREEREN T -

B P& B(ISC2, 2025; European Commission, 2025) e

BPOH AR L RRITAAPM DL & ARG A B KM 4 iE 3 (EUR-
Lex. ,2024) » 7 % #_% 3 i%(Article 3, Establishment of the European Cybersecurity Alert
System)F B ®oi¥ i % 2 EAF G AR F 0 FEN FRLJFE X 2EY Y v loH

s

SEHCR T T R

e

BRB AL B R hEES P SRR

5

ZEERT > BRI 2FEI TV RIETALLLETE € AR - % 5% (Article
5, Cross-Border Cyber Hubs ) 55 e 2§ i8¢ wguz > > d T 5= B f e
EEH RERL 2 FE? o g ? R E W RER S 2 FE ¢ o (National Cyber
Hubs) » 7w f#nE i GRfe 7 TEBFLZT 1 EfeF kB up @4 -
% 6 1% (Article 6, Cooperation and information sharing within and between Cross-Border Cyber
Hubs)P| E R R & 2§87 w2 B THFAL 3 > SEEH LBk 2 U
FERARMG MPEPRZ2DTN > HW PRSP CAFEFITATNES PRL 2 EH
feiz ik > 27 M FTE 2 S mu e Hita 7 5 o % 7 i%(Article 7, Cooperation and
information sharing with Union-level networks) f| #3% = B k& s it cnd (T2 T+ 3
B BB ERE 2FE? BB Y RRE 2T 2R 2 (CSIRTs Network ) fr#e
RoeR g s e (EU-CyCLONe) %7 & 17 o L AF MBS T 32

SREREREIFERF REPFREPHTAEE S up LT RS EFEEF L o R

31 European Parliament & Council. (2024). Regulation (EU) 2025/38 on the Cyber Solidarity Act. Official

Journal of the European Union. Retrieved from https://eur-lex.europa.eu/eli/reg/2025/38/0j/eng
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8 % (Article 8, Security ) e it & > B L ZEHR T AF AL A pREY > 2

BEERRT g REE L @8 B RHT R RETHSEE

# % &% = & (CHAPTER III, Cybersecurity Emergency Mechanism) e % % > ?Ti‘ &

o

R e PRt 2 8% 2R AP T N ERE SR AR TE 0 F
i% (Article 10, Establishment of the Cybersecurity Emergency Mechanism) sz 3% % B € A &2
Feng iF ¢ £ FRens 3o Lanin > § ot m FERIFLR B o % 12 7R IIE

B RES 25 (ENISA)E = » 32FF Liv 5y s | RS R Wik o e it e

AR L TR o BE AR RIS HRERAFERFE AT E AT E
R e ORE ERBREFIEFELATRARS 32 R RREIRAT L RE

FEHPROT AL R NE ARG LR % (CHAPTER IV, European Cybersecurity
Incident Review Mechanism)erge it e % 2 F 2 % 4484 > 5 & ¥R > aod

23 B A4S > % 18 iE(Article 18, Incident Reporting)£? % 20 i (Article 20, Review
ofIncidents):T‘%‘u{é“ﬁf:}&ﬁ{;ié TEEEFAM ST LA S N EFE L ahER A AR
R F o 2ok g R A E P TER 2t % o % 23 i (Article 23, Public Awareness
and Communication)3z 34 2 & & < Mg EenE B » B-7 2 R IFHAPMERYE T 5 D

FERe A BRSO REHRRITHOELE > BB LR
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2. i % fdy %3 0% &) (General Data Protection Regulation )

o FAHEEED (GDPR) B8 & R E B A TR BHP Sk &
FER BT R o L A% 5% (Article 5, Principles relating to processing of personal

data) B A FAIL R AL > T A Bhpe AL G~ DD e P s X i 17 A

32 Article 12, Coordinated preparedness testing of entities. [ 3L 25 °
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o pHRPEFRT L INER o FEIAILT B L R RH LR G
% 6 i%(Article 6, Lawfulness of processing)# I'| e & ;2 4 ~ 2 B (42735 p 4 (Lawfulness,
Fairness and Transparency ) ° 1345 % 6 5P % > #7F 2B A THAILE 7 2 Rk o

¥ hpivainT v T £241% | (Legitimate Interests ) 5 2K #3& (7 T4 AT » |7 1
ARG PR iR * o % 32 i (Article 32, Security of processing) 7 #& | B A F L T ih

% 21+ (Security of Processing) -+ ¥ & f 4 ¥ & FHF HfrhdD b & FHB L i chit

{
!

Wﬁ%ﬁ’ﬁﬁ*ﬁﬁiﬁﬁﬁﬁiéﬁé’i%%ﬁﬁ R NS TR

e B o % 33 0% % 3405 85 B B A F A8 A ohid 3% 18 4( Notification of a Personal
Data Breach) - % 33 i%(Article 33, Notification of a personal data breach to the supervisory
authority)*.%_» F % 2 B A FTHAEAEE 2 > #'*Ff FAT2REPNEIRE M o 5 340
(Article 34, Communication of a personal data breach to the data subject) | & < » £ 3% 85
PRHTHAME IR NFE SR Y RE 2 A AL AT

Beo g i ¥ RALTRRT U R B RACRH T e B g

3. BB FTMEL 24 % - 4% (NIS2 Directive » Directive (EU) )

NIS 1.0 %3¢ 2016 # i3 37 » § PF i3 37 04f ® 305 30 i % > NIS2 R 57 18 334 3¢
2025 & 4 T F % MPRETAL 2L g PR REFLCEY 2 RES
BT TR HEEH B LAk (DNS) FI T F AT S ALH LT
SOFRWA L FILE F > R 50 40 A AgiE 1000 F R A A g
Eq 2 o Pk I QEEFL I TN RRITRAFHENEELT Lo TP A

P E R A PR ARSI FERE A FTEEE 24 N >

EAH T2 PR ERILNAHEL o - B RRIBED ALY RF
oo AP P DI FTA S SR B BRI SRR Pk ap T R
P FAAR - FARG U > TR HAEEFLI P 2 ¥ fceh 2% o (Lopez &

Schweitzer, 2023) -



PRETAL 2454 5 2 R (NIS2) 4% R 5 &7 FHlpRE 2RIy nE £

HCERA RN SIEARMIEY o F £ L% 4 i (Article 4,

&
*#
"93

ER TR TE 2 S M ES
Security of network and information systems) » £ Fgcp = i B{o & ¥ 5 P36 Rk IR
Mppfel L adm®g > 5t § ¥DP3FF E o % 14 i (Article 14, Incident reporting)
RETEFIEAX2FEF > F A 24 )P EAFL FBH 0 5 202 RN T RHET
TRPBITHETE R X B FEF R B MTLR S *F: I“’:P'%av 1% 21 % (Article

21, Supervisory authorities) » 4* i ¥ R ge = f W@ FRX 2 b2 ohE 84 f FREFI0E
HNIS2dp 4 e % o sp b T B WS DA F e REF RS - G AL RTCFH
VoIP PRAsHe i ~ it o 2 R R APM 2 £ F » BIFP-QE § jieiv s i
ZEEGED - BREREHBEFIL Y AR EE 2T ERE ) L T ERRET R
Jlien® > F i o % 23 i%(Article 23, Reporting obligations) B & 5 33 ¥ f@ AT E
HERD §F 2L RPrFTLERER ‘~3E’t+.’ﬁ+.24 JOPER e A R

CSIRT #& 2 A4 il 4F ¥ 5 72 ] PP e etilmdf 2 Befs F - B P PR LRS-

24

% 7 % (CHAPTER V, JURISDICTION AND REGISTRATION) {’Fz TS Fie o %
26 T 28 BEP TARE A AR RS 0 TR AP B TR EE - F
ﬁﬁﬁﬁﬁﬁﬁiiﬁ%’ﬂﬁﬁigﬁ@%?F.?‘iiik°wﬁ%# J 3
PRI BHEFREFRAEDE TN L3 REF LT OEDL BN ERYCR
#iE G =k o % § #(CHAPTER VI, INFORMATION EXCHANGE) F# £ 3 & % » &
Bl i FE 2 Tk 3484 SRR P RF R TR SAPT 20 Y
# 3 EHP T4 o % - % 6 (CHAPTER VII, SUPERVISION AND LAW
ENFORCEMENT) £ #1442 » % 31 ¥ (Article 31, Key aspects regarding supervision and
enforcement) ¥ F &34 % M4E? RS L F MM H L LSRR F TR RS o @
HFLEE RS 280k 4 - % 32 #k(Article 32, Supervisory and enforcement

measures regarding significant entities) £_1p i {7 pc#t ¥ > A ? AT P ﬂkﬁ“ 2 .?— x5

FRE R ELARET R - HTEIUIE S QUM E R ip R -
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BEEr At s A2 mbh I R IHERFLF Y
CH I R T 29T L1000 F R F] 2000 § R A& EE Y K P 2%-4%

(EUR-Lex, 2022) -
4. #m gk divsdr 4 (Directive (EU) 2019/713)

(L3R & % ©3¥4c4p 4 ) (Directive (BU)2019/713) #2019 # 4 % 17 p d g3k
EUMT CHF PR ELFIEFHREREE L PEFF By
it R R rﬁﬁuﬁf FrE e B A55% o F ¢ % 3 0% (Article 3, Fraudulent Use
of Non-Cash Payment Instruments) ¥ _4*¥+2L 5. & £ 1 & % & iF 5 ivda & o2 rif*ﬁbq% )

B2 E e gk AR AT AAZEFE SR ERHL R AR PRI FA
SRR RS BT E T 4 R RRIER P R R 0 I A 4 Hena (Fx A G
3L A gl a1 B ud % 4 % (Article 4, Offenses Related to the Acquisition
of Payment Instruments) ¥ % 5 i% (Article 5, Counterfeiting of Non-Cash Payment Instruments)
SR T R AR AL A R RE R R R AR £

i o

£ F % 6 i%(Article 6, Possession and Distribution of Tools for Committing Offenses)&_

B RAP M ART R FAR Y AGREF RS FET AR N EST &
o BT B ARG "‘ﬁ% @@?J"‘ T R IE *K%’%«nqua

Beh— fd o 7 iE e DA RS - A RIELREFIRTHRFER AT 51 A
FH T 58 0 % 7 i% (Article 7, Handling of Illegally Obtained Non-Cash Payment
Instruments) P £_* k2 ge* soirdie 1 B o Apl lig T AR EE P N F w T
BRRIFHERPL o R E R S - ELHEE O HHENE R
ﬂ’%W%Fmaﬁﬁﬁﬂﬁﬁxméﬂirmo¥7ﬁﬁzﬁﬁjgwawa%i’
EF R3S Ak Fa o Al BN §ENTFHAA T LA & BB BT
A RGERFERT A3 E IS ENT 3RS F A gg_ff%.hi‘] Rge B > PlicE =
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B2 - B BF I oL Eod AT R G ,E_F‘« A j= Bk #t % 8 1% (Article 8, Incitement,
Aiding, and Attempt) #-=]% % Z#h* P45 - #4040 R LRSS 0 A o R BN F R

R A IEESE LT AR R ST FIE S R L S

RPN I FILRE A BRTSTES NG AR FIM PR EIERTAATER -
¥ E Y A E i (urisdiction) § R e Rt 0 22 E R RRD FRF LY 24
PRELH FaBEN  FEadl RHAFIR 5 BRI Bty 7o
PR GFE g ERFE RBE R FTEOE RS 5 RT D RRITHREL S
o FAT AR PEFRBRR B EHERR - FEEY G RP RS
Y EFF AR FLARFEE R AT HFAE A RFERATAL g
dUS AR AR R RRT AR RT A KEAT B EFF T LR

RS PRT RS E BT ETRR A RER B E T LB

AN R o?ﬁﬁ%ﬁﬁ%ﬁ% — AR E gk 2 RO R R
BT RRRFE O X LSRR ELREA R AR S o minid M A

iTizfr11 2 & iv4 4] (Eurojust, 2024) -
5. A FRzZ-J}F] % = % (Payment Services Directive 3, PSD3 )

BB T 2023 £ 4% 0 (L HPRIRAE £ % = %) (Payment Services Directive 3,PSD3) >

n hteiR A HIRIANE F o0 PRl EAHT B R RRITH GG - ApieT PSD2 ¥ 2 K

%

it iR 4 0 ¥ =

FEIBL O ENP R F L 26 0 A H R A GRIEIS 2
P FAFH B R TR R AL R REERREFEE RS
=3 & # ¥4 (Third party payment provider) # # { 3t & { & 2 chp* 258 1 5 -
Faos bRk 2 SR E S D o 4] (Strong Customer Authentication, ) >
RAGERA]4EPELT > P RPIH - FBER LR E RS AR AT
L ERPEEEFRAIORE CFIRAPREAER R ESEF o mET H T

BT o M T BEREP F DRSS 2R Bl B2 1% 2 &EBA, 2024) -
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(1) &2z d PSD2 din@iE BEFARE A r 2 FEA - FERB - - =
Mm% 5@ 57 PSD3 B Beas it 5 amagee & = F & 2 b e
ERFA BB AL F LA FEEREBH - TR LGTFE 2N H g

PAF BB PP i FAvhhBiEL 87 ER 5 drF -

(2) FpirRnE e v AR PSD2 RAF ARATERTT AL E
e o s AR FIE A AR =0 0 = E 57 PSD3 R E_FI R AT AL iT
AR TR AL R BT E S C p R RET s o H 4

i { Beaen N4 i

(3) A HMRAFEF &R I PSD2 H L Hit e EH P& f- HT AL T2
FrdEd A B R G EIL A AT SR G PSDIRIR REK fAd b

W WE AR AR s E S s

(4) B g PR 1  PSD2 $#0 B g 5 PR APL T 5 0 & 2 TR 5
HE S > BB HIRIFRE - it % 2 RE o XA F 0 PSD3 e 1 JR7E
bL B EHFE APL IR HER > TR ZEEF TRHLHEFES @
WEREROR Y BT TR REER SR RER A DG Rk

FREL ]

() FHepA BT FHAHH PSD2 W FXE R ZE 4R s P2
BT AR > ART R RRIFHKSEFT o PSD3 & K- RRFRESNE L T E
Hod RS D rONI o F R A EF S TR e R B R

FEEF A 2R e R BB TR

{'&I’

AR R R

R o PSD2 ehE FAIR R A b- SR T R GEIDFL LK

¥ @x41(7 (Open Banking) £ & A ehEME " » (hd SLFBER F =T L4 0T UE R 42
7 /i (Application Programming Interface; ™™ @A API) 2 » A& 3 & Bl T4 > & 44 piic
BAERyFFIE o R FFAS BB APERIRG - TR 2R RREF B
R00876
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4 > PSD3 P & R3] s i i #* AIﬂJﬁ:EI’ﬁ%"P’? {2 Léi'*ﬂﬁ‘:gﬁﬁﬁ%{%
F o B2 PR ORART R TEEA L EE I EFR AR GEITE 0 EE

R % mﬁ?ﬁ\gpllp BT

1:\-1:
o

6. #i=pRix;2 (Digital Services Act, DSA )

B PRAEE K20 2022 # 10 7 19 pd Wk LT € iF 2024 &£ 27 17 P
Ak 22 (X2 CFP PR RE  FHET O RRITY ER AN I Sk
5 38 245 o % = % er(Article 3, Definitions) ® & P 2P /2 1 DSA if * pRAx# Fl » ¢ 45
hF AR S R o T B BAL T S fon M4 R B B PRARIE K 48
" ;;Tﬁ TIE R U ERRERE BT TR % 7 5 0 8% 9 i%5(Article 9, Orders
to take action against illegal content)ﬁ?%iﬁ B FaEEp F AR R “,/TT TEAE 24 ) P
P dr s > S R R AR BAER A N PR L T
R OHNEZEBLEEFF T O ORELRAEI AR FPRFLET L BT P Db %™
oo 4w F 44T o B B kgl W giw o % 16 1% (Article 16, Notification and action
mechanisms) &+ ¥+ G aE R Aok B TR A & R W ARBR BT S22 b
Pl FFA 4]0 E* PRSP 2 T REAFITHRT N o T L AR ARS o ST

e T P~if § (78 o % 18 i%(Article 18, Reporting suspected crimes)id 3F ¥ 5% J° % & 7% »

EF-rHRFTRNNFE R 2 Tl o FRPEBHES 2 F b o &l R
Eamo TR &9T) ¥ % Tile % 19 ik (Article 19, Exclusion of micro and small enterprises)

RIAE ¥~ A58as 5 (VLOPs) =& {7 J St b 'ee=f » £ H §#F gL FHE
FEHARM T R RE L B FHBIBG RN o F 24 iF (Article 24,
Transparent reporting obligations for online platform providers) #jt-T & &g i P 3R
PE FIFARLT SEFHEERBEA R oL | 4R R D APM T B2
TP e R EAT R A FRIRA Bl S "f o % 30 % (Article 30, Trader traceability) F #<i
om0 B AR R R SR FOEF P A TR N%RE BB R D

BREF F A o R AR M A IS FEIR TR EEREEY R
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7. A 14rEiz% (AlAct)

WE A1 E2%) (EU Atrtificial Intelligence Act, Regulation (EU) 2024/1689 ) 3%
2024 # 6 % 13 PiliF >0 T HIT2025 & 2 2 2 P RBAAIFEF N o RE ALY
ANEFFE O EIRORRIFHEFERRL A F Y F O FARTAIFHgY
F1% AL S SE 7 AN SRR T I Al R FIFOR N EE AL A

RAREANEL S A RETEEFT - 3 2 ¥ BT R APFEBH R

# 4 (Williams & Johnson, 2024) -
COLY S AR e o

o ) B e SRR Y e 2 2F H e E 2ESF 4. (Europol's spotlight report on online fraud)dp
o RRIFHAFEZ A B FAAIL RSP FLRRIFHEFEG AR RE D
HE 2023 & ppeie o e 5o pe t A A o de b B BRE ERA L EHA 4 I
it ATM & Feaiedid g pL od R R PRI PHFLFTFALE  mEIW
FERBE TR RRIFSADLR PR L T RRE S P FLRRRFES L YR
B e koog it 38 4 5 (Ibiz & Kaunert, 2023) o 5§ 47 T 7 & ppirdi)e b > £ 24 H

- 3 %;‘-ﬁ#fg T R PHEE S 1];;_;?% ’ffﬁfﬁﬁiﬁfw HBEHGE
1. ® =] ¥ v 5 ( European Union Agency for Law Enforcement Cooperation, Europol )

1999 & A jafgid 7 %2830 - B4 8 2 TV FIRBE IR BRI RZ EEFPR A
BOR N AR A AR E o XA A 2016 F 0 WVRE U WERT L EATRE
(Regulation (EU) 2016/794 ) - #- Europol € #7%e ﬁﬁ‘«-ﬁ B H S ZERE QNI N

# o Europol ¢hi & 1 fFp 3 ¢ 350G & & f RIERINP DR L5 0 FRFLEE RS
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%%ﬁ@§%W?%ﬁﬂﬁi§%@°%§ﬁf&ﬁﬁéﬁﬁ&&ﬁjggopﬁ
Europol i & 4-4f 4§ J° 3 (Cybercrime )~ & |# i #&( Terrorism )~ f= & ( Drug Trafficking )~
Aov pe g 2 2bi2 A (Human Trafficking & Illegal Immigration ) ~ %48 £ & g3+ #t (Money
Laundering & Financial Fraud) -~ & 7 37 #0227 5237 ¥ ( Telecommunications and Online

Fraud )

AT G e ELiT 40 % > Europol & £ 382K 5 T g it e % @ o (European
Cybercrime Centre, EC3) » EC3 A ¥ 24 /| BFE 3T G RRIFHPPET R TN > #3051
BREA e B P K OREA] AEHUNR T RR S P ER 0 TRELEFFEA T
£ SR RPN B AJL R RS S  B R oA R E4) 4 ¥ % P o Europol &

$E L R Rl (JCAT) o B PP AUl e Beie i ~ 3% B0l ~ SRR ~

‘3%%

£

%&&?ﬁfﬁiﬁ’ﬂwibﬁﬁﬁﬁﬂ@’E@P%*&%Iéﬁ?ﬂ’%ﬂ
AT AL 24T L 0 HN L R RBITHRI R EFERI AT FE AT FHT A REL
B ahm] o E BIrH e R A MBS RS RS R IR o B skae
Fp 7+ E o Europol # & iT#4]2 o > “ﬁz TOF S erdy ﬁﬁf?;}gj L2 th o4 gp Y
WELIE A AP ETRFCFLEARREI AEFHLEMEF B AR PR
T B BRF o P ER LR E R P ER c RN RS REGFTAE 20 F
PEARM Y - SEH Pk TR EE S RE AL S L TR GRE T £
B REEF R L Google » Meta # Fiteh & » FHEHSTHTELTHFPT -
fad B E & (78 > b4e T Operation First Light ; > +# B3 i¥5 T3¢ « - (Wilson &

Anderson, 2024; Brown & Wang, 2024) -

BC3 # B %t 2| & w8 (Europol) - FIE®E P R R A 2013 £ 42 o &
AR RRTE  ARTS  RRICRNP R AR LERE R - BEE
LEERER S A B AR cod L1 TR R AR AL AR R RS E
FRm o R R TSRO SO TR A A E T R R S S

Bt > Tt EC3 R AEEIRRFNAEAS o Ty 32 PRIFPIER &3
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o B BATRPR R L FATHF AR c FFATREEEE F R m e
T e B TR LT T AR R R T LR

SR TR ERET R O R R Il A E SRS R

FEHTCRRITH S 6 0 £ H F e i78 (Cyber-enabled Fraud ) - 3+ %% 6 it 2
(7R T S 2 SEH(BEC ) B R ki T 2 3F5he & (FE BT EMPACT
Fraud Week | fr*?c‘f&%‘@zl?t'fﬂﬁn% Bivd o BT A EXMEPFEREAL > 2 6T

e BEIEHLIE 7 B A7 (8 ondg 4% (Bures & Carrapico, 2022) ©
2. ®wMFiFEHyES 7 (European Anti-Fraud Office, OLAF )

OLAF & = % 1999 #4257 § pFf F P 2% &7 N 3% 4 w % H = (UCLAF )
iﬁ&ﬂiﬁﬁ%ﬁ%ﬁ—%i%if?ﬁﬂﬁéE%ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁo
OLAF R 88 =a 5 Emcedie s il s SR £~ AMITH e o B3

BrA A KFRALIRI R L HNERELATPE TR AR D
&ﬁﬁ@ﬁ%ﬁ@ﬁ’ﬁﬂ?%&&ﬁﬁﬁ%ﬁ%@%%%*ﬁ*%ﬁ’W&OUWﬁ
538173 % o OLAF ¥t & % :v ¥ AL B XE KRR F o ET LB
S HERFTRE S BE B %’%ﬁ%ﬁéfg}id gAY ZITF o b #H K
5V AT OLAF 874 Hi#R L B EOLAF e ke Z AP ERIER I
FAHABEENAES EF Y REPE o d 3 OLAF e 248 H > Pl e AR 2 18
§ANN AR R BER O EROIAT UFNGEAT £ A FAT Frues 0 A FE
LERE PSSR B PER G OLAF 2 L L ReRIFH LG LR DT
AHIFE Z I RRATTESPEE  BRAAD R LY DR FILBERE
FTHECREFA AR TR ARG B - FRFFY S A% ALES 2 202
A xZNE R LEIFAET R FEHRE R L e E e ““ & (Europol) ~ ¥i¥ & 2 F 7%
2% (EPPO) £ I & 17> AL T R 3F5h T &M 8RBT - € & e B %

£ 3P
HREFA > S - pFF e RBEr 54835 &4 (Fraud Alerts) - §24 ¢ FEEED

I 45 A7 4] e B 3¥ Hh(Lee & Chen, 2024) ©



3. WM ERZFAX 2> A (European Union Agency for Cybersecurity, ENISA )

ENISA %2004 & & = » P F 2 RREFAARTE 20 59t s oo p B pR

FRL 2 PEAIERREME- B HEFRERSPAARS LRERE J T E

RTGREITHAPE L TP B TRERRITHR M T cENISA 04 ¢ i
TEE 0 B e O T R R RGTHCGE FHRANILIEE 1 1T ¢ 38 f S e LA g

SRR R TR T TS Rk e B Y A REFRE R

B 2 By Bt o A H A S ARG R RREFHRFAFF (R FUER

% 2»3F 2 ) (Electronic Communications Security Report ) » 4* ¥+ & % &£ 3 5 (IMSI Catchers ) ~
VoIP ;%5 ~ SIM + 3% 5% (SIM swapping) % o st ¢t ENISA «7f & & Siit 53 ¥ 5% 4 34
AT 35 > do X K Smishing fiFH o - FRBTT LBREF EL o
ENISA #1305 &t R st b FF 5 F wdld 91 TR FF RS2 FTFF 2L
FWA 0 JHNT ANE FEEERERESY BIEENE PO EETER

R E AR RRE O RIFERE 2 ROF % A 49 32— (Lisi & Stefanizzi, 2022) o
4. wMT F )% ¥ %2 (European Electronic Crime Task Force, EECTF )

BT TIPS i m (BECTF) - B B & R G334 &~ fHdp 2 450
2009 & cpFig & 2 o BINEN KA JI RS o £ BOFIMLET L0 BT R RAR
B g@F TR FN M TR L F ol st FRRERP RS 2 S s iF
ORI RRITHRALE AR ENZE T I A GE TG PR IR F S P W EECTF
RACIIAEB PR LT g BT W B hER A o) B KGTR R B
FHETES o §#b AT Givgacns 2 dom RART ¥ - 2 1 Ly o
(IMSI Catchers) > ¥ & — i‘"ﬁfﬁ“‘"ﬂ**ﬁi’ﬁi [ & 4 R BE 7 BB o e b 3 5 M

Bt~ § ERBAER 7 PAIEEE 3 22 AR MR E 41 R EECTF B2 23 22 #438 & (7 chll

Pod RF DA AEEGSS R AF At AT RES B TRvE4 | o d % EECTF
PAFAAMBEAL S AP GE AT IR TR R R YRR

NEMOE T o A H AR M T BB TR REEFER B PR AR



ARy T fE e e AR E R AFRMEL A FREALFROSY AR

WHPE T TR BEE R TR B RAENSORZE G X PR RS G
(EECTF, 2025) -

5. R %f‘f’_"j%‘« (Interpol )

B2 & e s (Interpol ) A B < AL RAL2 £ Fle > pwig 195 B =

Ble 2201923 & > @ A RS TERLE € 5 1980 EpF v 2 M2 & o

R RAEIRENESRREG AP 4R 2015 £F 2 iiﬁ;f%g’(%}f_ (Interpol

Global Rapid Intervention Platform, I-GRIP ) - &&= >3k & W} 4F ﬁﬂé%,ﬁﬁnﬁ?;‘ ~IP B ok~

TRATERBFIAE « 37F K57 B 787 5 REITHP R > S B FmRE iR L 47 o

R DG RRTR RGO c MO E e 2P R T R R L
B AP MFHCON T EFAE RN A E T LR TS P BT AT

FEIE FH P EL TERAGRINL RSB FBRI AR -

d >t Interpol § & = P 7337 8 7 w (FF-ISAC) » #4217~ 38

P FEHCLE B AR B e X Pad &p:rdiirsR 3 N T A REHE - d 3

DB ITELRE R ﬁzk&@m%#lﬁ’@%ﬂ§£$;Jﬁ<#¥ﬁ? S S

ER DLl SR ST Ty - o ¥ & e endF w2 (Virtual Asset Crime
Units) » i@ | it 5 BB IR DR E R M2 ERHE 0 TR L RE S L g

Bp g FHABICFHRTENF MO { P vRENEeRnEga

i* o Interpol (2024)e3F 2 @ &1 » 32024 & 7 % 3| 11 * #734 {7 & Operation Haechi V

FRg P o SRR N TR RRITHACE 5500 4 > FRE Y SFEARE4RE S
PRI ROREE R ¥ Y FECFHA S E S A AR B AEs KT

HE > KM o ¥4 2024 & frik {7 First Light (78 » s # 3w 257 g ~¢ » H ¢

-

HE30%F £ A B EEHEBEE T P HFE T L g 2 47 v (INTERPOL, 2024)
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(Z)FEFHFT G RRF IR o

d B2 - WRe A YR RETE B e R R > AT R eIt S B
b HRELE g e REL R R oS- bl BN AR Rt R e P B
g BRSNS FREG U FERS FREEE LSRRl 0 2 b

Ein o PR R EAAMES - vy 2 LR s
BRER ERFRAR G - 0 KT R ORI v oS I AR S E
M- e RE TS o Ry FREFFRAIMAKET  FFEFI = A7 S BHR
40— o AT R AR A PR o B MR T R RRT T

KRR S RE LT B2 DA KT » T B G KA rRp o

FOCRDEMITL L EF 2 EDLE S A REHE R F o FI R FW v g
iz BaeE B £ o 2 EEEENF CFOME > EhProau i i RS
PR At s i & 7 Ko NIRRT R B kR e § - BT

i3k 4 # (GDPR) ~ % g % 2 i (NIS Directive 2.0) ~ & 3% # 2| % #/4' 45 4 (Anti-Fraud

Criminal Sanctions Directive) ~ & + &  PRi%dp 4 (PSD2) o @ 4f “v ij2 Z R & 5 8o B
2 K134 772 (Convention on Cybercrime Implementation Act) ~ #c 7 3% (Digital Markets
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34 Directive (EU) 2024/1226 of the European Parliament and of the Council of 24 April 2024 on the definition
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35 European Public Prosecutor’s Office. (2025, April 14). Investigation Cuba: EPPO secures another conviction
in €100 million VAT fraud involving Voice over IP. Retrieved from

https://www.eppo.europa.eu/en/media/news/investigation-cuba-eppo-secures-another-conviction-eul00-million-

vat-fraud-involving ~ £ {21 p 2025 &# 4 7 20 P
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122 Article 2-2 (Response to Telecommunications-Based Financial Fraud) (1) To prepare for
telecommunications-based financial fraud and minimize any loss, the Financial Services Commission shall
conduct the following duties: 1. Collection and distribution of information on telecommunications-based
financial fraud;2. Forecasting and warning on telecommunications-based financial fraud » 3£ 106 °

123 Article 2-5 (Interim Measures for Accounts of Users) (1) In any of the following cases, a finance company
shall take measures to delay or temporarily suspend the transfer, remittance, or withdrawal of all or part of the
relevant user's account (hereinafter referred to as "interim measures") > ¢ 3£ 106 °

124 Article 2-7 (Establishment of Integrated Reporting and Response Center for Telecommunications-Based
Financial Fraud) (1) The Integrated Reporting and Response Center for Telecommunications-Based Financial
Fraud (hereinafter referred to as the "Center") shall be established under the Korean National Police Agency to

efficiently conduct affairs, such as reporting and receiving information on telecommunications-based financial

fraud. > F 32106 -
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Korea Internet & Security Agency ¥ % fE e ¥ 2 b » 2L & 1 (FE RABEREREF LR * ~ FIRFTNAL >~
i ebee o RO ERRETEE I LETHE  BEHYITREE  H AR E B ST
% o Retrieved from: https:/www .kisa.orkr/EN & (5§ fp : 2025 # 4 % 27 p o

126 Korean National Police Agency(2023, Sep 26). Voice phishing, now report it by calling '112'. [Press release]
Retrieved from:

https://www.police.go.kr/user/bbs/BD_selectBbs.do?q bbsCode=1002&q_bbscttSn=20230926174554153&q_cu

rrfPage=1&q rowPerPage=10&q searchKeyTy=&q searchVal=&q sortName=&q sortOrder=&q tab=&utm
&f&iﬁﬁﬂ 12025 & 4% 27 p o

127 Korea National Police Agency. (2024, May 14). 200 days since the launch of the Integrated
Telecommunications and Financial Fraud Reporting and Response Center, prevention through integrated
reporting and reporting of phishing crimes [Press release]. Retrieved from:
https://www.police.go.kr/user/bbs/BD_selectBbs.do?q bbsCode=1002&q_bbscttSn=20240514075709783 &utm
Bt 202547 27TpR -
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B1Financial Services Commission Inquir.( 2024, Aug 19) [Press release] It has become possible to quickly block
damage from voice phishing that exploits simple remittance. - The revision of the “Enforcement Decree of the

Telecommunication Fraud Damage Refund Act” passed the State Council. Retrieved from:
https://www.fsc.go.kr/po010101/82912 &t p 2025 # 5% 1T P -
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132 Definition of Suspicious Transaction Report. KoFIU.

Retrieved from: https://www.kofiu.go.kr/eng/policy/amls03.do s iﬂ%@ﬂ 22025 & 5 2 17 R -

133 International standards and international organizations. KoFIU. Retrieved from:
https://www.kofiu.go.kr/kor/policy/ioisO1_3.do &t p 2025 # 5 ? 1T P -

34§45 % 84 2. 2 #73% =, Telecommunications Business Act. Retrieved from:
https:/lawnb.com/Info/ContentView?sid=L000001733_84X2 20200609 & is# TP 2025 # 5% 17 p -
135 KCC, Annual Report 2023, p.230-231.
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136 XCC, Annual Report 2023, p. 90.

137 Prosecutors’ Office. (2025). 2024 ¥ #7299 ZF [2024 Prosecutor’s Yearbook]. 2 th7 23,
Retrieved from: https://spo.go kr/site/spo/ex/board/View.do # & iF P : 2020 £ 5 7 27 p

" p. 282 k31123
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141 'When the Prosecutor General, the Commissioner General of the National Police Agency, or the Governor
of the Financial Supervisory Service ascertains a telephone number exploited for telecommunications-based
financial fraud, he/she may request the Minister of Science, Information and Communications Technology to
cease provision of telecommunications service for the relevant telephone number. F 3£ 106 ©
142 FSC(2018). Announcement of “Comprehensive Measures to Prevent Telecommunication Financial Fraud.
Retrieved from: https://www.korea.kr/docViewer/skin/doc.html & {SF fEp * 2020 # 5 * 27 p -
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145 Laurent Garrigues(2025, Jan 20). SK Telecom ScamVanguard: Transforming mobile scam prevention with

Al Retrieved from: https://thereadable.co/sk-telecom-scamvanguard-transforming-mobile-scam-prevention-
with-ai/ # {& ‘)ﬂ?ﬂﬂ 22025 F#H % 27T R o

146 Financial Services Commission. (2014, December 4). Do you know about the “Safe Savings Account” to

prevent financial fraud? [Press release]. Retrieved from: https:/www.fsc.go.kr/po010105/71369  # & il j¢
pi2025& 57 27T P -

147 Article 2-3 (International Cooperation)The Government shall cooperate with other nations or international

organizations to prevent loss that may be caused by telecommunications-based financial fraud. [This Article

Added by Act No. 12384, Jan. 28, 2014], 3£ 106 °
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(General Data Protection Regulation, GDPR)
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Processing shall be lawful only if and to the extent that at least one of the following applies: (a) the data subject
has given consent to the processing of his or her personal data for one or more specific purposes; (b) processing is
necessary for the performance of a contract to which the data subject is party or in order to take steps at the request
of the data subject prior to entering into a contract; (c)processing is necessary for compliance with a legal
obligation to which the controller is subject; (d)processing is necessary in order to protect the vital interests of the
data subject or of another natural person; (e)processing is necessary for the performance of a task carried out in
the public interest or in the exercise of official authority vested in the controller; (f)processing is necessary for the
purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are
overridden by the interests or fundamental rights and freedoms of the data subject which require protection of
personal data, in particular where the data subject is a child. F# % ik ® Intersoft consulting - £t I f0 P : 2025

# 10 * 9 p - https://gdpr-info.eu/art-6-gdpr/
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